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Our Internal Audit work will be limited to that described in the Terms of Reference. It will be 
performed in accordance with the International Standards for the Professional Practice of Internal 
Auditing from the Institute of Internal Auditors, and in accordance with the Official Order (Number 
127074) dated 29 July 2016, between PricewaterhouseCoopers and the Department of Health. It will 
not constitute an ‘audit’ or ‘review’ in accordance with the standards issued by the Auditing and 
Assurance Standards Board, and accordingly no such assurance under those standards will be 
provided. 

The Terms of Reference and PricewaterhouseCoopers deliverables are intended solely for the 
Australian Financial Security Authority’s internal use and benefit and may not be relied on by any other 
party. This scope may not be distributed to, discussed with, or otherwise disclosed to any other party 
without PricewaterhouseCoopers prior written consent. PricewaterhouseCoopers accepts no liability or 
responsibility to any other party who gains access to the Terms of Reference. 

Department of Health 
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1.     Executive Summary  

1.1  Introduction  

 access audit and security monitoring information; 

 change control parameters (i.e. routing tables, path priorities, addresses on routers, etc.); 

 change key system configurations; 

The department defines privileged access in both the IT Security Policy and the Privileged Account 
Standard.  This definition is consistent with ASD’s definition as outlined in the Information Security 
Manual (ISM), where users who have privileged access are able to perform one or more of the following 
functions: 

The Department of Health (the department) is responsible for the running of Australia's health system, 
including supporting universal and affordable access to medical, pharmaceutical and hospital services. 
To deliver these services, it utilises a large number of information systems and applications that holds a 
range of sensitive information. To manage and provide ongoing support to these systems and 
applications, the department has a number of system /application administrators and staff with 
privileged access. These accounts provide different levels of access to trusted personnel to configure, 
manage and monitor computer systems. While these privileges are necessary for the ongoing 
administration of a system or network, they introduce a number of potential points of weakness into 
that system. 

The Australian National Audit Office (ANAO) undertakes a number of reviews that have a focus related 
to the management of privileged accounts. The ANAO Cyber Resilience Report examines the 
application of the ASD Top 4 mitigating strategies (including Mitigation #4 Minimise Administrative 
Privileges). While the department has not been subjected to a targeted audit by the ANAO in this area, 
the findings and recommendations out of these audits are applicable across government entities. The 
ANAO also undertakes the Audits of the Financial Statements of Australian Government Entities also 
examines the IT general controls applicable to financial systems, including user access management. 

The Australian Federal Government’s Cyber Security Strategy
1
 informs that organisations are hugely 

impacted by the malicious activities conducted by trusted insiders, causing massive disruption to 
networks and obtaining confidential information for illegal purposes. Trusted insiders are generally 
defined as ‘potential, current or former employees, contractors or third parties who have legitimate 
access to information, techniques, technology, assets or premises’2. The Australian Signals Directorate 
(ASD), a commonwealth authority on cyber security, also recommends that government must 
implement necessary controls to manage, monitor and review privileged accounts so that the risks of 
cyber intrusions from trusted insiders could be minimised. Privileged system user accounts are a 
subset of trusted insiders. By design, privileged accounts (such as system administrator accounts) 
typically provide varying levels of access to trusted personnel so that they can configure, manage and 
monitor computer systems. While these privileges are necessary for the ongoing administration of a 
system, if they are not managed, monitored and

and its data. system  the torisks or weakness 
 may introduce a  correctly, it
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 used number of potential 
points of 

 circumvent security measures; 

 access data, files and accounts used by other users, including backups and media; 

 access systems for troubleshooting purposes. 

The department further defines privileged access roles in the Privileged Account Standard. The roles 
include: 

 system or domain administrators; 

 database administrators; 

1 
Dated 21 April 2016 

2 
Australian Government (2016). Managing the insider threat to your business – a personnel security handbook. Accessed at: 

https://www.protectivesecurity.gov.au/personnelsecurity/Pages/Managingtheinsiderthreattoyourbusiness.aspx 
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1.3.1 Segregated governance responsibilities for privileged access leading to process 
gaps 

TH
Y T

                                                   

 service desk personnel; 

 security personnel; 

 application developers; 

 testing personnel; and 

 users of specialist sub-domains (e.g. the PROTECTED environment). 

As part of the Department’s Audit Work Plan for 2017-18, PricewaterhouseCoopers (PwC) was engaged 
to review the Department’s approach to manage and reduce the risk posed from trusted insiders and 
the effectiveness of the approach applied to privileged account management. 

1.2  Objective and Scope  

Internal Audit reviewed the  policies and processes  that  guide the provision and management of 
privileged accounts across the critical  datasets  within scope. As a  result of the segregated governance 
for privileged access  between IT Security, IT Operations and  various system owners, Internal Audit  
found the following:  

  Even though the department has a set of accessible ICT Security Policies,  which  
comprehensively cover privileged access and ISM requirements,  the  guidance within the 
Privileged Account Standard and  IT Security Policy were not being fully adhered to. IT Security 
could not provide evidence (as per the policy guidelines) that all privileged access accounts had  
been approved by the Information Technology Security Advisor (ITSA).  The lack  of evidence  
was due to limitations to retrieve this information in a timely manner from the system where 
this information is captured and retained. In addition, for the systems in scope, management 

The following observations are made in relation to the in-scope systems. 

1.3  Key Observations and  Insights  

The objective of this internal audit  was to assess the effectiveness of department’s  processes and  
controls that  manage the risks associated with  “trusted insiders”,  who as  part of their day-to-day duties 
access the department’s  information and  IT resources.  The  focus of this audit was on privileged user  
account management only (for a sample of systems) which  included an analysis to  determine whether 
privileged users have access to information that is not commensurate  with their roles and  
responsibilities.  

The scope of the internal audit included:  

  Reviewing  the policies 
selected applications, t
the lifecycle  of a user’s a
responsible for relevant

MENT HAS BEEN RELEASED UNDER 

and  process implemented in the department,  both centrally, and for 
o manage privileged user accou

ACT 1982 

nts3, the access to critical datasets and  
ccount.  Of p

INFORMATION 

articular focus for this audit are the, business areas 
4 

  datasets and systems : 

HEALTH

They include:  

o  Pharmaceutical Benefits Scheme (PBS);  

o  Shared / Corporate / Grant  Services;  

o  Medical  Benefits Schedule (MBS);  

o  Private Health  Insurance (PHI); and  

o  Financial and  Budget Ma

 OF 

nagement Systems.  

Testing of a sample within the above datasets to determine whether privileged users have access to  
systems and/or data that is not commensurat

MENT OF 

e with their roles and responsibilities.  
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3 
 This will  include  policy/process oversight of the provision of access to portfolio staff  (if  required)  

4 
 Identified by the Audit Sponsor as part of the audit planning phase  
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could not provide evidence that that privileged access entitlements were being reviewed 
periodically (six monthly as per policy). 

5
 IT Security oversee the granting of administrative access  for new systems. For all others (i.e. 

where privileged access is granted without one of these Id’s, the system owners are 
responsible). System owners are then responsible for the ongoing management of privileged 
access. 

 For the three systems reviewed, IT Security do not receive any level of reporting or 
confirmation from system owners that they are in compliance with the process of reviewing 
privileged access every six months as required by policy. 

All access to the E

THIS DOC

DW 

THE FREED

 i

BY THE DEPAR

s role-based.   All privileged  access requests to the EDW requires line manager 
approval and then ITSA approval,  in that order.   IT Security made a decision not to provide Internal  
Audit with  evidence of ITSA approval for seven of 16 sampled administrators on the EDW system. This 
was due to  system limitations to retrieve this information in a timely manner from the system where 

7 
this information  (approvals) is captured and retained.  This decision was made  due to the impact on 
resources to deliver against  competing  priorities.  

For the TM1 system, privileged user groups have been defined as TM1Admin and  TM1PrdPriv.   These  
groups  do not have direct TM1 application access.  The role of these groups  facilitate access to  
directories on the server to capture  feeds from other applications which can subsequently be  
interrogated by the TM1 application via automated services or processes.  For the sampled  
privileged users on  the TM1 system, the applications team provided email evidence of business 
approval.   IT Security did not provide evidence of ITSA approval (due to the decision outlined above to  
stop the investigation due to higher priorities).    

For the agreed datasets and systems in scope, Internal Audit selected a sample6 of users for each 
system. 

 Dynamics 365 (CRM for Shared Services) 

 TM1 (financial forecasting and budgeting system) 

 EDW (to support the MBS/PBS and PHI datasets) 

The following systems were selected to be tested to determine whether privileged users have access that 
corresponds with their defined roles and responsibilities. 

Without having a complete view of privileged access across the department, it becomes difficult for an 
organisation to implement the required controls to effectively manage the trusted insider threat. 

If privileged access is not carefully and diligently managed there is an increased risk of the 
accumulation of access rights, orphaned accounts and user ownership conflicts between system owners, 
IT Security and Datacom. Privileged access needs to be managed in accordance with the policies and 
standards in the department.  The risk of not adhering to the agreed privileged access policy is that 
individuals may end

 make.  entitled to are not sensitive information that they
 system changes and have make to position access and be in a  unauthorised up with
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access to

For the Dynamics 365 (CRM) system, Internal Audit noted that privileged access was provided to a 
number of resources after implementation without having any privileged access procedures in place. 
Since then, IT Security has developed a set of procedures to manage privileged user access to this 
system. 

5 
Those with a prefix of a_, ida_ and *svc_. 

6 
Using the PwC Sample methodology which is based on the IIA internal audit sampling methodology 

7 
Decision made by the Director Security, Security and IT Services Branch 
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Without maintaining accurate and complete records and following the agreed approval procedures for 
managing p1ivileged user access there is a risk that the depaitment will be unable to determine which 
users have legitimate access to p1ivileged functions on depa1t mental systems. In the event of a secmity 
breach and with incomplete records, the depa1tment will not be able to determine who and when the 
access was authorised. 

1.4 Summary ofFindings and R ecommendations 
TI1e following table provides a summa1y of the audit findings and recommendations (applicable to the 
systems in scope only): 

Topic and description 

2.1 Policies and procedure 1. 

Reconunendations 

IT Secmity to further refine their 
existing IT Systems list by 
completing the identification of 

For some ofthe systems in scope, the relevant system and business 
process for approving plivileged owners. TI1en apply a pliolitisation 
access by the ITSA is not being Medium approach to review access lights
adhered to. provisioned. For example, initial 
P1ivileged access entitlements are not focus on those systems with a high 
being reviewed on a biannual basis in classification (i.e. '1' or 'c1itical') 
accordance with the Access rating. 
Management Policy. 

2.2 Results on the sampled datasets and 2. IT Secmity to monitor policy
systems adherence9 with regards to 

Internal Audit identified three p1ivileged user access reviews

instances where p1ivileged access unde1taken by system owners. In 
1ights were not commensurate with following up on the
an individual's roles and implementation of this

responsibilities. Plivileged access for recommendation, velification of
these instances was provisioned to the outstanding sample for 

Dynamics 365 without any 
Medium procedures defined, ai1d with no 

EDW / TM1 access approvals will 
also be sought.

ITSA approval. IT Secmity have 
reviewed these instances and 

3. removed these access 1ights, and the 
users' access now corresponds with 
their roles and responsibilities. 

TI1e Dynamics 365 project team to
finalise by 30 June 2018 the
system requirements (including
those Plivileged Access controls 
outlined in the ASD Information 
Secmity Manual) necessary for 
system accreditation. 

-

1.5 Summary ofRatings 
The overall review rating reflects Internal Audit's view of the overall exposure to the depa1tment after 
consideration ofall findings highlighted in this repo1t. More detail on the rating scales used throughout 
this repo1t can be found at Appendix B. 

8 . . . . . . . . . .
This 11st contains approximately 60 systems rated as a level '1 ' (1.e. cnt1cal for business continuity/recovery urgency). 

9 In accordance with the Access Management Policy. 
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Nmnber and rating offindings Overall Report 
Priority 

Very High High Medium Low Medium 

0 0 2 0 

1.6 Positive Observations 

IT Security are making improvements to managing privileged access, through setting up a 
Splunk10 Privileged User dashboard, as well as reviewing all Datacom policies, and monitoring 
against Key Pe1formance Indicators (KPis), such as the number of privileged accounts 'never 
expiring' and passwords for privileged accounts needing to conform to the Health Password 
standard. 

As an example of the benefit of the use of the Splunk Privileged User dashboard, IT Security was 
able to identify that some domain administrators had their password setting with 'no change 
required', meaning that the password would never be required to be renewed. This resulted in IT 
Security requesting that Datacom improve its privileged access management on a number of 
criteria and to provide a report on proof that they were in compliance. 

IT Operations executed a number of remediation activities in November 2017 for privileged 
accounts and as a result, across all environments, 513 accounts with Domain Administrator 
privileges were reduced to 179. 

10 https:/ / www.splunk.com/en_us/ solutions/ solution-areas/ security-and-fraud/ use-cases/ privileged-user­
monitoring .html 
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2.     Detailed Findings  and Recommendations  

The detailed findings and recommendations section outlines the key audit findings, risks and 
recommendations. It also captures management actions to address the audit recommendations. 

2.1. Segregated governance responsibilities for  privileged  
access l eading to process gaps  

The department has a set of ICT security policies/standards, all of which contain information and 
guidance relating to privileged access to systems, applications and information.  The relevant policies 
are: 

 IT Security Policy 

 Privileged Account Standard 

 Management of IT Accounts Policy 

According to the policies / standards, privileged access requests can be made using the My Self Service 
Portal (MSSP) via the Service Desk or by email. Regardless of how access is requested, all access 
requests generate a ticket within the Service Desk system.  All privileged access to systems and 
information is required to be managed and monitored by using uniquely identifiable accounts and must 
be approved by the ITSA. 

Internal Audit noted that privileged access management is comprehensively described in the 
department’s policies and standards.  The policies and standards closely reflect the privileged access 
requirements described in ASD’s Information Security Manual (ISM). Internal Audit noted that 
despite the comprehensive nature of the policies and standards, for the systems in scope, they are not 
being adhered to.  As an example, privileged access entitlements are not being periodically reviewed as 
described in the Draft IT Access Management Policy (i.e. every six months). 

Internal Audit also noted that the responsibility for the governance of privileged access is shared 
between Datacom, IT Security and the various system owners.  Datacom manage privileged access for 
users that support the infrastructure, the network, the databases and domain level administrators. 
They do not manage user access for application administrators.  Individual system owners are 
responsible for managing application administrator access to their individual systems. 

IT Security only provide a high level oversight role for the provision and management of privileged 
users in the department. They perform independent monitoring and checking of domain administrator 
accounts only, as a compromise of these accounts attract a high risk because of their broader access 
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privileges than application administration accounts. 

In some instances, IT Security do not play any part in managing or monitoring privileged access to 
application systems. They may leave this task entirely up to the system owners themselves. The only 
time IT Security get involved with access to systems is during the setup of a new system, where they 
implement the process for managing user access on the system in question. This means that there is no 
second line of assurance provided by IT Security regarding the management of privileged access to 
applications including inadequate periodic reviews of privileged access entitlements. 

Datacom informed Internal Audit that they are in the process of developing a Privileged Account 
Management Plan.  This plan will include the definition of privileged access categories together with 
the entities that are responsible for each management of each category. 

If privileged access is not carefully and diligently managed there is an increased risk of the 
accumulation of access rights, orphaned accounts and user ownership conflicts between system owners, 

Department of Health 
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IT Security and Datacom. Privileged access needs to be managed in accordance with the policies and 
standards in the department. The risk of not adhering to the agreed p1ivileged access policy is that 
individuals may end up with unautho1ised access and be in a position to make system changes and have 
access to sensitive information that they are not entitled to make. 

Without having a complete view of privileged access across the depa1tment, it becomes difficult for an 
organisation to implement the required controls to effectively manage the trusted insider threat . 

Risk Rating 

Likelihood Consequence Overall Rating 

Possible Moderate Medium 

Recommendation 

1 . IT Secmity to fmt her refine their existing IT Systems list by completing the identification of relevant 
system and business owners. Then apply a prio1itisation approach to review access 1ights provisioned. 
For example, initial focus on those systems with a high classification (i.e. 1' or 'crit ical') 11 rating. 

Management Response 

1 . IT Secmity will refine the existing IT systems list by utilising the Business Continuity Planning 
'Catego1y A' list (p1io1ity application systems for recove1y). Working with the Business Continuity 
team, IT Security will identify all relevant system and business owners by 30 June 2018. 

IT Secmitywill unde1take a review of the access 1ights provisioned to these systems utilising the 
necessary investment in the procurement of secmity software and services to review the access 
1ights provisioned by 30 June 2019. 

Date ofcompletion 

1. Assistant Secretary, Information Technology 1. Delive1y date by 30 June 2018 for the first 
Division stage and 30 June 2019 for the second 

stage. 

11 
This list contains approximately 60 systems rated as a level "1' (i.e. critical for business continuity/recovery urgency). 

10 
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2.2. Sample testing of  critical datasets and systems  

In order to test whether the department was following agreed process for managing access to systems, 
the scope of this audit included testing access to some critical datasets and systems.  Access to the 
department's information and ICT systems must be, irrespective of whether the user is a normal user or 
privileged user: 

 facilitated through defined access management processes; 

 limited to a “need-to-know” basis, providing users with the least amount of privileges required 
to undertake their defined role(s); 

 reviewed on a regular basis; and 

 is removed when no longer entitled to the defined access (e.g. the user changes role or leaves 
the department). 

The following systems were selected to be tested to determine whether privileged users have access that 
corresponds with their defined roles and responsibilities. 

 EDW (to support the MBS/PBS and PHI datasets) 

 TM1 (financial forecasting and budgeting system) 

 Dynamics 365 (CRM for Shared Services) 

All access to the EDW that holds the MBS/PBS and PHI datasets is role-based access.  All access 
requests to the EDW requires line manager approval and then ITSA approval, in that order. 

IT Security made a decision not to provide Internal Audit with evidence of ITSA approval for seven of 
16 sampled administrators on the EDW system. IT Security reported that it would not be possible to 
provide the evidence as it would be too time consuming to search through all the emails for the records. 

As a result Internal Audit is not able to confirm if privileged access was approved by the ITSA for the 
seven of the 16 sampled administrators. 

For the TM1 system privileged user groups have been defined as TM1Admin and TM1PrdPriv.  These 
groups do not have direct TM1 application access.  The roles of these groups facilitate access to 
directories on the server to capture feeds from other applications which can subsequently be 
interrogated by the TM1 application via automated services or processes. 

For the sampled privileged users on the TM1 system, IT Security could only provide email evidence of 
business approval.  They could not provide evidence of ITSA approval (due to the decision outlined 
above to stop the investigation due to higher priorities). 
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At the time that this audit was taking place, IT Security in conjunction with the system administrators 
were in the process of identifying opportunities to implement more granular security controls on these 
directories.  Internal Audit noted that even though there has been no requirement to transfer or remove 
privileged users from TM1 since its implementation, a procedure describing how to do this exists. 

On reviewing the Dynamics 365 (CRM) system, Internal Audit noted that privileged access was 
provided to a number of resources after implementation without having any privileged access 
procedures in place.  Since then, IT Security has developed a set of privileged access procedures for this 
system that includes: 

 the requirement for a minimum Baseline security clearance; 

 a signed confidentiality/non-disclosure agreement form; and 

 a monthly review of privileged access in line with users roles. 

Department of Health 
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As a result of this new procedure, the number of users were reduced by four, from nine to five. The 
Dynamics 365 procedural documentation also covers the lifecycle management of its Global System 
Administrator and the requirement to remove access within one business day, after notification. 
Internal Audit noted that the request to remove the four users identified earlier, were actioned the 
following day. 

Risk 
Without maintaining accurate and complete records and following the agreed approval procedures for 
managing plivileged user access there is a lisk that the depa1tment will be unable to determine which 
users have legitimate access to p1ivileged functions on depa1tmental systems. In the event of secmity 
breach and with incomplete records, the depa1t ment will not be able to determine who and when the 
access was authorised. 

Risk Rating 

Likelihood Consequence 

Unlikely Moderate Medium 

Recommendation 

2. IT Seculity to monitor policy adherence 12 with regards to p1ivileged user access reviews unde1taken 
by system owners. In following up on the implementation of this recommendation, velification of 
the outstanding sample for EDW / TM1 access approvals will also be sought. 

3. The Dynamics 365 project team to finalise by 30 June 2018 the system requirements (including 
those Plivileged Access controls outlined in the ASD Information Seculity Manual) necessary for 
system accreditation. 

Management Response 
2. The IT Secmity team will provide velification of the outstanding access approvals for EDW / TM1 by 

30 Jm1e 2018. 

With the investment in the seculity software and services in access 1ights monitoling, the IT 
Seculity team will monitor policy adherence for plivileged user access against Category A systems 
(as defined in management response 1) by 30 June 2019. 

3. IT Seculity will work with the Dynamics 365 project team to finalise the system requirements 
(including those P1ivileged Access controls outlined in the ASD Information Secmity Manual) 
necessary for system accreditation by 30 June 2018. 

2. Assistant Secreta1y, Information Technology 2. Delivery date by 30 June 2018 for the first 
Division stage and 30 June 2019 for the second 

3. Assistant Secretary, Info11nation Technology 
Division 

stage 

3. 30 J une 2018 

12 Every 6 months. 
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Appendix A - Consultations 

Appendix A details the staff members consulted throughout the course of the audit. 

Stakeholder Position 

Daniel McCabe Daniel McCabe, First Assistant Secretary, Information Technology Division 
- -
Adrian Bugg Assistant Secretary, Information Knowledge Management Branch 

Ian Crittendon Health Analytics 

Craig Boyd Chief Finance Officer 

Charles Wann Chief Budget Officer 
~ 

. ..,...
Director Security, 

s22 Service, Security and Commercial Management Branch 

Terry Green Assistant Secretary, Infonnation Technology Division 

s22 Strategic Secmity Advisor ~)_(; 
rvv ~~ s22 A/ g IT Security Manager ~ --

s22 Assistant Director, Enterprise Solutions Branch ITD 

s22 Secmity Advisor, Secmity and IT Services Branch 

s22 Director, IT Solutions Development Branch 

s22 IT Operations Secmity Manager 
. 

s22 IT Operations Secmity 
., ., 

s22 EDW Services and Change Manager 
- -

-'\ 
s22 A/ g Director, Business Management Section 

13 
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Appendix B - Internal AuditRisk Ratings 
Appendix B provides an overview of the risk matrices outlined in the department's Risk Management Policy. Each individual intem al audit 
finding has been assigned a risk rating, consistent with the department's Assessment Matrix at Figure 1 below. The Department's Risk Tolerance 
Table at Figure 2 below outlines the required actions against each risk rating. 

Figure 1: The Department of Health Risk Assessment Matrix 

FO 

Au~-tralian G ,ove rnmcnt 

D c p,-rtmc nt or H c,- llh 

Date Approved: 

GI 
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GI 
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General des cription of Consequences 

Would stop achievement 
of f1.11Ctional 
goals/objectives 

Would threaten functional 
goals/objective(s) 

Requires significant 
adjustment to overall 
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Figure2: TI1e Department of Health Risk Tolerance Table. 

Reference Risk Ratings Action required 
Risk must be given immediate senior management attention. Risk assessment and an approved risk Extreme risk mana ement lan, includin treatments must be unde1taken. 
Risk must have considerable management attention to reduce risk to as low as reasonably possible. Risk High risk assessment and an a roved risk mana ement Ian includin treatments must be unde1taken . 
Risk should be managed and monitored. Risk assessment and an approved risk management planMedium risk re uired. If controls are workin effective! then additional treatments are o tional. 
Risk should be managed and controls monitored. Full risk assessment and additional treatments notLow risk 
re uired. 
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