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Introduction

This guideline provides information to registered entities and facilities about the reporting
requirements under the Security Sensitive Biological Agents (SSBA) Regulatory Scheme and
covers:

o the National Register

¢ the Data Collection System

¢ the initial registration process

e reportable events under the National Health Security Act 2007 (NHS Act) and
the National Health Security Regulations 2008 (NHS Regulations)

o the de-registration process

e reporting suspected SSBAs

Mandatory reporting

The NHS Act mandates that if an entity or a facility that is not exempt (see Fact sheet 4 —
Exemptions) wants to handle SSBAs, it must register with and report certain information to
the Department of Health (Health) about the handling of the SSBAs.

The National Register

The National Register of SSBAs (National Register) is established by the NHS Act and
records details of registered entities and facilities handling SSBAs and suspected SSBAs.
The information contained in the National Register holds a national security classification and
only personnel with the appropriate level of clearance have access to the information to
ensure the information is protected.

The Data Collection System

The Data Collection System (DCS) is a web-based system that allows entities and facilities
to submit information about their SSBA handlings. Once the entity and facility is registered
with Health, the Responsible Officer will be provided with a facility user name and password
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to access the DCS. Health has also developed paper-based forms that can be used as an
alternative to the DCS. These paper-based forms are available on the SSBA website
(www.health.gov.au/ssba).

Initial registration

Entities and facilities must submit an Initial Registration report to Health within two business
days of commencing to handle an SSBA. This form can be obtained from the SSBA website
and can only be submitted to Health in hard copy by registered post. The Initial
Registration form cannot be submitted via the DCS.

The information required for an entity’s initial registration includes:

o entity and facility details (See also Guideline 1 — Entities and Facilities)
o Responsible and Deputy Responsible Officer details

e SSBA details, including purpose for handling

e SSBA Standards compliance declaration.

Once the required information is provided to Health and the purpose for handling the
SSBA(s) is deemed legitimate, the information provided in the Initial Registration form will be
recorded on the National Register.

If the purpose for handling the SSBA is deemed to not be legitimate, the entity and facility
may be granted a temporary registration. Handling an SSBA for a purpose that is not
legitimate may be an offence under the Crimes (Biological Weapons) Act 1976. The
Secretary of Health will refer the matter to relevant authorities for investigation. If, after

12 months, no prosecution has been made under the Crimes (Biological Weapons) Act

1976, full registration will be granted. If a conviction is made the temporary registration will be
cancelled.

Reporting events as they occur

The events listed below must be reported to Health as soon as possible and within two
business days after the event has occurred. Reports can be submitted via the DCS or on
the reporting forms listed after the reportable event below.

e Starting to handle an SSBA that you are not registered to handle (Start to Handle an
New SSBA)

e Ceasing to handle an SSBA that you are registered to handle (Changes to Purpose
for Handling an SSBA)

¢ Handling a registered SSBA after a period of inactivity (Start to Handle an New
SSBA)

e Changing ', ceasing or adding a purpose for handling an SSBA that you are already
registered to handle (Changes to Purpose for Handling an SSBA)

TIf the purpose for handling the SSBA is listed as research, any major changes to the research
proposal must be reported to Health.
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e Transferring an SSBA including reporting an unsuccessful transfer (sending or
receiving) (Transfer In or Transfer Out)

¢ Changing Responsible Officer or Deputy Responsible Officer details (Change of
Responsible Officer Details)

e The disposal of your entire holdings of an SSBA or if the remaining amount of toxin
handled falls below the reportable quantity stated in the List of SSBAs (either via
the Destruction or Transfer Out forms depending on the method of disposal).

e Administrative changes to entity and facility details. (Change of Entity and Facility
Details)

Reporting events when they are
discovered

The events listed below must be reported to Health as soon as possible and within two
business days after the discovery of the event:

¢ Unauthorised access or an attempt to access an SSBA or sensitive information
relating to an SSBA

o Theft or attempted theft of an SSBA

e Accidental release of an SSBA

e Loss of SSBAs either from the facility or during transfer (e.g. the package does not
arrive at the final destination)

o A person is affected by an SSBA as a result of the entity’s SSBA handlings.

These events can all be reported to Health, either via the DCS or in hard copy, using
the Incident Report.

You are also required by the NHS Act to report loss, theft, attempted theft, unauthorised
access or attempted unauthorised access to law enforcement agencies. For more
information, see Guideline 5 - Reporting to Law Enforcement or the National Security Hotline.

Handling SSBAS temporarily (less than 7
working days)

A facility that is temporarily handling a known SSBA it is not registered for must report to
Health within two business days that it is handling the SSBA. The facility is permitted seven
working days from initial receipt of the SSBA in which to complete the handling of the SSBA
before it is required to dispose of the agent through transfer or destruction. At the end of this
period, the entity must report the disposal of the SSBA to Health.

If the facility intends to continue handling after this seven day period, it must register to
handle the SSBA.

During the handling period, the entity must comply with Part 11 of the SSBA Standards and
must report any lost or stolen samples, or unauthorised access to the samples.

SSBA Standards include requirements that the entity:
e limits the access to the SSBA to only persons who have a need to handle the SSBA,;
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e maintains a record of who has accessed the SSBA including their identity and the date
and time of access;

o stores the SSBA securely — this could include a locked freezer, locked cupboard or locked
containers within these devices;

e destroys the SSBA so that no SSBA leaves the entity without being destroyed or
inactivated unless being transferred;

e validates waste disposal procedures; and

e maintains records relating to this handling for 12 months for Tier 1 SSBAs and 6 months
for Tier 2 SSBAs.

De-registration

An entity or facility can apply to Health to cancel its registration after the entire stock of all
SSBAs is disposed of (destroyed or transferred) or if the remaining quantity of toxin falls
below the reportable quantity. If this application is granted, the entity or facility no longer
needs to comply with the obligations of the SSBA Regulatory Scheme.

If the entity or facility starts to handle SSBAs again or the toxin quantity rises above the
reportable quantity level, then the facility must submit a new Initial Registration form.

Reporting suspected SSBAs

Reporting if you are not registered for the suspected
SSBA

If you are registered to handle one or more SSBAs and, on the basis of your facility’s normal
testing procedures, you suspect that you are handling an SSBA for which you are not
registered, you must arrange for confirmatory testing or destroy the suspected SSBA as
soon as possible and within two business days after forming your suspicion.

In-house confirmatory testing

If you, as the initial tester, can perform confirmatory testing you must

e report all outcomes (positive or negative) of the confirmatory test to Health;

¢ if you intend to handle the SSBA, you must register to handle the SSBA and comply
with the regulatory obligations for confirmed SSBAs within two business days of
becoming aware of the result if the SSBA is confirmed; OR

e dispose of the SSBA and report that this has occurred within two business days of
becoming aware of the result if the SSBA is confirmed.

Transfer of the suspected SSBA to another facility for
confirmatory testing

If you send the suspected SSBA to another facility for confirmatory testing you must:

e report the transfer to Health as soon as possible, but no later than two business days
after the transfer;
e report all outcomes (positive or negative) of the confirmatory test to Health;
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¢ if you intend to handle the SSBA, you must register to handle the SSBA and comply
with the regulatory obligations for confirmed SSBAs within two business days of
becoming aware of the result if the SSBA is confirmed; OR

o dispose of the SSBA and report that this has occurred within two business days of
becoming aware of the result if the SSBA is confirmed.

If you choose to destroy the sample and not carry out confirmatory testing you must do so
within two business days of receiving the sample. You must also report to Health as soon as
possible, but no later than two business days after the destruction of the suspected SSBA.

If you are required to retain the sample for longer than two business days for example, under
the National Pathology Accreditation Advisory Council (NPAAC) guideline on Requirements
for the Retention of Laboratory Records and Diagnostic Material you can request a longer
time period for retention prior to disposal of the SSBA. If this request is granted, you will then
have two business days after the subsequent disposal to report to Health. You do not need
to apply for an extension to handle while you are waiting on the outcome of a confirmatory
test.

Reporting if you are registered for the suspected
SSBA

If you are registered to handle one or more SSBAs and, on the basis of your facility’s normal
testing procedures, you suspect that you are handling an SSBA for which you are already
registered, there are no additional regulatory and reporting obligations.

If you are a confirmatory testing facility that is already registered for handling the SSBA
received there is no requirement for you to report the receipt of a suspected SSBA.

Reporting process flowcharts

The following flowcharts may assist entities to understand the reporting requirements and which
forms to use.

1. Receiving an SSBA
2. Change of purpose for handling an SSBA

Reporting administrative changes, including change of Responsible Officer or
entity/facility details

Disposal of an SSBA
Incident reporting
Suspected SSBAs
Temporary handling

w

No ok
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Flowchart 1 — Receiving an SSBA

Hawve you recenved an SSBA from
ancther entity or fadlity?

Yes

You must report the transier witin 2
business daysof recenmg the SSBA
uging the Transfer Inform

Are you registered to handle this SSBAT

Is the purpose for handling the same as
the registered purpose?

You must report the change of purpose
for handling the SSBA within 2 business
days of receiving the S5BA usingthe
Changs of Pupose for Handing an
&5BAform

1. Registered Facility — Receiving an SSBA

Notes:

viable material remaing vithin thelaboratary.

1. Disposal meansthe comglete rander of the material fo anther faciityor the destrudtion of the matedal so thatno

You must report handiing of anew
SSBA within 2 businessdaysof
receiving the SSBA using the Startto
Handle a New SSBAform

ispose ofthe SSEA vithin2
business days and repont thedispocal
using the Transfer Outor Destrudion of
an S5BA form

Ne ) No No
P /0 you mignd Lo relam and nandie ins
ssEA? e | Have you disposed of the SSBAT j—
Yes
Yes
. Ne
| No further reporting required e Wasthe disposal viatransfer of this —
SSBA to another faciity?

Did you destroythe SSBA?

Yes

You must report the trancier of the
SSBA within 2 businessdaysof
recsiving the SSBA using the Transfer
Out form
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‘You must report the digposd of the
35BA vithin 2 businessdaysof
disposing of the 3584 usingthe
Destruction form




Flowchart 2 — Change of purpose for handling an

SSBA

2. Registered Facility — Change of Purpose for Handling an SSBA

Are you regictensd to handle SSBAS?

Yes

Hawe you received an SSEA that you
are curmently negistersd for?

fes

Are you changing a purpose for handing
an S3BA that you are registered for?

Yes

You must report the change of purpese
vithin 2 buziness days of the change:
uzing the Changes to the Purpose for
Handling form
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Please refer to Guideline 8- Non
Registersd Fadlify Reporting and
Reguirsments

Please see the flowthart for
Receiving an S5BA

Are you ceasing a purposs for handing
of an S58A that you are regisiered for?

Yes

*Yiou must report the cessation of a
purpose for handling wathin 2 busness
days of ceazing thepurposeusing the
Changes tothe Pupose for Handing
form

No

Are you adding a purpese for handling
for an SSBA that you ane registersd for?

fes

You must report the addifon of a
purpose for handling within 2 busness
days of adding the purpose using the
Changes fo the Pupose for Handing
form




Flowchart 3 — Reporting administrative changes,
including change of Responsible Officer or
entity/facility details

3. Registered Facility — Reporting Administrative Changes (including change of Responsible Officers or Entity/Facility details)

Hawe anyof the adminidrative detalls
about your facilifyor entity changed,
including changes to the Regponsbie
Officers?

" p——— . Mo )

Has your entity's admnistraie detals “ ;‘a:‘)z;udgaulrtysa:lmlsml\ede(als Has your Responsibée or Deputy

—— o L 2e ek, o
changsd? & ; Cficer

Yes Yes
ortinetics ikt oo Has yourfacitysposalorconat. | " Has the facitysphysica loson Yes
changs cccurmg suingthe Ghange of details changed? changed?
Entity and Faciliy Detals fom
Yes Yes

You must report changes o your
facility's details within 2 businessdaed
the change coturmng sung the Change
of Entity and Facility Details form

A changein the location of a faciitywill
require ancw faciity regidration using

the Initial Registraion form

You vall also need fo submit a Transier

You must report changes to Responshe
and Deputy Responsibie Officer detals
within 2 business days ofthe change
oCcuming using the Change of

Out form from the faciityat the old
physical address.

Responsible Oficer Details form

Flowchart 4 — Disposal of an SSBA

4. Registered Facility — Disposal of an SSBA

Motes:

1. Disposal meansthe compete ransfer ofthe material o anther faciityor the destrudtion of the matesal sothat

no viable matenal remains vathin the labomtory.
Doyounendio 2. It is possible to dispose of yourentir fan igh both and transfer.
- . E
& 1 of an SSEA? 3. To de-register afaciy, you must isposed of all gsof S5BA, igany SSBAin storage.
l Yes
No - Yes You must report the:
Are you disposing of the ge:::" tra!s:en:’?fhg\ lrms{eroi_dl of)_uu_r ) | Do you vent tode-
S5BA 3 desinicton? 588410 anotner facity? s ? registerhe facity?
transfer oCCuring using
N the Transfer Out fom
Yes Yes
. No You must report the You can request the de-
Are ly desi!
m};uxry 5 ’f"‘:;g ::?w d_estm)(!:ﬁeal o transfer of anyparial reg!;traiqﬂ of your
the SSEA7 55847 holdings of S5BA within faciityusing the Tramsfr
= 2 business days ofthe Outform
transfer occuning using
l l the Transfer Out form
Yes Yes
No reporting required. You must report the
Reporting the destrudion destruction of ll of your
of onlypast of your holdings of the SSBA
holdings is not required using the Destruction o
form ) You must report the:
Was the transfer successful according tothe SSBA Standards? r— unsuccesgul rander of
an 5SBA to your lecal
[police within 24 hours of
discovering the event.
Yes Ses also Guideline 5-
Reporting to Law
Do you want to de- Enforcement orthe
jster the faci Mational SecuityHotline
= =4 You must report that widhin 2 busi the v
receiving facilityinforming you of the outoome usingthe Transfr Out form (fhis can
be done 2t the same time asreporting the initid trangfer)
Yes
You must report the

You can request the de-
unsuccessiul ransfer to

registration of your
faclity uging the the Department of Hedih
Destruction form wathin 2 business daye of

discovenng that the
event occumed using the
Transfer Qut form
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Flowchart 5 — Incident reporting

5. Registered Facility — Incident Reporting

that you wall need to nclude in the report to the Department of Health
Bee also Guideline 5 - Reporting to Law Enforcement or the National Security Hotline

Has there been
Hasthere been unauthorisedor
- Has there been an

Has thers been 3 loss o No :aslhaelxnln”;tr;ﬂm No unauthorisedor No attempted o No Has_llluel::‘m . No infection withan SSEA
SSBAT a7 unauthorisedaccess o senaitive information 35BAs? handin

S5EAsT relating to 53BAs7? andling?

Yes Yes
Yes Yes Yes Yes
h h . fih being G d . i

You must report all of it Aspart of this report you should be given a refierence number You must _ N . -

the event occumedusing the Incident Reportform

You must report these events to the Department of Health within 2 business days of discovering that the event occumed using the Incident Report form

Flowchart 6 — Suspected SSBAs

6. Reqgistered Facility — Suspected SSBA Reporting Flowchart

Notes
Have you receivedmaterial for tesing 1.4 i atesier icion (but isnot oiogic
that may be a biological agent on the kst zgent is an SSBA on the bas - jicion doesnot applyjust
of 55BAs? because an SSBA s not yet rulsdout, but rathe, on the agent is lelytobe an SSBA.
2. There maybe arequ foran in 21 S3BA follovi yiesing for longer thantuo
¥, ! L { Naonal Pafhology Acoreditation Adusory Councll (NPAAC)
= guidelines in the Retension O Laboratory Diagn ial). [ this i YoU Must requestan
extension of ti 3 i L a T i
confematorytestingresulls.
i Mo - - 3. Disposal o fthe material fo facityor ion of the
On the basiz of your usual labordtory ho report ired s s N -
testing, do you SuSped hat he sanple p— o g e iabie material remains wihin thelaboratary.
contains an S5BA? {i.e.a posithe
presumpiive diagnosis’)
I Yes
Yes
Are you siready registered for this | N R .
GEBA?
l Mo
Are you going to undertake confrmatary Mo Has the sample besn tensferedio e Have you disposed of all of the materd e You must disposs ofthe entire
testing i your faciity|the ing ancther facityfor yissing - 358247 g5 of the SSBA wathin o
Faciity)? Bbusiness daysof receiing the
sample.
l Yes l Yes I Yes “You must slso report the disposal
to Health usmg the Registered
Have you recenedthe resuts of “You must report the transier to Health You must report the disposd to Healh gasmﬁdys:‘d@g:—’mwmq?r 1‘@
i postheor using the Registered Fadlity Report for usging the Registersd Fadlity Reporf for Resul
negativel? Suspected SSBAs and Confrmatory Suspected SSEAs and Confiratory 5
Testing Results. Testing Results.
l Yes
You must report the cutcome of e If the sample is an S5BA, do you ntend No You must disposs® of the entine holdings
confirmatorytest (eiher positive or handie o ing) fhe SEEAT of the SSBA within two business daysol
negative) to Healthusing the Registersd receiving the confimatorytes result
Facility Report for Suspected SSBAs
and Confirmatory Tedting Results. You must aizo report the dispoaal to
Yee Health using the Registered Fadiliy
Report for Suspected SSBAs and
You must submit a Startfo Hande a Confimatory Testng R
New 55EA form to Heath within 2
business daysof recent of the
confirmatorytegingresulis.
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Hawve you received an S58A that you No 1f you are regictessd forthis SSBA you
arenot registered for? must submit a Transferin formwihin 2
business daysof recehing this S5BA.

Yes
Yes You must submit a Registerad Fadlity

Do you intend to handie this SSBA for

— TemporaryHandling or

T —

No

If you infend to handle this 35BA for
longer than 7 werking days, you must
submit 2 Start fo Handle a New 55BA
form to Health vithin 2 businessdaysof
the end of the temporaryhanding

pericd.

apoit
Disposal of an S5BA vitin tve
business daysof receit of the 3584,

After 7 working days, ves the SSBA
disposed? of?

No

Flowchart 7 — Temporary handling

. Registered Facility — Temporary Handling Flowchart

Notes:

1. A5SEA

confirmed a5 an S5BA by con'
your facility.

ﬁwa‘;yléshgh anmrnrldxrmymdllﬁnirmﬁléd to

2 Disposal

ofthe material o faciityor

the

Y.

Do you intend to continue to handle the

You must dispose of the entire
hoidings of the SSBA at the end of

Yes

You must report the disposd to
Health using the Regisfered
Facility Repoit - Temporary
Handling or Disposal ofan S5BA
wathin tue business days of the.

disposal of the SSBA.

S3BA

If you intend to confinue handle this
‘S5BA you must submt a Start foHande
a New S5BA form to Healh within 2
business daysof the endof fhe.

temporary handling pericd.
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the 7 days working perod.

You must also repodt the disposal
to Health using the Regisiered
Facility Repoit - Temporary
Handling or Disposal ofan S5EA
within two businessdays of the

disposal of the SSBA.
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