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[bookmark: _Toc472319923][bookmark: _Ref276027700]Executive summary
This Privacy Impact Assessment (PIA) assesses the potential privacy compliance and management issues associated with the National Cancer Screening Register (NCSR). This PIA focuses on the information flows and privacy concerns arising from establishing and operating the NCSR.
The NCSR is a single national screening register to collect and report screening data which will commence operations for the National Bowel Cancer Screening Program (NBCSP) from 20 March 2017 and for the National Cervical Screening Program (NCSP) from 1 May 2017. The NCSR will initially support the NCSP and the NBCSP, with a view to supporting further cancer screening programs in the future. 
Establishing the NCSR will involve a substantial amount of data migration and cleansing. The large scale data merging will create a substantial repository of data that various people and entities can access which presents privacy implications. This PIA has made a number of recommendations (summarised in section 2 below) to address the privacy management risks. Amongst others, these recommendations include:
· communicating to individuals what and how information relating to them will be collected, used and disclosed by the NCSR, including through an appropriate privacy notice;
· ensuring that the NCSR privacy policy and privacy notices set out appropriate information for individuals to understand how their information will be handled;
· implementing a privacy governance and management strategy;
· ensuring that individuals are aware of their right to seek correction of their information in the NCSR or opt out of participation in a cancer screening program; 
· ensuring that any person with access to information in the NCSR receives privacy training and that appropriate security and access controls are in place to prevent unauthorised disclosure;
· ensuring that an appropriate data access and release policy is implemented to regulate the disclosure of identified and de-identified information in the NCSR to third parties; and 
· ensuring that the migration of data from the current registers is handled in a way that minimises the risk of inaccurate matches and duplicate records.
This PIA is set out in a number of sections. The first substantive section (section 3) explains what a PIA is and elaborates on the approach of this PIA, including some assumptions and limitations. Section 4 of this PIA provides some background information on the NCSR and the context of its establishment and discusses how the NCSR will collect, use and disclose personal information and the legislative backing for the NCSR. Section 5 sets out information flows illustrating the various entities collecting, using and disclosing personal information as part of the NCSR. Section 6 analyses the NCSR in light of the APPs while section 7 considers privacy impacts and management strategies on particular issues.
For ease of reference, a glossary is provided in Schedule 1 and definitions are set out in Schedule 2.
[bookmark: _Ref456708689][bookmark: _Toc456887961][bookmark: _Toc472319924][bookmark: _Toc456887962]Summary of recommendations
Below is a summary of the recommendations made in this PIA. The number of each Recommendation reflects the order in which they are made in the text of this PIA. However, to assist with context and for ease of reading, the recommendations are grouped thematically.
PRIVACY POLICY
Recommendation 1	The NCSR should have an easily accessible online privacy policy setting out how the NCSR collects personal information, the kinds of personal information collected, the purposes for which the information is collected, held, used and disclosed, how the information may be accessed and corrected, and how an individual may make a complaint in relation to their personal information held by the NCSR.
Health's Response
Health accepts this recommendation.
Health is developing a privacy policy for the NCSR in consultation with Telstra Health which will explain how the NCSR will handle personal information for each of the Screening Programs. The privacy policy will outline the personal information that will be collected (either from the individual themselves, or from other sources), the legal authority for the collection, use and disclosure for the purpose of the NCSR, who else the information may be disclosed to, the participant’s rights to opt out of the NCSR and how they may make a privacy complaint.
The NCSR privacy policy will be included in the Department’s website, the NCSR portal and relevant program publications. The privacy policy will also include information about how individuals' Medicare information will be handled by the NCSR (refer to Recommendation 18) and how consumers can choose not to participate in the NCSR (refer to Recommendations 25 and 27).
In line with current Health policy, consumers will be able to communicate any concerns and complaints through the Department’s website, in writing through the NCSR portal, or by phone to the Contact Centre.
Recommendation 18	The Privacy Policy and Privacy Notices should contain concise information about how and from whom the NCSR collects information. It should also detail disclosure, including that screening information is published to the individual’s My Health record.
Health's Response
Health accepts this recommendation and is taking steps to include information about how the NCSR will handle individuals' Medicare information in its privacy policy and/or privacy notices. Health will also publish information about the use of Medicare claims data in Program Information and on the Programs’ website, including the specific items being collected.
The privacy policy will refer to the NCSR Act which authorises Medicare claims information, which may indicate whether or not the individual has undergone or should undergo screening associated with a designated cancer (that is, bowel cancer and cervical cancer), to be collected and stored in the NCSR. As authorised by the NCSR Act, this information will be used to identify individuals who are to be sent an invitation or reminder to screen for a designated cancer. Medicare claims information may also be used in deciding whether an individual should not be invited to undergo screening under the NCSP or NBCSP.
Updates to individuals’ personal information recorded in Medicare, in particular, address details, will be collected regularly by the NCSR. In addition, where an MBS claim is used to alter a participant’s status in the Screening Program, this will be communicated to the participant directly through Program correspondence.
Recommendations 27	The NCSR privacy policy should clearly and prominently set out a participant's opt out rights and how to exercise them. 
Health's Response
Health accepts this recommendation. 
As part of addressing privacy concerns associated with the collection, recording of, use and disclosure of individuals’ information, the NCSP and the NBCSP websites and the NCSR portal will clearly communicate the participant’s right to opt out of or defer participation in the NCSR and provide options on how to do so.
In line with the response to Recommendation 25,should individuals not wish to participate in the NCSR, they will be able to call the Contact Centre, visit the NCSR’s participant portal, or provide verbal consent to their healthcare provider to complete the opt out form on their behalf during a consultation.
PRIVACY GOVERNANCE AND MANAGEMENT
Recommendation 2	Health should also have a privacy governance strategy to ensure there is oversight of the project from a privacy perspective and a forum in which these strategies can be discussed.
Health's Response
Health accepts this recommendation. 
Privacy governance is a component of the NCSR’s governance within Health and a strategy will be implemented in collaboration with States and Territories though a Memorandum of Understanding (MoU) with participating States and Territories. 
Recommendation 13	As part of the privacy governance framework recommended in Recommendation 2, Health should develop and implement a complaints management framework for any privacy-related complaints received by the Health or Telstra Health in relation to the NCSR. This should include a process for dealing with complaints made in relation to how a State or Territory has handled NCSR information which has been reported to it from the NCSR.
Health's Response
Health accepts this recommendation. 
A comprehensive complaints policy and protocols will be developed to manage and respond to complaints. MoUs will be developed and entered into with the States and Territories regarding their access, handling and use of NCSR information, including any action/remediation arising from complaints made about states’ handling of NCSR data.
Recommendation 14	Health should review the operation of the NCSR from a privacy perspective periodically (that is, after two or three years of operation) or in accordance with any review of Telstra Health's performance of its obligations under the service agreement as specified in the service agreement (if any). 
Health's Response
Health accepts this recommendation and will review the operation of the NCSR two years after its commencement.
This review may be undertaken as a review of the operation of the NCSR from a privacy perspective, or as part of a review of Telstra Health’s delivery of its obligations under the Services Agreement (as required), in particular, compliance with requirements relating to privacy, security and confidential information. This review will also examine the implementation of the mandatory reporting of data breaches required by the NCSR Act. 
It should be noted that, in addition to the review of the operation of the NCSR, the Australian Government has statutory functions in place to authorise the examination of the operation of the NCSR. For example, the Auditor-General, the Australian National Audit Office and the Information Commissioner, or their delegates, may inspect information in the NCSR held on Telstra Health’s premises. From a privacy perspective, the Information Commissioner has a range of powers relating to interferences with privacy, including the power to conduct assessments, investigate potential breaches of privacy, accept enforceable undertaking by agencies and organisations and make a determination which is enforceable in the Federal Court. [footnoteRef:1] [1:  Office of the Australian Information Commissioner, Senate Community Affairs Legislation Committee Inquiry into the National Cancer Screening Register Bill 2016, p.2] 

COMMUNICATION WITH INDIVIDUALS
Recommendation 3	The NCSR, Health, DHS and the relevant State and Territory Health Departments should communicate to individuals that the NCSR will involve a number of systemised collections of their personal information for the effective administration of the NCSR. These communications should be accessible online and other appropriate media and should be covered in relevant privacy policies.
Health's Response
Health accepts this recommendation and acknowledges that effective communication assists individuals to make informed choices about their privacy. 
This recommendation will be addressed as per the response to Recommendation 1 in relation to the NCSR’s privacy policies.
Key messages regarding the collection of personal information by the NCSR will be shared with States and Territories and DHS and will be made available prior to the commencement of the NCSR. In line with the response to Recommendation 18, the key messages will include information about how the NCSR will handle individuals’ Medicare information.
Communication materials will:
· be developed in consideration of differences in health literacy, appropriate information for Aboriginal and Torres Strait Islander people, and people with culturally and linguistically diverse backgrounds;
· clearly describe the rationale and purpose for the collection of individual’s personal information and will be developed for a range of End Users of the NCSR, including individuals, healthcare providers, government and the contracted service provider; and
· include online, print and other media taking into account the preferred modes of communication of target audiences.
Recommendation 4	The information booklet accompanying the screening invitation letter for the NBCSP should notify individuals of certain matters, including when the NCSR is likely to collect their information, their opt out rights and provide the link to the NCSR's online privacy policy. 
Health's Response
Health accepts this recommendation. 
The NBCSP Information Booklet and the cervical invitation letters will include information about collection of personal information and individuals’ right to opt out of the NCSR. 
In line with the response to Recommendations 1, 3 and 27, information about the collection of personal information and individuals’ choice to opt out will be addressed in the NCSR’s online privacy policy. 
In line with the response to Recommendation 18, the Information Booklet will set out how the NCSR will handle individuals' Medicare information.
Recommendation 24	It should be made possible for individuals to self-select preferred methods of correspondence for information from the NCSR and that this is effectively communicated to individuals. 
Health's Response
Health accepts this recommendation.
NBCSP pre-invitation correspondence will encourage individuals to go to the NCSR portal to set their communication preferences for different communication types. 
The NCSP will implement a welcome letter for Program invitees which will provide options for setting communication preferences.
Recommendation 25	Screening letters sent to individuals should clearly communicate a participant's opt out and deferral rights and how they can elect to opt out of the screening pathway. With respect to the NCSP, this will allow women to choose to opt out of the NCSR so they do not receive invitations, opt- out of receiving certain information or correspondence, indicate that they need to defer their screening for a defined period, request that their information is not disclosed for certain purposes or request that their information is kept anonymous.
Health's Response
Health accepts this recommendation.
The NBCP and NCSP web sites and NCSR portal will provide information on individuals’ right to opt out from participation in the NCSR and to defer screening. 
In line with the response to Recommendation 27, the information will include options on how to exercise the right to opt out of or defer participation in the NCSR, for example, by calling the Program’s Contact Centre.
In line with the response to Recommendation 4, the NCSP welcome letter and NBCSP pre-invitation letters and Information Booklet will provide information on deferral and opt out.
Communication materials will be accessible, written in plain English and take into account consumers with special needs, individuals from a non-English speaking background and disadvantaged and vulnerable individuals. [footnoteRef:2] [2:  Office of the Australian Information Commissioner, Senate Community Affairs Legislation Committee Inquiry into the National Cancer Screening Register Bill 2016, p.4] 

Recommendation 29	Correspondence sent to individuals to notify or remind them of screening should be of the type(s) self-selected by the participant in line with Recommendation 24. Health should consider making a copy of the correspondence available to the participant upon logging into the NCSR portal.
Health's Response
Health accepts this recommendation.
The NCSR will retain copies of all correspondence provided to individuals (including healthcare providers). The NCSR’s design will allow for copies of any correspondence to be made available as part of the User’s access to the NCSR. 
In line with the response to Recommendation 24, individuals can go to the NCSR portal to change their communication preferences for different communication types and the NCSR design will enable the change in preference to be recorded.
PRIVACY NOTICE
Recommendation 5	A layered privacy notice is developed for the web portal. A layered privacy notice involves initially notifying an individual of the basic privacy issues affecting them, with the option to access more detailed information (for example, through the use of a drop-down box, information boxes which appear when the mouse cursor hovers over particular information or a link to a more detailed description.
Health's Response
Health accepts this recommendation in recognition that a layered privacy notice will assist in communicating how the NCSR will handle individuals’ personal information. The first layer will provide a clear summary of key privacy points while the second layer will provide the full privacy policy with detailed information that can be drilled down to further pages addressing use and disclosure, right of individuals to opt out, how to make a complaint, etc. 
In line with the responses to Recommendations 3 and 27, the layered privacy notice will clearly set out the rationale and purpose for the collection of individuals’ personal information, the participant’s right to opt out of or defer participation in the NCSR and options on how to do so.
TRAINING AND POLICY COMMUNICATION
Recommendation 7	People/entities who have access to the NCSR should undergo privacy training (including familiarisation with key sections of the OAIC's Guide to securing personal information) so that they are aware of the obligations imposed by relevant privacy laws, including the need to take reasonable steps to protect personal information from unauthorised access, modification or disclosure. 
Health’s Response
Health accepts this recommendation. 
Information on the privacy laws will be made available to all End Users with access to the NCSR through online training with a check box acknowledgement that the End User is aware of the obligations imposed by relevant privacy laws. This includes the contracted service provider, Health staff, States and Territories and healthcare providers. 
The training will focus on the Australian Privacy Principles (APPs) which impose obligations when collecting, storing, using and disclosing personal information for the purpose of the NCSR. 
Recommendation 10:	Telstra Health should ensure that its security policies and procedures are communicated effectively to their support staff. 
Health's Response
Health accepts this recommendation. 
Telstra Health’s Services Agreement requires its personnel to comply with all relevant security procedures and requirements. It should be noted that all Telstra Health personnel who are involved in managing or operating the NCSR are bound by strict confidentiality undertakings. In addition, Telstra Health personnel who have access to or are likely to have access to NCSR data must possess appropriate security clearances. [footnoteRef:3] [3:  Telstra, Telstra submission to the inquiry of the Senate Standing Committee on Community Affairs into the National Cancer Screening Register Bill 2016, p.6] 

Recommendation 26	Healthcare providers should receive basic training relating to the advantages and disadvantages of opting out of the NCSR so they can communicate these to their patients to make informed decisions about whether they wish to opt out. 
Health's Response
Health accepts this recommendation 
Health will develop a fact sheet for health providers for the NBCSP and NCSP. These will be available on the website and communicate key messages in accordance with the NCSR’s and each Program’s communication strategies. 
Consideration will also be given to including a section on opting out of the NCSR in the training materials currently being developed for the renewed NCSP.
DATA ACCESS AND RELEASE POLICY
Recommendation 22	A data access and release policy should be prepared which covers the disclosure of information from the NCSR for research, including whether the information should be de-identified. Where applicable, the disclosure of information will need to be in accordance with any relevant guidelines, including procedures akin to those made under sections 95 or 95A of the Privacy Act. 
Health’s Response
Health accepts this recommendation. 
The NCSR provides a valuable resource for research into cancer screening. Access to data for approved research purposes is important for the evaluation, monitoring and improvement of the Screening Programs. Access, release and use of information and data held in the NCSR must comply with the NCSR Act as well as with privacy and freedom of information legislation.
Release of data for research purposes will be managed by Health according to the Data Access and Release Policy, which will require compliance with guidelines made under sections 95 and 95A of the Privacy Act 1988 (as applicable). 
Recommendation 23	Further to Recommendation 22, the data access and release policy should address the following matters:
· the permitted uses and secondary disclosures of NCSR information provided to the States and Territories;
· the rules and procedures for when a State, Territory or other third party will receive identified or de-identified information. In particular, identified information should only be disclosed in circumstances where the receiving party requires identified information;
· where identified information is disclosed, it should be appropriately encrypted during transmission to the receiving party and while at rest with the receiving party; and 
· where de-identified information is disclosed, it should not be reasonably possible for the information to be re-identified.
Health's Response
Health accepts this recommendation. 
In line with the response to Recommendation 22, third parties will only be provided access to de-identified data where approved by Health and in accordance with meeting the requirements and compliance with Health’s NCSR Data Access and Release Policy.
Provisions for State and Territory access and use of NCSR data will be in accordance with the negotiated MoU with the States and Territories, which will address access, use and disclosure of NCSR data, physical and personnel security and secondary disclosure. 
It should be noted that at the time of writing, a Bill to amend the Privacy Act 1988 (Privacy Amendment (Re-identification Offence) Bill 2016) was introduced to further protect de-identified data from being re-identified to make it a new criminal offence to re-identify de-identified government data. The amendment would also make it an offence to counsel, procure, facilitate, or encourage anyone to re-identify de-identified data, and to publish or communicate any re-identified data set. The new offences would apply to actions taken on or after 29 September 2016.
NCSR SYSTEM SECURITY AND ACCESS CONTROLS
Recommendation 8	People/entities who have access to the NCSR agree to terms and conditions containing rights and obligations regarding their access to the NCSR. Those terms and conditions should note the potential criminal offences for unauthorised access or disclosure of information on the NCSR (where applicable under the NCSR Act). People/entities with administrative access to the NCSR or access to a large amount of data are held to a higher level of scrutiny and obligations, for example through minimum security vetting. 
Health’s Response
Health accepts this recommendation. 
The NCSR will include features that require healthcare providers and other End Users to accept Terms and Conditions before being given access to the NCSR, which includes that their activities will be audited. 
In line with the response to Recommendation 10, Telstra Health staff must possess appropriate security clearances in order to access NCSR data. Telstra Health personnel with administrative access to the NCSR or who have access to aggregated data will be required to obtain Negative Vetting 1 clearance prior to access and use of the NCSR.
Recommendation 9	An audit trail function should be included in the NCSR’s design so that issues regarding potential unauthorised access or disclosure are able to be identified and investigated. To the extent possible, this functionality should allow NCSR to proactively search for inappropriate access and detect potential instances of healthcare providers browsing the NCSR for purposes unrelated to the healthcare of their patients.
Health's Response
Health accepts this recommendation. 
An audit trail is a requirement of the NCSR design, as well as logging of read access. The NCSR will also support ‘pop up’ messaging to alert users when the system detects access and use consistent with ‘browsing’ by healthcare providers. 
Audit trail functionality is particularly important in ensuring that the requirement in the NCSR Act relating to mandatory notification of data breaches is met, including the requirement for the Secretary of the Department of Health and Telstra Health as the contracted service provider to take certain actions in relation to data breaches.
The data breach reporting obligations require Telstra Health to notify a breach to the Secretary of the Department, in addition to the Information Commissioner, as soon as practicable after becoming aware that there has been, or may have been, a data breach. An audit trail showing the back-end view of system use and transactions will be critical for detecting unauthorised access to individuals’ information held in the NCSR and provide evidence during investigations of suspected and known security incidents and breaches to individuals’ privacy.
Recommendation 20	Health should review the security and access arrangements to ensure that all reasonable risks of unauthorised access are mitigated. 
Health's Response
Health accepts this recommendation and will work with Telstra Health to implement this review. 
As part its security and access arrangements, the NCSR will be implemented and operated according to strict IT security requirements, including government Information Security Manual and Protective Security Policy Framework compliance. The NCSR’s security arrangements will follow the same three layered accreditation process that is used for all Australian Government solutions, including the My Health Record system. The process includes an audit of the solution architect and controls, and certification that the controls have been implemented and are operating effectively, by an independent Australian Government certified auditor through the Australian Signals Directorate assessment program. This accreditation and assessment process will provide independent assurance that appropriate and effective security controls have been implemented and are operating to effectively process, store and transmit sensitive health information. [footnoteRef:4] [4:  Telstra, Telstra submission to the inquiry of the Senate Standing Committee on Community Affairs into the National Cancer Screening Register Bill 2016, p.5-6] 

Individuals and healthcare providers will be issued user accounts, requiring authentication with strict controls based on their role. In line with the response to Recommendation 9, users’ access to the data in the NCSR will be audited.
Recommendation 21	The NCSR has role-based access controls (which are set by the system, not individuals) which limit the access of people/entities to information in a participant's record that is necessary to provide services to the participant or to serve a justified usage. 
Health's Response
Health accepts this recommendation.
Role-based access controls are included in the NCSR design to ensure that the recording of, use or disclosure of protected information or key information in the NCSR is limited to those circumstances set out in the NCSR Act. 
In line with the response to Recommendation 20, individuals and healthcare providers will be issued user accounts, requiring authentication with strict controls based on their role. In line with the response to Recommendation 9, users’ access to the data in the NCSR will be audited.
INDIVIDUALS AMENDING OR UPDATING THEIR INFORMATION IN THE NCSR
Recommendation 11:	Health should consider implementing a process similar to that in the My Health Record system for dealing with requests to correct clinical information held in the NCSR. Rather than contacting the NCSR directly, this involves an individual contacting the healthcare provider who authored the document containing their clinical information, who in turn can notify the NCSR whether or not the information should be corrected (providing reasons) which then allows the NCSR to deal with the request and notify the participant of the outcome. 
Health's Response
Health accepts this recommendation.
Participants will not have direct access to their clinical information in the NCSR; however, if an individual believes their clinical details are incorrect in the NCSR, a system similar to that in the My Health Record system will be adopted to deal with requests to verify/correct clinical information.
Recommendation 12:	Individuals (or healthcare providers on the participant's behalf) should be able to update the nominated healthcare provider in the NCSR. Correspondence to nominated healthcare providers should request that healthcare providers notify the NCSR if they should no longer be the nominated healthcare provider. Correspondence to individuals should set out information on the participant's current nominated healthcare provider and easy-to-read instructions on how that can be changed. 
Health's Response
Health accepts this recommendation.
Letters to healthcare providers will be reviewed to ensure this is included. Invitees for the NBCSP will be provided with information on how to change their nominated healthcare provider on the Participant Details Form.
Women participating in the NCSP will be advised through the NCSP website on their ability to update the nominated healthcare provider through the NCSR participant portal. This information will also be published on the Program’s website.
DATA MIGRATION AND CLEANSING STRATEGIES
Recommendation 15	Health or Telstra Health (as appropriate) should develop and test data migration and data cleansing strategies prior to undertaking migration. Robust strategies will assist in ensuring a high level of data compatibility between the registers and will decrease the risk of inaccurate matches and duplication of records. 
Health's Response
Health accepts this recommendation.
This is a requirement in the Services Agreement with Telstra Health, including test runs, data quality analysis and remediation plans.
Recommendation 16	Responsibilities with respect to cleaning and migrating data and the risks associated with it are clearly defined so privacy risks can be managed. This will help with issues around information moving between jurisdictions. 
Health's Response
Health accepts this recommendation.
The data migration strategy includes protocols for acceptance of data quality prior to merging records, that is, to ensure that records that cannot be adequately identified in order to be merged will remain separate. 
To support data migration, Telstra Health will be responsible for providing a secure migration environment, connectivity and secure file exchange and development and oversight of the Transformation and Mapping Plan. As part of the process, Telstra Health will identify and review records for cleansing and automatic system cleansing and perform System Integration Testing. 
To support data migration, state and territories will provide a data dictionary, database schema, table properties, an initial data extract and raw data extracts. They will undertake manual data cleansing, including review and correction, contribute to the review of records for system cleansing and participate in User Acceptance Testing.
Recommendation 17	Health and the States/Territories should work together to identify what specific risk mitigation strategies, if any, are necessary for each State/Territory in order to facilitate migration of data.
Health's Response
Health accepts this recommendation.
This has already occurred through the Standing Committee on Screening and is continuing as part of bilateral discussions and planning between Telstra Health and States and Territories.
RULES MADE UNDER THE NCSR ACT
Recommendation 6	The rules prescribed by the Minister for the purposes of clause 13 of the NCSR Act should address privacy issues concerning the collection of information of individuals who are not participating in the NCSR, including where individuals have opted out of participation. At minimum, the rules should provide that any information received by the NCSR in relation to non-participants (including individuals who have opted out) should be made inaccessible to any person accessing the NCSR in accordance with appropriate security procedures.
Health's Response
Health accepts this recommendation 
The Rules will provide that the NCSR will not collect clinical information from any individual who is not participating in the NCSR, but will retain basic demographic details for individuals who have opted out of the NCSR in order to prevent them being re-invited to participate. 
In addition, the NCSR’s design will allow for basic demographic details to be used to determine if information relating to a non-participating individual is being uploaded to the NCSR by a healthcare provider in compliance with section 13 of the NCSR Act. This functionality in the NCSR will prevent the information from being collected by the NCSR. 
From an operational perspective and in line with the response to Recommendation 8, Telstra Health personnel with administrative access to the NCSR will be required to obtain Negative Vetting 1 clearance prior to accessing and using the basic demographic information of individuals who have opted out of the NCSR. 
Options are currently being explored for participants to request that a pseudonym be used in connection with their record in the NCSR to ensure the individual’s privacy.
MY HEALTH RECORD ACCESS
Recommendation 19	The NCSR should be a participant in the My Health Record system and have the necessary legislative permissions to make changes to a participant's My Health Record. 
Health's Response
Health accepts this recommendation
Telstra Health will be a registered repository operator for the purpose of publishing to the My Health Record system. This will ensure that the screening status of individuals in the NCSR can be disclosed to the My Health Record.
INDIGENOUS CONSULTANT
Recommendation 28	Health should consider appointing an indigenous consultant (or other person with relevant expertise) to ensure that the purposes for which the NCSR collects and uses ATSI / CALD status information are communicated with appropriate sensitivity. 
Health's Response
Health accepts this recommendation.
Health will seek independent advice on handling communication regarding the collection and use of Indigenous status / Cultural background information to ensure it is appropriately and sensitively communicated.
(1) [bookmark: _Toc472319925]About this PIA
[bookmark: _Toc374022568][bookmark: _Toc403062134][bookmark: _Toc412108079][bookmark: _Toc456887963][bookmark: _Toc472319926]What is a privacy impact assessment?
A PIA is an examination of a project from a privacy perspective. The primary purposes of a PIA are to:
a) [bookmark: _Toc459322288][bookmark: _Toc459322493][bookmark: _Toc459322593][bookmark: _Toc460592987][bookmark: _Toc472319927]examine how personal information is collected, used and disclosed as part of a project;
b) [bookmark: _Toc459322289][bookmark: _Toc459322494][bookmark: _Toc459322594][bookmark: _Toc460592988][bookmark: _Toc472319928]analyse the impacts of the project on personal privacy; and
c) [bookmark: _Toc472319929][bookmark: _Toc459322290][bookmark: _Toc459322495][bookmark: _Toc459322595][bookmark: _Toc460592989]identify and recommend options for managing, reducing or removing those impacts.
PIAs are conducted to ensure that privacy issues are fully considered in the design and implementation phase of a project. PIAs help ensure that projects meet privacy requirements in legislation and are also consistent with broader community privacy expectations.
a. [bookmark: _Toc374022569][bookmark: _Toc403062135][bookmark: _Toc412108080][bookmark: _Toc472319930][bookmark: _Toc456887964]The approach of this PIA 
This PIA has been prepared broadly in accordance with the Guide to undertaking privacy impact assessments (Office of the Australian Information Commissioner, May 2014) (the PIA Guide). That guide recommends that PIAs be conducted in ten steps. Some of those steps involve deciding whether or not a PIA is necessary (a threshold assessment) and planning. This PIA was conducted in five key stages, as shown diagrammatically below at Figure 1.
[image: ]
Figure 1 — PIA stages
Schedule 1 contains a glossary and Schedule 2 contains relevant definitions. 
This PIA has also been prepared in light of the APP Guidelines (Office of the Australian Information Commissioner, April 2015) (the APP Guidelines).
[bookmark: _Toc374022570][bookmark: _Toc403062136][bookmark: _Toc412108081][bookmark: _Toc456887965][bookmark: _Toc472319931]Applicable legislation
The NCSR will operate in accordance with the NCSR Acts which provide a legal basis for the NCSR to collect, use and disclose a wide range of information for the purposes of the NCSR. 
This PIA analyses the privacy risks of collecting, using and disclosing information for the purposes of the NCSR against the provisions of the Privacy Act 1988 (Cth) (the Privacy Act) with particular focus on the Australian Privacy Principles (APPs) set out in Schedule 1 to the Privacy Act. 
Where appropriate, this PIA also analyses the collection, use and disclosure of healthcare identifiers by various entities under the Healthcare Identifiers Act 2010 (Cth) (the HI Act) and also considers linkages between the NCSR and an individual's My Health Record in accordance with the My Health Records Act 2012 (Cth) (the My Health Records Act). 
[bookmark: _Ref454539626][bookmark: _Toc456887966][bookmark: _Toc472319932]Scope, limitations and assumptions 
In November 2015, an initial PIA was prepared by Clayton Utz to address privacy risks and management strategies relating to the NCSR (initial PIA). In the time since the initial PIA was prepared, the design of NCSR has undergone a number of developments. Amongst other developments, a contracted service provider, Telstra Health, has been appointed as the operator of the NCSR, consultations with the States and Territories have progressed and amendments have been made to the NCSR Acts. 
This PIA builds upon, but stands alone from, the initial PIA. Where appropriate, this PIA considers the same privacy issues addressed in the initial PIA and makes similar recommendations, but also considers a number of further issues which have arisen since the initial PIA was prepared. These issues include:
· the NCSR Act has been drafted to authorise various collections, uses and disclosures of information for the purposes of the NCSR;
· the appointment of a contracted service provider, Telstra Health, to operate the NCSR; and
· further development of the NCSR system design and the information flows to and from the NCSR. 
In light of this background, this PIA has been prepared on the basis that:
· the NCSR Bills and draft business process documents provided to Clayton Utz on 1 August 2016 accurately describe the proposed purposes and collections, uses and disclosures of information by the NCSR and other entities;
· the NCSR Bills passed both Houses of Parliament on 13 October 2016 and received Royal Assent on 20 October 2016 prior to establishment of the NCSR and provides legislative authority for the collection, use and disclosure of personal information in connection with the NCSR's purposes;
· Health, which is an agency for the purposes of the Privacy Act and ultimately has control over and responsibility for NCSR data;
· following a competitive tender process, Telstra Health will be the contracted service provider for the NCSR in accordance with a service agreement between Health and Telstra Health. 
· for the purposes of the Privacy Act, any collection, use or disclosure by the NCSR or Telstra Health will be taken to be a collection, use or disclosure by Health;
· as required by section 95B of the Privacy Act, Health will take contractual measures to ensure that Telstra Health does not do an act, or engage in a practice, that would breach an APP if the act or practice had been undertaken by Health; and
· neither Health nor Telstra Health will transfer or store any information collected in connection with the NCSR overseas. 

[bookmark: _Ref456707962][bookmark: _Ref456708240][bookmark: _Toc456887967][bookmark: _Ref459037667][bookmark: _Toc472319933]Description of the NCSR
The introduction of a renewed clinical pathway for the National Cervical Screening Program (NCSP) and the phased implementation of biennial screening under the National Bowel Cancer Screening Program (NBCSP) provide the opportunity to introduce a single national screening register (the NCSR) that will support both these programs. The NCSP is a joint program, supported by the Commonwealth and State and Territory governments. The NBCSP is a program run by the Commonwealth, with States and Territories as program partners. It is possible that the NCSR will be further developed to support future cancer screening programs at the discretion of the Government. 
The implementation of a single register to support the screening pathways for cervical and bowel cancers will assist to achieve a cost efficient, nationally consistent, robust, data assured and clinically effective implementation of the upcoming changes to cervical and bowel screening within Australia. 
The NCSR will integrate with the My Health Record system, Health’s Electronic Data Warehouse (EDW) and other clinical information systems. This will offer improved invitations, recall and follow up of eligible Australians and reduce costs and regulatory burden through improved software integration with general practice, specialists and pathology laboratories. The NCSR is intended to improve the quality and accessibility of data as well as the rate of data capture and data matching. 
Currently, the NCSP is supported by eight cervical screening registers hosted by States and Territories and the NBCSP Register is hosted by the Department of Human Services (DHS). It is intended that data from participating State and Territory cervical screening registers and data in the NBCSP Register will be migrated to the NCSR. There will also be ongoing data flows to the NCSR, for example from the National HPV Vaccination Program Register (NHVPR) which will become part of the Australian Immunisation Register from 1 January 2017, and ongoing disclosure of information from public and private healthcare providers, as well as ongoing reporting to participating States and Territories. 
Once the NCSR is implemented, eligible Australians who have opted in to the My Health Record system will have electronic access through the My Health Record system to their screening records wherever they are located in Australia.
Participants may access their screening records via the My Health Record system or the NCSR Participant Portal. Clinical information will be available through the My Health Record system if a healthcare provider uploads clinical information to that system. The NCSR will not provide clinical information to the My Health Record system directly. 
[bookmark: _Ref459037764][bookmark: _Toc472319934]Information Flows
[bookmark: _Toc472319935]Introduction
The establishment and operation of the NCSR involves a number of information flows between various entities, including:
· Health (including EDW);
· Australian Digital Health Agency (as the system operator for the My Health Record system);
· DHS (including Medicare records systems);
· States and Territories (including relevant agencies and organisations handling cervical screening data);
· Australian Institute of Health and Welfare (AIHW);
· National Human Papillomavirus Vaccination Program Register (NHPVR);
· National Fact of Death Register; 
· Healthcare Identifiers Service (HI Service);
· National Health Services Directory (NHSD);
· Provider Directory Service (PDS);
· Participants and their personal representative(s) (within the meaning of the NCSR Act), if applicable;
· healthcare providers (individuals and organisations);
· pathology labs; and
· specialists. 
This PIA addresses the information flows between these entities by categorising them as follows:
a) [bookmark: _Toc459322297][bookmark: _Toc459322502][bookmark: _Toc459322602][bookmark: _Toc460592996][bookmark: _Toc472319936]a high level overview of the major information flows;
b) [bookmark: _Toc459322299][bookmark: _Toc459322504][bookmark: _Toc459322604][bookmark: _Toc460592998][bookmark: _Toc472319937]data migration from the NBCSP and NCSP;
c) [bookmark: _Toc459322300][bookmark: _Toc459322505][bookmark: _Toc459322605][bookmark: _Toc460592999][bookmark: _Toc472319938]directory services and authentication;
d) [bookmark: _Toc459322301][bookmark: _Toc459322506][bookmark: _Toc459322606][bookmark: _Toc460593000][bookmark: _Toc472319939]bowel cancer screening pathway;
e) [bookmark: _Toc459322302][bookmark: _Toc459322507][bookmark: _Toc459322607][bookmark: _Toc460593001][bookmark: _Toc472319940]cervical screening pathway; and
f) [bookmark: _Toc472319941][bookmark: _Toc459322303][bookmark: _Toc459322508][bookmark: _Toc459322608][bookmark: _Toc460593002]reporting and ongoing access to the NCSR.
[bookmark: _Toc472319942]Overview
Figure 2 below sets out a high level overview of information flows between the main entities involved with the NCSR. 
Figure 2 – Overview of information flows
[image: ]
	Flow
	Description

	1
	Migration of bowel cancer screening data to the NCSR. 

	2
	Migration of cervical cancer screening data to the NCSR. 

	3
	Authentication of National Authentication Service for Health (NASH) certificate details provided by healthcare providers only logging into the NCSR. 

	4
	Individuals are able to use their myGov authentication to access the NCSR web portal. 

	5
	Verification of participant details using the healthcare identifiers provided by the HI Service and information provided by DHS through Medicare information, GP systems and pathology laboratories to the NCSR. 

	6
	Transfers of information and individual and organisation healthcare identifiers from Provider Directory Service used to verify individuals, healthcare providers and non-GPs.

	7
	Transfers of information from National Health Service Directory used to verify healthcare providers and non-GPs. 

	8
	The NCSR is able to look up healthcare provider information using the Endpoint Locator Service (ELS). 

	9
	Disclosure of NCSR data to EDW for production of de-identified statistical and analytical reports. 

	10
	Linkages between the NCSR and My Health Records system, including for updating participants' program status. 

	11
	Collection and integration of aggregated, death information from the Fact of Death Register[footnoteRef:5] and reporting of raw data to AIHW.  [5:  The Fact of Death Register is coordinated and managed by Queensland in accordance with an agreement between the Commonwealth and States / Territories. It collates death information from the birth, deaths and marriages registers in each State and Territory.] 


	12
	Disclosure of NCSR information (including healthcare identifiers and Medicare numbers) to States and Territories for reporting. 

	13
	Information flows to, from and between various End Users as part of screening pathways and ongoing access to participants' screening information. 

	14
	Transfers of participants' HPV completion status with a date from NHPVR to the NCSR. 

	15
	Transfers of Medicare claims and enrolment data and healthcare provider details to the NCSR. 


a. [bookmark: _Toc472319943]Data migration
Figure 3 below sets out the information flows associated with the initial migration of: 
a) [bookmark: _Toc460593005][bookmark: _Toc472319944]bowel screening data from the NBCSP (administered by DHS); and 
b) [bookmark: _Toc472319945][bookmark: _Toc460593006]cervical screening data from the NCSP (administered by State and Territory-based cervical screening registers). 
Figure 3 - Data migration


	Flow
	Description
	Legislation
	Comment

	
	Upon migration via an encrypted secure file transfer, NCSR will collect client data and Medicare numbers and "program data": 
	
	

	1a
	for bowel cancer screening, from DHS (as part of the NBCSP). 
	APP 3, 6
	Disclosure by DHS and collection by the NCSR authorised by s 17(1) of the NCSR Act. 

	1b
	for cervical screening, from the States and Territories (as part of the NCSP); and 
	APP 3, 6
	Disclosure by States / Territories authorised by Schedule 1 cl 6 of the C&T Act and collection by the NCSR authorised by s 17(1) of the NCSR Act. 

	2
	NCSR collects Department of Veterans' Affairs enrolment and Medicare enrolment data from DHS. 
	APP 3
	Collection authorised by s 17(1) of the NCSR Act. 





a. [bookmark: _Toc472319946]Directory services and authentication 
Figure 4 below shows the information flows outlining the directory services and authentication processes. We understand that, pending policy and design, the HI Service verification process set out below may not be required. 
Figure 4 - Directory services and authentication

 
	[bookmark: _Ref459304845]Flow
	Description
	Legislation
	Comment

	1a
	NCSR collects NASH key information from End Users logging into NCSR portal or software and discloses it to NASH directory for authentication. 
	-
	No apparent personal information being transferred. 

	1b
	NASH directory discloses and NCSR collects NASH key authentication result. 
	-
	No apparent personal information being transferred. 

	2a
	NCSR discloses HIs and personal information to the HI Service to verify the participant's details. This will be triggered whenever an HI is received from any source. 
Alternatively, for a participant who does not have an HI assigned to them, the NCSR can disclose that participant's personal information to the HI Service so that the HI Service can assign an HI. 
	APP 6 
HI Act
	Disclosure of personal information by the NCSR and collection by the HI Service authorised under s 17(3)(a) of the NCSR Act. In addition, as a registered repository operator, item 3 of the table to s 12 of the HI Act will apply. 

	2b
	NCSR collects HIs and personal information from the HI Service after HI has been verified. 
	APP 3
HI Act
	Collection of personal information and HIs by the NCSR authorised by s 17(1) of the NCSR Act. 

	3a
	NCSR may disclose personal information to PDS to verify healthcare providers and non-GPs. 
	APP 6
	Disclosure of any personal information by the NCSR authorised under s 17(3)(a) of the NCSR Act. 

	3b
	NCSR may collect personal information and HI from PDS
	APP 3
HI Act
	Collection of personal information and HIs by the NCSR authorised by s 17(1) of the NCSR Act. 

	4a
	NCSR may disclose personal information to NHSD to verify healthcare providers and non-GPs. 
	APP 6
	Disclosure of any personal information by the NCSR authorised under s 17(3)(a) of the NCSR Act. 

	4b
	NCSR may collect personal information and HI from NHSD
	APP 3
HI Act
	Collection of personal information and HIs by the NCSR authorised by s 17(1) of the NCSR Act. 

	5
	An individual who authenticates themselves to the MyGov website by inputting their username, password and, if necessary, answers to secret question, is able to access the NCSR through the web portal, which may involve NCSR collecting personal information. 
	APP 3
	Collection of personal information by the NCSR authorised by s 17(1) of the NCSR Act. 

	6a
	NCSR discloses healthcare identifier of healthcare provider to ELS to look up healthcare provider details
	APP 6
HI Act
	Disclosure of any personal information by the NCSR authorised under s 17(3)(a) of the NCSR Act and s 26(3)(b) of the HI Act. 

	6b
	NCSR collects healthcare provider details (may involve personal information) and healthcare identifier from ELS. 
	APP 3
	Collection of personal information and HIs by the NCSR authorised by s 17(1) of the NCSR Act. 

	7
	The NCSR may use other directory services to look up and/or verify information. This may involve collections and disclosures of personal information. 
	APP 3, 6
	Disclosure by a directory service and collection by the NCSR of any personal information authorised by s 17(1) of the NCSR Act. 
Disclosure by NCSR and collection by a directory service of any personal information authorised by s 17(3)(a) of the NCSR Act. 





[bookmark: _Ref462750521][bookmark: _Toc472319947]Bowel cancer screening pathway
The bowel cancer screening pathway involves five main steps:
a) [bookmark: _Toc459322310][bookmark: _Toc459322515][bookmark: _Toc459322615][bookmark: _Toc460593009][bookmark: _Toc472319948]inviting eligible persons to screen;
b) [bookmark: _Toc459322311][bookmark: _Toc459322516][bookmark: _Toc459322616][bookmark: _Toc460593010][bookmark: _Toc472319949]participating in the program;
c) [bookmark: _Toc459322312][bookmark: _Toc459322517][bookmark: _Toc459322617][bookmark: _Toc460593011][bookmark: _Toc472319950]screening participants;
d) [bookmark: _Toc459322313][bookmark: _Toc459322518][bookmark: _Toc459322618][bookmark: _Toc460593012][bookmark: _Toc472319951]assessing participants; and
e) [bookmark: _Toc472319952][bookmark: _Toc459322314][bookmark: _Toc459322519][bookmark: _Toc459322619][bookmark: _Toc460593013]diagnosing participants. 
The sections below set out the particular information flows involved between various entities in each of these steps.
[bookmark: _Toc460593014][bookmark: _Toc472319953]5. 5. 1	Activity 1 - Invite eligible person
Figure 5 below sets out the information flows between the NCSR, eligible persons and healthcare providers as part of the invitation to screen process. 
Figure 5 - Invite participant


	Flow
	Description
	Legislation
	Comment

	1
	Eligible persons may self-initiate participation by notifying the NCSR. This would involve collection of personal information. 
	APP 3
	Collection by NCSR authorised by s 17(1) of the NCSR Act. 

	2
	NCSR sends "pre-invitation" to eligible persons and "exclusion correspondence" to individuals who are deselected (disclosure). The pre-invitation and exclusion correspondence contains personal information including the eligible person's name, address, postcode and, for pre-invitations, that are they are an "eligible Australian".
	APP 6
	Disclosure by NCSR authorised by ss 17(3)(a) and 12(1)(d) of the NCSR Act. 

	3
	If the eligible person has nominated a healthcare provider, the NCSR notifies the eligible person's health care provider of the pre-invite where the healthcare provider has elected to receive correspondence (disclosure). 
	APP 6
	Disclosure by NCSR authorised by ss 17(3)(a) and 12(1)(g) of the NCSR Act. 

	4a
	The eligible person, their GP, or a health care worker who is a registered user of the NCSR, may opt out the participant from the screening program upon instruction by the participant. [footnoteRef:6] This will involve NCSR collecting personal information.  [6:  The opt-out process is provided for in s 14 of the NCSR Act.] 

	APP 3
	Collection by NCSR authorised by s 17(1) of the NCSR Act. 

	4b
	The NCSR will ask for a reason why the person opted out and collect any reason given. 
	APP 3
	Collection by NCSR authorised by s 17(1) of the NCSR Act. 

	5
	NCSR sends a confirmation letter to the eligible person who has opted out, stating that the person will receive no further correspondence from the NCSR unless they opt back on (disclosure). 
	APP 6
	Disclosure by NCSR authorised by ss 17(3)(a) and (12)(1)(i) of the NCSR Act. 

	6
	NCSR notifies contracted pathologist that invitation has been sent (involves a disclosure of personal information). 
	APP 6
	Disclosure by NCSR authorised by ss 17(3)(a) and (12)(1)(j) of the NCSR Act. 



[bookmark: _Toc460593015]

[bookmark: _Toc472319954]5. 5. 2	Activity 2 - Participate in the program
Figure 6 below sets out the information flows between the NCSR, participants and healthcare providers as part of the initial participation in the program. 
Figure 6 - Participate in the program


	Flow
	Description
	Legislation
	Comment

	1
	NCSR issues testing kit to participant (disclosure). 
	APP 6
	Disclosure by NCSR authorised by ss 17(3)(a) and 12(1)(e) of the NCSR Act. 

	2
	NCSR sends reminders to participant (disclosure). 
	APP 6
	Disclosure by NCSR authorised by ss 17(3)(a) and 12(1)(f) of the NCSR Act. 

	3
	Participant may defer screening. This would involve collection of personal information by NCSR. 
	APP 3
	Collection by NCSR authorised by s 17(1) of the NCSR Act. 

	4
	If a participant who defers has nominated a healthcare provider, the NCSR notifies that healthcare provider. This would involve the disclosure of personal information. 

	APP 6
	Disclosure by NCSR authorised by ss 17(3)(a) and 12(1)(j) of the NCSR Act. 





[bookmark: _Toc460593016][bookmark: _Toc472319955]5. 5. 3	Activity 3 - Screen participant
Figure 7 below sets out the information flows in relation to participants, pathologists, healthcare providers and the NCSR as part of the screening process. 
Figure 7 - Screen participant


	Flow
	Description
	Legislation
	Comment

	1
	Participant completes test and sends it to the contracted pathologist. 
	-
	-

	2
	Pathology Laboratory updates participant's details in the NCSR (collection). 
	APP 3
	Collection authorised by s 17(1) of the NCSR Act. 

	3
	Pathologist receives participation details form from participant. 
	-
	-

	4
	Pathologist updates the NCSR with screening test details through an automated process involving batch processing and sending forms or, where necessary, can request the reissuing of a test kit. This involves the collection of personal information (namely, demographic details) by the NCSR. 
	APP 3
	Collection authorised by s 17(1) of the NCSR Act. 

	5
	Participant (using the online portal) or pathologist registers participation details in the NCSR. This involves the collection of personal information by the NCSR. 
	APP 3
	Collection by NCSR authorised by s 17(1) of the NCSR Act. 

	
	Pathologist tests the screening kit and then:
	
	. 

	6a
	updates the NCSR with the screening test results (collection by NCSR);
	APP 3
	Collection by NCSR authorised by s 17(1) of the NCSR Act

	6b
	sends the results to the participant; and
	
	

	6c
	sends the results to the participant's nominated healthcare provider if any. 
	
	





[bookmark: _Toc460593017][bookmark: _Toc472319956]5.5.4	Activity 4 - Assess patient
Figure 8 below sets out the information flows between participants, the NCSR and healthcare providers as part of assessing the participant. 
Figure 8 - Assess patient


	[bookmark: _GoBack]Flow
	Description
	Legislation
	Comment

	
	NCSR discloses personal information by issuing reminders (including a positive reminder follow up, where appropriate) to the:
	APP 6
	Disclosure by NCSR authorised by ss 17(3)(a), 12(1)(f) and 12(1)(g) of the NCSR Act. 

	1a
	participant; and
	
	

	1b
	healthcare provider. 
	
	

	2
	After participant visits healthcare provider, healthcare provider makes recommendation and updates NCSR. This involves collection of personal information by the NCSR. 
	APP 3
	Collection authorised by s 17(1) of the NCSR Act. 

	
	NCSR discloses personal information by issuing reminders (including a no colonoscopy recorded follow up, where appropriate) to the:
	APP 6
	Disclosure by NCSR authorised by ss 17(3)(a), 12(1)(f) and 12(1)(g) of the NCSR Act. 

	3a
	participant; and
	
	

	3b
	healthcare provider. 
	
	





[bookmark: _Toc460593018][bookmark: _Toc472319957]5. 5. 5	Activity 5 - Diagnose patient and outcomes
Figure 9 below sets out the information flows between the NCSR, pathologists and specialists as part of the diagnosis process. 
Figure 9 - Diagnose patient and outcomes


	Flow
	Description
	Legislation
	Comment

	1
	After participant visits specialist, specialist conducts test and updates the NCSR. This will involve collection of personal and sensitive information by the NCSR. 
	APP 3
	Collection by NCSR authorised by s 17(1) of the NCSR Act. 

	2
	Specialist sends specimen to pathologist. 
	-
	-

	
	After testing the specimen, the pathologist:
	
	

	3a
	sends the results to the specialist; and
	-
	-

	3b
	sends the results to the NCSR and NCSR collects only those tests related to participants (collection of personal and sensitive information). 
	APP 3
	Collection by NCSR authorised by s 17(1) of the NCSR Act. 





a. [bookmark: _Toc472319958][bookmark: _Ref459302235][bookmark: _Ref459303354]Cervical cancer screening pathway
Similar to the bowel cancer screening pathway, the cervical cancer screening pathway involves five main steps:
a) [bookmark: _Toc460593020][bookmark: _Toc472319959]inviting eligible persons to screen;
b) [bookmark: _Toc460593021][bookmark: _Toc472319960]participating in the program;
c) [bookmark: _Toc460593022][bookmark: _Toc472319961]screening participants;
d) [bookmark: _Toc460593023][bookmark: _Toc472319962]assessing participants; and
e) [bookmark: _Toc472319963][bookmark: _Toc460593024]diagnosing participants. 
The sections below set out the particular information flows involved between various entities in each of these steps. 
[bookmark: _Toc460593025][bookmark: _Toc472319964]5. 6. 1	Activity 1 - Invite eligible person
Figure 10 below sets out the information flows between the NCSR, potential participants and healthcare providers as part of the invitation to screen process. 
Figure 10 - Invite participant


	Flow
	Description
	Legislation
	Comment

	1
	NCSR can automatically invite individuals to participate in the cervical cancer screening pathway based on eligibility criteria (disclosure). [footnoteRef:7] [7:  Note that individuals can self-initiate] 

	APP 6
	Disclosure by NCSR authorised by ss 17(3)(a) and 12(1)(d) of the NCSR Act. 

	2
	An individual voluntarily going to a healthcare provider for an HPV test (who does not receive an invitation letter) may be opted in to the program by their healthcare provider (collection). 
	APP 3
	Collection by NCSR authorised by s 17(1) of the NCSR Act. 

	3
	The invitee/participant, their GP, or a health care worker who is a registered user of the NCSR, may opt out the participant from the screening program. This will involve NCSR collecting personal information. Opting out may involve:
· opting out of participation in the NCSR (in which case NCSR will continue to hold  information already collected and disclose in accordance with its reporting obligations);
· requesting that no information be sent to the person (in which case NCSR will continue to hold and collect information which may be viewed by the participant's healthcare provider; and/or
· requesting to defer screening (see Activity 2). 
	APP 3
	Collection by NCSR authorised by s 17(1) of the NCSR Act. 



[bookmark: _Toc460593026][bookmark: _Toc472319965]5. 6. 2	Activity 2 - Participate in the program
Figure 11 below sets out the information flows between the NCSR, participants and healthcare providers as part of the initial participation in the program. 
Figure 11 - Participate in the program


	Flow
	Description
	Legislation
	Comment

	1
	NCSR sends reminders to participant (disclosure). 
	APP 6
	Disclosure by NCSR authorised by ss 17(3)(a) and 12(1)(f) of the NCSR Act. 

	2
	Participant may defer screening. This would involve collection of personal information by NCSR. 
	APP 3
	Collection by NCSR authorised by s 17(1) of the NCSR Act. 

	3
	Where an individual has requested to defer screening as set out in Activity 1, NCSR will send the participant a confirmation notification (disclosure). 
	APP 6
	Disclosure by NCSR authorised by ss 17(3)(a) and 12(1)(d) of the NCSR Act. 

	4
	If a participant who defers has nominated a healthcare provider, the NCSR notifies that healthcare provider where the healthcare provider has elected to receive correspondence. This would involve the disclosure of personal information. 
	APP 6
	Disclosure by NCSR authorised by ss 17(3)(a) and 12(1)(j) of the NCSR Act. 





[bookmark: _Toc460593027][bookmark: _Toc472319966]5. 6. 3	Activity 3 - Screen participant
Figure 12 below sets out the information flows participants, pathologists / pathology laboratories, healthcare providers and the NCSR as part of the screening process. 
Figure 12 - Screen participant


	Flow
	Description
	Legislation
	Comment

	1a
	Healthcare provider conducts test on participant
	-
	-

	1b
	Healthcare provider provides initial screening test to pathologist
	
	

	2
	NCSR may disclose patients' cervical screening history to pathology labs and healthcare providers (GPs). 
	APP 6
	Disclosure authorised by ss 17(3)(a) and 12(1)(g) and (j) of the NCSR Act. 

	3
	Pathologist sends results to participant, healthcare provider and NCSR (collection). 
	APP 3
	Collection authorised by s 17(1) of the NCSR Act. 





[bookmark: _Toc460593028][bookmark: _Toc472319967]5. 6. 4	Activity 4 - Assess patient
Figure 13 below sets out the information flows between participants, the NCSR and healthcare providers as part of assessing the participant. 
Figure 13 - Assess patient


	Flow
	Description
	Legislation
	Comment

	
	NCSR discloses personal information by issuing reminders (including a positive reminder follow up, where appropriate) to the:
	APP 6
	Disclosure by NCSR authorised by ss 17(3)(a), 12(1)(f) and 12(1)(g) of the NCSR Act. 

	1a
	participant; and
	
	

	1b
	healthcare provider. 
	
	

	2
	After participant visits healthcare provider, healthcare provider makes recommendation and updates NCSR. This involves collection of personal information by the NCSR. 
	APP 3
	Collection authorised by s 17(1) of the NCSR Act. 

	
	NCSR discloses personal information by issuing reminders (including a no screening recorded follow up, where appropriate) to the:
	APP 6
	Disclosure by NCSR authorised by ss 17(3)(a), 12(1)(f) and 12(1)(g) of the NCSR Act. 

	3a
	participant; and
	
	

	3b
	healthcare provider. 
	
	





[bookmark: _Toc460593029][bookmark: _Toc472319968]5.6.5	Activity 5 - Diagnose patient and outcomes
Figure 14 below sets out the information flows between the NCSR, pathologists and specialists as part of the diagnosis process. 
Figure 14 - Diagnose patient and outcomes


	Flow
	Description
	Legislation
	Comment

	1
	After participant visits specialist, specialist conducts test and updates the NCSR. This will involve collection of personal and sensitive information by the NCSR. 
	APP 3
	Collection by NCSR authorised by s 17(1) of the NCSR Act. 

	2
	Specialist sends specimen to pathologist. 
	-
	-

	
	After testing the specimen, the pathologist:
	
	

	3a
	sends the results to the specialist; and
	-
	-

	3b
	sends the results to the NCSR and NCSR collects only those tests related to participants (collection of personal and sensitive information). 
	APP 3
	Collection by NCSR authorised by s 17(1) of the NCSR Act. 





[bookmark: _Toc472319969]Reporting and ongoing access
Figure 15 below sets out the reporting and ongoing access information flows between the NCSR and various entities. 
Figure 15 - Reporting and ongoing access


	[bookmark: _Toc456887980][bookmark: _Toc434584071][bookmark: _Ref434584111][bookmark: _Toc448841140][bookmark: _Ref456724478][bookmark: _Toc456887992]Flow
	Description
	Legislation
	Comment

	1
	Personal information, HIs and Medicare Numbers will be provided to the Department of Health's Data Warehouse (EDW) for joining data from other systems to provide statistical/analytical reports (use). Information will be de-identified but re-identifiable using a separate foreign key. The identifiers will not be presented in any of the reports. 
	APP 6 HI Act
	The provision of information to the EDW involves a "use" of information rather than a disclosure. This is because the information stays within Health's effective control. 
Use of any personal information and HIs authorised by ss 17(3)(a) and 12(1)(b) of the NCSR Act and s 26(3)(b) of the HI Act. 

	2
	NCSR will collect potential participants’ Medicare enrolment data and Medicare claims data from DHS via a secure file transfer. Healthcare identifiers will be provided by the HI Service Operator as part of this process. 
	APP 3, 6
HI Act

	DHS authorised to disclose healthcare identifiers under s 26(3)(b) of the HI Act in conjunction with s 17(1) of the NCSR Act. 
Collection of sensitive information and healthcare identifiers by NCSR authorised by s 17(1) of the NCSR Act. 

	3
	NCSR collects and integrates aggregated death information from the Fact of Death Register. 
	APP 3
	Collection by NCSR authorised by s 17(1) of the NCSR Act. 

	4
	NCSR collects participants' HPV completion status with a date from NHPVR. 
	APP 3
	Collection by NCSR authorised by s 17(1) of the NCSR Act. 

	5
	NCSR verifies whether the participant has a My Health Record and will disclose a HI to My Health Records to confirm whether they have a record for that person. 
	APP 6
HI Act
My Health Records Act
	Disclosure of HI authorised by ss 17(3)(a) and 12(1)(a) and (i) of the NCSR Act and s 26(3)(b) of the HI Act. 
Collection by My Health Record system of HI authorised by s 58A of the My Health Records Act. 

	6
	The NCSR will confirm a HI match with the HI System Operator. Then, My Health Records will check authorisation to publish. NCSR then collects the HI and any other information provided. 
	APP 3
HI Act
My Health Records Act
	Disclosure by My Health Record system of HI authorised by s 58A of the My Health Records Act. 
Collection of HI by NCSR authorised by s 17(1) of the NCSR Act. 

	7
	NCSR will then disclose to My Health Record a participant's screening status information. Healthcare providers and participants will be able to access My Health Record to view this status. 
	APP 6
HI and MHR legislation
	Disclosure by NCSR of HI and personal information authorised by ss 17(3)(a) and 12(1)(a) and (i) of the NCSR Act and s 26(3)(b) of the HI Act. 
 Collection by My Health Record system of HI authorised by s 58A of the My Health Records Act. 

	8
	NCSR will disclose data (including HIs and Medicare numbers) to State and Territory health departments for reporting. 
	APP 6
HI Act
	Disclosure by NCSR authorised by ss 17(3)(a) and 12(1)(k) of the NCSR Act and s 26(3)(b) of the HI Act. 

	9
	NCSR will provide raw data to AIHW. [footnoteRef:8]  [8:  Raw data provided to AIHW is generally de-identified and encrypted inflight. However, AIHW can, through Ethics approval, seek an agreement as an 'integration authority' to use identified data for the purpose of data linkage for reporting.] 

	APP 6
	Disclosure authorised by ss 17(3)(a) and 12(1)(b) of the NCSR Act. 

	10
	Participants logging into NCSR portal provide their username and password to the NCSR. 
	APP 3
	Collection by NCSR authorised by s 17(3)(a) of the NCSR Act. 

	11
	NCSR discloses to participant the participant's information, including name, address, DOB, gender, ATSI/CALD status and nominated healthcare provider through the NCSR portal. 
	APP 6
	Disclosure by NCSR authorised by ss 17(3)(a) and 12(1)(i) of the NCSR Act. 

	12
	Participant may update certain personal information on the NCSR including address, CALD and ATSI status (involves a collection by the NCSR). 
	APP 3
	Collection by NCSR authorised by s 17(1) of the NCSR Act. 

	13
	Healthcare providers (including specialists) and PFUF officers access the NCSR through portal (or software for healthcare provider) involving a multifactor authentication including username, password and, for healthcare providers, a NASH key. Enrolment and authorisation is a one off. 
	APP 3
	Collection by NCSR authorised by ss 17(3)(a) and 12(1)(j) of the NCSR Act. 

	14
	NCSR discloses to healthcare provider / specialists or PFUF officer their client's records. 
	APP 6
	Disclosure to (and, where applicable, collection by) healthcare providers authorised by ss 17(3)(a) and 12(1)(j) of the NCSR Act. 

	15
	Healthcare provider / specialist can update participant's demographic details (subject to master data management rules). 
	APP 3
	Collection by NCSR (and, where applicable, disclosure by healthcare providers) authorised by s 17(1) of the NCSR Act. 

	16
	NCSR will disclose information to appropriate researchers in accordance with its data access and release policy. 
	APP 6
	Disclosure to healthcare providers authorised by ss 17(3)(a) and 12(1)(n) of the NCSR Act. 


(1) [bookmark: _Toc472319970][bookmark: _Ref459038001]Privacy Act analysis
b. [bookmark: _Toc472319971][bookmark: _Toc456887981][bookmark: _Toc374022581][bookmark: _Toc403062154][bookmark: _Toc374022585][bookmark: _Ref276027869][bookmark: _Toc403062159]Privacy principles and relevant principles for assessing impacts
This PIA assesses the NCSR against the purposes and objects of the APPs more broadly. In this regard, this PIA particularly focuses on:
· open and transparent management of personal information (APP 1);
· notification of the collection of personal information (APP 5);
· collection of solicited personal information (APP 3);
· use or disclosure of personal information (APP 6); 
· security of personal information (APP 11);
· quality of personal information (APP 10);
· access to personal information (APP 12); and
· correction of personal information (APP 13). 
In addition, this PIA assesses risks based on reasonable community expectations of privacy. It relies on research which indicates that the community is likely to have privacy concerns about proposals which involve:
a) [bookmark: _Toc459322529][bookmark: _Toc459322629][bookmark: _Toc460593033][bookmark: _Toc472319972]new ways of identifying individuals;
b) [bookmark: _Toc459322530][bookmark: _Toc459322630][bookmark: _Toc460593034][bookmark: _Toc472319973]requirements for individuals to present identification in more circumstances;
c) [bookmark: _Toc459322531][bookmark: _Toc459322631][bookmark: _Toc460593035][bookmark: _Toc472319974]the possibility of negative consequences for the individual; or
d) [bookmark: _Toc459322532][bookmark: _Toc459322632][bookmark: _Toc460593036][bookmark: _Toc472319975]the possibility of function creep. [footnoteRef:9] [9:  Office of the Privacy Commissioner, Managing Privacy Risk (November 2004), page 16.] 

[bookmark: _Toc420947678][bookmark: _Toc435087414][bookmark: _Ref454822933][bookmark: _Toc456887984][bookmark: _Ref459305152][bookmark: _Toc472319976][bookmark: _Toc374022584][bookmark: _Toc403062157]Open and transparent management of personal information and notification of the collection of personal information (APPs 1 and 5)
Underpinning APPs 1 and 5 is the concept of transparency in the management of personal information. It is important that individuals are given a clear picture about what information (in particular, personal information) is collected by NCSR and how it is used and disclosed as part of the process.
6.2.1 	APP 1
APP 1 requires that the NCSR:
· take reasonable steps to implement practices, procedures and systems that will ensure the NCSR complies with the APPs and any binding registered APP code, and is able to deal with related inquiries and complaints (APP 1. 2);
· have a clearly expressed and up-to-date privacy policy about how the entity manages personal information (APP 1. 3 and 1. 4); and
· take reasonable steps to make its APP privacy policy available free of charge in an appropriate form (APP 1. 5) and, upon request, in a particular form (APP 1. 6). 
To comply with APP 1, the NCSR should develop a privacy policy and make it publicly available on its website. The privacy policy should contain:
· the kinds of personal information collected and held by the NCSR (APP 1. 4(a));
· how personal information is collected and held by the NCSR (including that it will be held by the contracted service provider for the NCSR, Telstra Health, on behalf of Health) (APP 1. 4(b));
· the purposes for which personal information is collected, held, used and disclosed (referring to the purposes set out in clause 12 of the NCSR Act) (APP 1. 4(c));
· how an individual may access their personal information and seek its correction (APP 1. 4(d)); and
· how an individual may complain if Health or Telstra Health breaches the APPs or any registered binding APP code, and how the complaint will be handled (APP 1. 4(e)).
Recommendation 1	The NCSR should have an easily accessible online privacy setting out how the NCSR collects personal information, the kinds of personal information collected, the purposes for which the information is collected, held, used and disclosed, how the information may be accessed and corrected, and how an individual may make a complaint in relation to their personal information held by the NCSR. 
More broadly, APP 1 is about ensuring that there is appropriate oversight and governance of privacy issues. In this respect, Health should consider implementing an overarching privacy governance strategy and a forum in which the governance of privacy issues can be discussed.
Recommendation 2	Health should also have a privacy governance strategy to ensure there is oversight of the project from a privacy perspective and a forum in which these strategies can be discussed. 
6.2.2 	APP 5
APP 5 requires that when the NCSR collects personal information, the NCSR must take reasonable steps (if any) to notify (or otherwise make aware) the individuals whose information is collected. 
The NCSR must notify (or otherwise make aware) the individuals of the relevant matters in APP 5. 2. The matters that are relevant are:
· that the NCSR (that is, Health) is collecting the information;
· from whom the information is collected and the circumstances of that collection (including that Telstra Health will be operating the NCSR);
· the fact that the collection is authorised under the NCSR Act;
· the purposes for which the NCSR collects the personal information;
· the main consequences for the individual if the information is not collected;
· to whom the NCSR will disclose the information; and
· that the Privacy Policy contains information about how the individual may:
· access the personal information the NCSR has collected and seek the correction of that information; and
· complain about a breach of the APPs and how the NCSR will deal with the complaint. 
The key points where notification to individuals is required are:
· data migration and looking up information using various directory services;
· inviting participation in the NBCSP or NCSP; and
· interacting with the NCSR online.
Notification in relation to data migration and looking up information using directory services
In our view, APP 5 is unlikely to require the NCSR to specifically notify individuals for each particular and systematic collection of personal information involved in, amongst others, verifying healthcare identifiers with the HI Service or other information with various directory services for the following reasons:
· the APP Guidelines at [5. 4] state that "reasonable steps" to notify individuals or otherwise make individuals aware of the matters in APP 5. 2 "depend upon circumstances that include…the practicability, including time and cost involved"; 
· given the large number of individuals whose information will be transferred during the migration process, it is impractical to notify each person of the collection of their personal information; and
· given the large number of systemised steps in the NCSR verification and screening programs involving collections of individuals' personal information, it is impractical to notify each person of the collection of their personal information. 
In place of individual notifications, the NCSR, Health, DHS and the relevant State and Territory Health Departments should develop a communications strategy prior to the commencement of the NCSR to ensure that individuals are aware of the matters in APP 5. 2.
The same form of notification may be used in relation to information collected in the process of verifying healthcare identifiers through the HI Service and interacting with the My Health Record system. These processes will involve a high volume of disclosures and collections of healthcare identifiers of which it would be impractical to specifically notify individuals. 
Recommendation 3	The NCSR, Health, DHS and the relevant State and Territory Health Departments should communicate to individuals that the NCSR will involve a number of systemised collections of their personal information for the effective administration of the NCSR. It should also be made clear to individuals that personal information collected by the NCSR will be communicated to My Health Record. These communications should be accessible online and other appropriate media and should be covered in relevant privacy policies.
Notification at the start of the screening program
The NCSR should notify participants of the collection of their personal information along the screening pathway. This requirement would be satisfied in relation to the NBCSP by including the relevant matters in APP 5. 2 in the information booklet that will accompany the letter inviting a person to participate in the screening program. The booklet should notify individuals of the relevant matters in APP 5. 2 (outlined above), including collection from:
· the participant when they provide information to the NCSR, including information they give when they opt out or defer;
· the participant's GP or healthcare worker, including information they give: 
· when their patient opts out; and/or
· after they assess the patient and update the NCSR;
· the pathologist when the pathologist updates the participant's:
· details in the NCSR;
· screening test details; 
· the participant's participation details; or 
· screening test results; and
· the specialist when they update the NCSR after conducting a test.
Recommendation 4	The information booklet accompanying the screening invitation letter for the NBCSP should notify individuals of certain matters, including when the NCSR is likely to collect their information, their opt out rights and provide the link to the NCSR's online privacy policy. 
[bookmark: _Ref459312057][bookmark: _Toc460593038][bookmark: _Ref456798697][bookmark: _Toc456887985]In relation to the cervical cancer screening program, we note that individuals may voluntarily undergo screening rather than be invited to screen. In these circumstances, the requirement in APP 5 for the NCSR to notify the participant would arise upon collection of that participant's information by the NCSR. In practice, however, we consider that APP 5 would be satisfied if the healthcare provider providing the screening service notified the participant prior to screening that their information would be collected and used by the NCSR. This could be achieved through the provision of information to practitioners that can be given to patients. Interaction with the NCSR online
For individuals that interact with the NCSR online via the web portal, it is important that those individuals understand how the NCSR will collect and use personal information. For this reason, the web portal should be accompanied by a layered privacy notice which is accessible to users.
Recommendation 5	A layered privacy notice is developed for the web portal. A layered privacy notice involves initially notifying an individual of the basic privacy issues affecting them, with the option to access more detailed information (for example, through the use of a drop-down box, information boxes which appear when the mouse cursor hovers over particular information or a link to a more detailed description. 
[bookmark: _Toc472319977]Collection of solicited personal information (APP 3)
The collection of personal information attracts a range of barriers given the privacy concerns with such activities. In particular, APP 3 requires that: 
· an APP entity must not collect "personal information" (other than sensitive information) unless the information is reasonably necessary for, or directly related to, one or more of the entity's functions or activities (APP 3. 1); and
· an APP entity must not collect "sensitive information"[footnoteRef:10] unless the person consents to the collection of the information and the information is reasonably necessary for, or directly related to, one or more of the department's functions or activities (APP 3. 3) or an exception applies (e. g. the collection is required or authorised by an Australian law) (APP 3. 4). [10:  "Sensitive information" is defined in section 6 of the Privacy Act and includes "health information about an individual".
] 

Section 5 sets out the information flows between various entities in connection with the NCSR. We understand that the types of personal information which the NCSR will likely collect from individuals as well as other registers, healthcare providers and other external sources (including governmental) include an individual's:
· name;
· address;
· contact details (telephone, email);
· date of birth;
· gender;
· sex (for cervical screening);
· Medicare card number, enrolment and claims data;
· Healthcare Identifier; 
· Indigenous status;
· language spoken at home;
· personal representative (within the meaning of the NCSR Act);
· interpreter (if required);
· country of origin and/or cultural identity;
· need for assistance to manage medical condition/disability status;
· nominated healthcare provider;
· nominated additional address for correspondence;
· information regarding screening management, assessment and diagnosis, and screening test results;
· results of related medical procedures performed following a positive test result; 
· HPV vaccination status; and
· Fact of Death data.
Clause 17 of the NCSR Act sets out the dealings of information that are authorised under the NCSR Act. In particular, clause 17(1) provides a broad authorisation for a person to collect, record, disclose or use personal information, key information for an individual or information that is commercial-in-confidence if the person does so for the purposes of including information in the NCSR. As indicated by the Note in the NCSR Act on this clause, the intention of clause 17(1) is that it is an authorisation for the purposes of other laws, including the APPs. In this regard, our view is that clause 17(1) satisfies the exception in APP 3. 4(a) and will operate to authorise the NCSR to collect personal information, particularly sensitive information, for the purposes of including the information in the NCSR. 
[bookmark: _Toc459322536][bookmark: _Toc459322636][bookmark: _Toc460593040][bookmark: _Toc472319978]Further, although this PIA focuses on the privacy implications for the NCSR, it incidentally considers whether the ordinary operations of the NCSR could impose privacy risks on other entities. This is particularly relevant for where there may be a disclosure of personal information to another agency or directory service when authenticating or verifying particular credentials. In this regard, clause 17(3) of the NCSR Act will generally authorise persons to collect, record, disclose or use protected information[footnoteRef:11] and key information in a number of circumstances. Amongst others, these circumstances include where: [11:  "Protected information" is defined in section 4 of the NCSR Act to include personal information and information that is commercial-in-confidence that has been included in the NCSR or otherwise obtained in accordance with the NCSR Act.] 

a) [bookmark: _Toc459322537][bookmark: _Toc459322637][bookmark: _Toc460593041][bookmark: _Toc472319979]the person does so for the purposes of the NCSR (as set out in clause 12 of the NCSR Act) and is an officer or employee of, or engaged by, the Commonwealth;
b) [bookmark: _Toc459322538][bookmark: _Toc459322638][bookmark: _Toc460593042][bookmark: _Toc472319980]the person is a healthcare provider and the information is about screening or a diagnosis and the collection, recording, disclosure or use is for the purposes of providing healthcare to the individual in relation to the designated cancer; and
c) [bookmark: _Toc472319981][bookmark: _Toc459322539][bookmark: _Toc459322639][bookmark: _Toc460593043]the collection, recording, disclosure or use is required or permitted by the law of a participating State or Territory and the person is an officer or employee of, or engaged by, that jurisdiction. 
[bookmark: _Toc459322540][bookmark: _Toc459322640][bookmark: _Toc460593044][bookmark: _Toc472319982]In our view, all collections of personal information in connection with the NCSR, as set out in the information flows set out in section 5, will fall within the scope of clause 17(1) or 17(3) of the NCSR Act. 
[bookmark: _Toc472319983][bookmark: _Toc459322541][bookmark: _Toc459322641][bookmark: _Toc460593045]For completeness, we note that collections of healthcare identifiers are also authorised under the HI Act as indicated above in section 5 and explained in further detail in section 7.4 below.
[bookmark: _Toc456887988][bookmark: _Toc472319984]Unsolicited personal information (APP 4)
APP 4 provides that where an APP entity receives unsolicited personal information, it must determine within a reasonable period whether it could have collected the information under APP 3. If not, the APP entity must as soon as practicable destroy or de-identify the information. 
In our view, there is some risk of the NCSR or any other relevant APP entity collecting unsolicited personal information in connection with the NCSR. This is because, in relation to cervical screening, some pathology reports provided to the NCSR may include results for other tests not associated with the screening pathway. Similarly, in relation to bowel screening, specialists may provide reports for individuals who are not participating in the Program. 
However, the privacy risks associated with this collection are mitigated as the NCSR will only store information relating to individuals participating in a screening program. Further, the types of information collected directly from individuals by healthcare providers and provided to the NCSR are well-defined and we understand that the NCSR will only store information which has a corresponding pre-programmed data field. 
Similarly, any collections of personal information directly from individuals through the NCSR portal will be in relation to particular types of information (namely, updating contact details), with little scope for individuals to provide information which the NCSR has not solicited. 
For completeness, we note the relevance of clause 13 of the NCSR Act which provides for mandatory reporting of information to the Commonwealth Chief Medical Officer. While this is not strictly a collection of unsolicited information, the regime of mandatory reporting is such that even if a person has opted out or is otherwise not participating in the NCSR they will have information collected by Health, even though it may not be stored in the NCSR. 
In this regard, we recommend that the rules prescribed by the Minister for the purposes of clause 13 of the NCSR Act should address how to deal with information relating to individuals who are not participating in the NCSR, including information which is provided to the NCSR either by pathologists or specialists or in accordance with the mandatory reporting provision in clause 13. At minimum, the rules should provide that any information received by the NCSR which fits the above criteria should be made inaccessible to any person accessing the NCSR in accordance with appropriate security procedures. 
Recommendation 6	The rules prescribed by the Minister for the purposes of clause 13 of the NCSR Act should address privacy issues concerning the collection of information of individuals who are not participating in the NCSR, including where individuals have opted out of participation. At minimum, the rules should provide that any information received by the NCSR in relation to non-participants (including individuals who have opted out) should be made inaccessible to any person accessing the NCSR in accordance with appropriate security procedures. 
b. [bookmark: _Toc456887989][bookmark: _Ref459210518][bookmark: _Toc472319985]Use and disclosure of personal information (APP 6)
APP 6 regulates the use and disclosure of personal information. In particular, it provides that an APP entity may only use or disclose personal information which it holds for the purpose for which it was collected unless the individual to whom the personal information relates otherwise consents (APP 6. 1(a)), the use or disclosure or information is required or authorised by law (APP 6. 2(b)), or another exception applies. 
The information flows in section 5 set out the uses and disclosures of information that will occur in relation to the NCSR. It also sets out how a use or disclosure will be authorised under the NCSR Act, which is also an authorisation under APP 6. 2(b). 
In particular, section 17(1) of the NCSR Act authorises uses and disclosures of personal information, key information or commercial-in-confidence information[footnoteRef:12] by persons where the purpose of the use or disclosure is to include the information in the NCSR. In general, our view is that this section does not authorise uses or disclosures of information in the NCSR to other entities, but it does authorise other entities (including government departments, agencies and healthcare providers) to disclose information to the NCSR for inclusion in the NCSR.  [12:  These terms are defined in section 4 of the NCSR Act.] 

Section 17(3) of the NCSR Act provides further authorisations for persons to use and/or disclose protected information and key information. Most relevantly, section 17(3)(a) authorises uses or disclosures of information by Commonwealth employees (for example, Health) or persons engaged by Commonwealth (for example, Telstra Health) for the purposes of the NCSR. Section 12(1) of the NCSR Act sets out a wide range of purposes for the NCSR, including:
a) establishing and keeping an electronic database of records relating to screening and diagnoses associated with the designated cancers;
b) collecting, analysing and publishing statistics and other information relating to screening and diagnoses associated with the designated cancers;
c) monitoring the effectiveness, quality and safety of screening and diagnoses associated with the designated cancers;
d) providing an individual with an invitation to undergo screening;
e) providing an individual with a test kit for screening;
f) advising an individual when the individual is due to undergo a screening test or when action may need to be taken after a screening test;
g) advising a participant’s nominated healthcare provider for screening associated with a designated cancer (if any) when the individual is due to undergo, or when action may need to be taken after, a screening test associated with the designated cancer;
h) advising a participating State or Territory when action may need to be taken after a screening test for an individual residing in the State or Territory;
i) providing an individual access to information relating to the individual about screening and diagnoses associated with a designated cancer;
j) providing healthcare providers access to information about screening and diagnoses associated with a designated cancer in relation to an individual, for the purposes of providing healthcare to the individual in relation to the designated cancer;
k) providing a participating State or Territory with access to information relating to individuals residing in the State or Territory in connection with screening and diagnoses associated with the designated cancers;
l) planning, delivering and promoting healthcare and services in relation to the designated cancers;
m) reporting to international organisations in relation to the designated cancers; and
n) research relating to healthcare, screening or a designated cancer.
In our view, and as set out in section 5, each disclosure of personal information in relation to the NCSR either falls within the scope of section 17(1) or 17(3) of the NCSR Act. For completeness, we also note that in many instances, the authorisations for disclosure in the NCSR Act will not need to be relied upon, as in many instances the disclosures by the NCSR will fall within the primary purpose for which the information was initially collected by the NCSR (which are reflected in the purposes set out in section 12 of the NCSR Act). 
[bookmark: _Toc472319986][bookmark: _Ref459215845][bookmark: _Toc456887990]Cross-border disclosure of personal information (APP 8)
APP 8 places restrictions on APP entities seeking to disclose personal information to an overseas recipient. In particular, APP 8 provides that before an APP entity discloses personal information overseas, it must take reasonable steps to ensure that the overseas recipient does not breach the APPs, unless an exception applies. 
We understand that any information held by the NCSR will be stored in locations in Australia and that disclosures to overseas recipients will not occur. On this basis, we consider that there are no significant privacy risks associated with overseas disclosure and APP 8 is unlikely to apply. 
[bookmark: _Ref459306967][bookmark: _Toc472319987]Adoption by organisations of government related identifiers (APP 9)
The adoption of health care identifiers is not prohibited by the HI Act. Therefore, the obligations in relation to the adoption of healthcare identifiers fall under APP 9. APP 9. 1 provides:
An organisation must not adopt a government related identifier of an individual as its own identifier of the individual unless:
a) the adoption of the government related identifier is required or authorised by or under an Australian law or a court/tribunal order; or
b) subclause 9. 3 applies in relation to the adoption. 
Telstra Health (which has been contracted to develop and operate the Register on behalf of the Commonwealth), would not be adopting healthcare identifiers as its own identifier of the participant. Rather, Telstra Health would be operating the Register on behalf of the Commonwealth and the adoption of the healthcare identifier would be for the purposes of the Register and not as Telstra Health's own identifier for the healthcare recipient or provider. 
Therefore, APP 9 does not operate in the circumstances of the Register. This means no authorisation under the NCSR Act or the HI Act is required for the adoption of healthcare identifiers by Telstra Health. 
[bookmark: _Ref459222979][bookmark: _Ref459307004][bookmark: _Toc472319988]Security of personal information (APP 11), unauthorised access and section 95B of the Privacy Act
APP 11. 1 requires that if an APP entity holds personal information, the entity must take such steps as are reasonable in the circumstances to protect the information from misuse, interference, loss, unauthorised access, modification or disclosure. 
As indicated in the information flows set out above in section 5, the NCSR will have multiple access points (for example, individuals and healthcare providers will be able to access the NCSR portal, and healthcare providers will be able to access the NCSR through particular software). Each access point increases the risk to the NCSR and information contained therein to an extent which is proportionate to who is likely to be using the access point, what information can be accessed through that access point, and the system security protections regulating that access point. 
It is beyond the scope of this PIA to undertake a comprehensive threat analysis or evaluate in detail the precise security and access arrangements for the NCSR, especially in circumstances where these are largely regulated by a commercial-in-confidence services agreement. However, from a privacy perspective, what is important is that the outcome required by APP 11 is met, namely that reasonable steps are taken to protect information from:
a) [bookmark: _Toc459322547][bookmark: _Toc459322647][bookmark: _Toc460593051][bookmark: _Toc472319989]misuse, interference and loss; and
b) [bookmark: _Toc472319990][bookmark: _Toc459322548][bookmark: _Toc459322648][bookmark: _Toc460593052]unauthorised access, modification or disclosure.
However, we note a number of key privacy risk mitigation strategies relating to the access of data, some of which are already incorporated into the system design of the NCSR and some further strategies which should be considered. Mitigation strategies already incorporated into the design of the NCSR include:
· the services agreement between Health and Telstra Health requires Telstra Health to develop a data protection plan which is consistent with the Protective Security Policy Framework (PSPF), which identifies responsibilities and sets out requirements relating to managing security risks, and the Information Security Manual (ISM), which sets out the standard which governs the security of government ICT systems;
· access by individuals to their information through the NCSR portal will be protected by a username and password, and the ability to amend information on the NCSR will not extend to clinical information;
· access by healthcare providers through the NCSR portal will be protected by a username, password and NASH credential and will require the healthcare provider to disclose certain information about a client to access his or her information. Direct access by healthcare providers to the NCSR through the practice management software involves similar protections;
· information in the NCSR will be stored as encrypted data in accordance with appropriate encryption standards to prevent easy identification of personal information through an unauthorised access point; and
· the NCSR information hosting locations will be in Australia and information is unlikely to be disclosed overseas (unless expressly approved by Health).
However, to mitigate the risk of unauthorised or inappropriate access to the NCSR (including by health providers who, depending on final design, may have access to browse the NCSR for individuals who may not be their patients), we recommend a number of mitigation strategies to be considered, including:
· any person or entity which has access to the NCSR should receive  privacy training so that they are aware of the obligations imposed by the APPs and any other relevant privacy laws. This applies particularly to healthcare providers as they have significant access to the NCSR. Training can be delivered in an online format and should include a direction that the NCSR must not be accessed to find information about individuals other than in connection with providing healthcare services to those individuals related to the designated cancers;
· similarly, any person or entity which has direct access to the NCSR (namely, healthcare providers and Telstra Health staff) should sign terms and conditions upon first accessing the NCSR (and again whenever the terms and conditions of use are updated) agreeing that they will not use NCSR information except in connection with providing healthcare services to a particular individual; and
· Telstra Health should ensure that its security policies and procedures are communicated effectively to their support staff. 
Recommendation 7	People/entities who have access to the NCSR should undergo  privacy training (including familiarisation with key sections of the OAIC's Guide to securing personal information) so that they are aware of the obligations imposed by relevant privacy laws, including the need to take reasonable steps to protect personal information from unauthorised access, modification or disclosure. 
Recommendation 8	People/entities who have access to the NCSR should agree to terms and conditions containing rights and obligations regarding their access to the NCSR. Those terms and conditions should note the potential criminal offences for unauthorised access or disclosure of information on the NCSR (where applicable under the NCSR Act). 
People/entities with administrative access to the NCSR or access to a large amount of data should be held to a higher level of scrutiny and obligations, for example through minimum security vetting. 
Recommendation 9	An audit trail function should be included in the NCSR’s design so that issues regarding potential unauthorised access or disclosure are able to be identified and investigated. To the extent possible, this functionality should allow NCSR to proactively search for inappropriate access and detect potential instances of healthcare providers browsing the NCSR for purposes unrelated to the healthcare of their patients. 
Recommendation 10	Telstra Health should ensure that its security policies and procedures are communicated effectively to their support staff.
For completeness, we note that the OAIC has asked that this PIA consider what measures must be put in place to address section 95B of the Privacy Act. 
Section 95B(1) of the Privacy Act requires agencies (such as Health) entering into a Commonwealth contract[footnoteRef:13] to take contractual measures to ensure that a contracted service provider[footnoteRef:14] (such as Telstra Health) does not do an act, or engage in a practice, that would breach an APP if done or engaged in by the agency. Section 95B(2) requires that agencies must ensure that such a Commonwealth contract does not authorise a contracted service provider for the contract to do or engage in such an act or practice, while section 95B(3) further requires agencies to ensure that the contract with the service provider contains provisions to ensure that any subcontract does not authorise an act or practice that would breach an APP if done by the agency.  [13:  "Commonwealth contract" is defined in s 6 of the Privacy Act to mean a contract to which the Commonwealth or an agency is or was a party and under which services are or were to be provided to an agency.
]  [14:  A "contracted service provider" for a government contract means an organisation that is or was a party to the government contract and that is or was responsible for the provision of services to an agency under the government contract and includes a subcontractor (s 6 Privacy Act).] 

The services agreement between Health and Telstra Health is commercial-in-confidence and its contents cannot be disclosed in this PIA. In any event, disclosing the system security particulars of how Telstra Health intends to protect information in the NCSR could itself expose security risks in Telstra Health’s system and make it a target for attacks. However, for the purposes of this PIA, we note that there is a wide range of privacy obligations imposed on Telstra Health by the agreement, including a provision to the effect of sections 95B(2) and (3). In this regard, our view is that the contractual measures taken by Health and the obligations imposed on Telstra Health by Health to implement sufficient security measures meet the requirements of APP 11 and section 95B of the Privacy Act. 
[bookmark: _Ref459305146][bookmark: _Toc472319991][bookmark: _Toc456887991]Access to, and quality and correction of, personal information (APPs 10, 12 and 13)
APPs 10, 12 and 13 deal with similar privacy concerns. APP 10 requires APP entities to take reasonable steps (if any) to ensure the accuracy of information that it collects, uses and discloses. APP 12 broadly requires that APP entities must provide individuals with access to personal information it holds and APP 13 requires APP entities to take reasonable steps (if any) to correct information as requested by an individual. 
In relation to APP 10, our view is that it is reasonable to rely on the entities (government agencies and healthcare providers) from which the NCSR collects the majority of its information. In this regard, we note that the APP Guidelines at [10. 7] provide that: 
In some circumstances it will be reasonable for an APP entity to take no steps to ensure the quality of personal information. For example, where an entity collects personal information from a source known to be reliable (such as the individual concerned) it may be reasonable to take no steps to ensure the quality of personal information.

We consider that individuals and their healthcare providers (including doctors, specialists and pathologists) are reliable and trusted sources of the kinds of information which will be gathered in relation to those individuals. The NCSR also involves verification processes which will assist in ensuring accuracy in identifying the persons providing information and identifying the participant to whom the information relates.
Further, the NCSR allows for individuals and their healthcare providers to access information relevant to themselves/their patients (namely, through the NCSR portal or healthcare provider software). This satisfies APP 12 (which requires the NCSR to give individuals access to information about them). This is also likely to meet the requirements in APPs 10 and 13 as individuals may amend certain of their details (for example, their address, CALD and ATSI statuses and update their nominated healthcare provider) when they access the NCSR through the portal.
In addition, we understand that Health is considering whether to contact participants from time to time to ensure that their demographic details in the NCSR are up to date. The privacy implications of this are considered in further detail below in section 7.12; however, we consider that this approach would constitute a reasonable step towards improving the accuracy and completeness of NCSR information for the purposes of APP 10.
The fact that individuals will not be able to amend their clinical information on the NCSR is unlikely to breach APP 13. This is because it is reasonable for the NCSR to be satisfied of the accuracy of the clinical information that it collects from healthcare providers who, by virtue of their role, are in a better position than a patient to understand and communicate clinical information to the NCSR. However, to achieve a more privacy positive result, Health should consider adopting a process similar to that adopted by the My Health Record system, whereby:
a) [bookmark: _Toc460593054][bookmark: _Toc472319992]if an individual considers that their health information in the NCSR is incorrect, they must first approach the healthcare provider who authorised the document seeking correction;
b) [bookmark: _Toc460593055][bookmark: _Toc472319993]if the healthcare provider believes that the health information uploaded to the NCSR should be corrected, the healthcare provider may amend the information directly;
c) [bookmark: _Toc460593056][bookmark: _Toc472319994]if the healthcare provider believes that the health information uploaded to the NCSR is already accurate, complete and up-to-date, the healthcare provider notifies the NCSR of this result, providing reasons why correction would be inappropriate; and
d) [bookmark: _Toc460593057][bookmark: _Toc472319995]the NCSR sends the participant a written notice refusing to correct the information which, as required by APP 13. 3, sets out:
i. the reasons for the refusal (except to the extent that it would be unreasonable to do so);
ii. the mechanisms available to complain about the refusal; and
iii. any other matter prescribed by the relevant regulations. 
Recommendation 11	Health should consider implementing a process similar to that in the My Health Record system for dealing with requests to correct clinical information held in the NCSR. Rather than contacting the NCSR directly, this involves an individual contacting the healthcare provider who authored the document containing their clinical information, who in turn can notify the NCSR whether or not the information should be corrected (providing reasons) which then allows the NCSR to deal with the request and notify the participant of the outcome. 
6.10.1	Ensuring accuracy of nominated healthcare provider
Clause 14(1)(a) of the NCSR Act provides that individuals may request that a particular healthcare provider(s) be their nominated healthcare provider for screening associated with a designated cancer. 
We have been specifically asked to consider how best to ensure that the nominated healthcare provider for an individual which is recorded in the NCSR is accurate, which is a matter which directly relates to APPs 10, 12 and 13. Individuals attend different healthcare providers for a range of reasons, including (amongst others) proximity, specialty, convenience and cost. Similarly, individuals may see a particular healthcare provider one year about an issue and a different healthcare provider the next year about the same issue. Consequently, there is a possibility that an individual who no longer attends the nominated healthcare provider forgets to update the NCSR to reflect this change. This has privacy implications as the NCSR would erroneously sends information to an outdated nominated healthcare provider. 
In our view, this is a risk which cannot be fully mitigated in practice, as to do so would require individuals to remember and proactively update the NCSR. However, in our view, there are three mitigation strategies which the NCSR could pursue:
· the NCSR portal should allow individuals to update their nominated healthcare provider, as this will allow proactive individuals to mitigate their own privacy risk;
· the NCSR portal should allow healthcare providers to update their status as the nominated healthcare provider (in circumstances either where they have received a new patient or are aware that a patient is no longer using that healthcare provider); 
· in any correspondence issued by the NCSR to a nominated healthcare provider, there should be a statement to the effect that requests the nominated healthcare provider to notify the NCSR if the healthcare provider knows they are no longer the correct nominated provider; and
· any correspondence issued by the NCSR to a participant should include information on the participant's nominated healthcare provider, an explanation of information provided to the nominated healthcare provider and easy-to-read instructions on how to change the nominated healthcare provider. 
Recommendation 12	Individuals (or healthcare providers on the participant's behalf) should be able to update the nominated healthcare provider in the NCSR. Correspondence to nominated healthcare providers should request that healthcare providers notify the NCSR if they should no longer be the nominated healthcare provider. Correspondence to individuals should set out information on the participant's current nominated healthcare provider and easy-to-read instructions on how that can be changed. 
In our view, these privacy risk mitigation strategies comply with APPs 10, 12 and 13 and would be reasonable for the NCSR to implement.
[bookmark: _Toc472319996]Best practice and continuous improvement 
As the NCSR is a new project, to ensure best practice and continuous improvement, Health should consider developing and implementing a complaints management framework for any complaints received by Health or Telstra Health in relation to the NCSR. That framework should deal with how to analyse complaints and their outcomes to improve the operation of the NCSR.
Recommendation 13	As part of the privacy governance framework recommended in Recommendation 2, Health should develop and implement a complaints management framework for any complaints received by the Health or Telstra Health in relation to the NCSR. This should include a process for dealing with complaints made in relation to how a State or Territory has handled NCSR information which has been reported to it from the NCSR.
Further, in order to ensure that the NCSR is operating as intended and that privacy issues are being appropriately dealt with, the operation of the NCSR should be reviewed periodically. Conducting a review can uncover any unintended operations/activities and privacy issues. Exposing these is important for the proper functioning of the NCSR and to ensure it is providing the service it was designed to provide without unnecessarily encroaching on privacy. In contrast, failing to conduct a review will miss an opportunity to improve the NCSR and to check whether it is operating appropriately. In the absence of scrutinising the operation of the NCSR, it will be uncertain whether it is operating as intended and whether the recommendations in this PIA remain sufficient to manage the privacy issues identified.
The review should particularly consider whether there were any complaints or issues raised about the management of personal information by Health or Telstra Health. More broadly, the review should be undertaken to ensure that the NCSR is operating as intended and that the recommendations in this PIA remain sufficient to manage the privacy issues identified. 
The review should be conducted periodically (that is, after two or three years of operation) or in accordance with any review by Health of Telstra Health's performance as a contracted service provider as set out in the service agreement (if any). This will ensure that the NCSR has been operated for a sufficient period of time to enable enough history and experience to be built up so that the review is meaningful. 
Recommendation 14	Health should review the operation of the NCSR from a privacy perspective periodically (that is, after two or three years of operation) or in accordance with any review of Telstra Health’s performance of its obligations under the service agreement at specified in the service agreement (if any). 
[bookmark: _Ref459322385][bookmark: _Ref462745517][bookmark: _Toc472319997]Further privacy issues and management strategies
This section sets out a number of privacy issues raised by the OAIC and other entities which have been consulted as part of preparing this PIA. In particular, these privacy issues relate to:
a) [bookmark: _Toc459322552][bookmark: _Toc459322652][bookmark: _Toc460593060][bookmark: _Toc472319998]migrating data to a single national register;
b) [bookmark: _Toc459322553][bookmark: _Toc459322653][bookmark: _Toc460593061][bookmark: _Toc472319999]the scale of the NCSR;
c) [bookmark: _Toc459322554][bookmark: _Toc459322654][bookmark: _Toc460593062][bookmark: _Toc472320000]handling individuals' Medicare information;
d) [bookmark: _Toc459322555][bookmark: _Toc459322655][bookmark: _Toc460593063][bookmark: _Toc472320001]linkages between the NCSR and other data sources (including the My Health Record system);
e) [bookmark: _Toc459322556][bookmark: _Toc459322656][bookmark: _Toc460593064][bookmark: _Toc472320002]access to the NCSR and data held therein;
f) [bookmark: _Toc459322557][bookmark: _Toc459322657][bookmark: _Toc460593065][bookmark: _Toc472320003]disclosure of information in the NCSR for research purposes;
g) [bookmark: _Toc459322558][bookmark: _Toc459322658][bookmark: _Toc460593066][bookmark: _Toc472320004]reporting to participating States and Territories;
h) [bookmark: _Toc459322559][bookmark: _Toc459322659][bookmark: _Toc460593067][bookmark: _Toc472320005]sending screening invitations;
i) [bookmark: _Toc472320006][bookmark: _Toc459322560][bookmark: _Toc459322660][bookmark: _Toc460593068]the opt out provisions in the NCSR Act; 
j) [bookmark: _Toc472320007][bookmark: _Toc459322561][bookmark: _Toc459322661][bookmark: _Toc460593069]the privacy implications of mandatory reporting under the NCSR Act;
k) [bookmark: _Toc472320008]the privacy implications of using ATSI/CALD status information; and
l) [bookmark: _Toc472320009]the privacy implications of different means of communication. 
2. [bookmark: _Toc472320010]Migrating data to a single national register
Establishing the NCSR involves large scale data merging. Data from the eight separate State/Territory hosted cervical screening registers and the current NBCSP Register will need to be migrated to the NCSR. 
This raises a number of privacy positives and privacy risks. On one hand, migrating data from various separate registers to the one register will create an integrated system which supports the implementation of the renewed NCSP and the implementation of biennial screening under the NBCSP. This will provide a single, cost-effective service to collect and report screening data. It will enable participants and healthcare providers to provide, update and receive information. It will also allow healthcare providers to identify patient's screening eligibility and history to support clinical decision making. 
On the other hand, there is a risk that there will be inaccurate matches of data between the various registers, lost data and duplication of data, which may result in incomplete and/or inaccurate records. This risk is exacerbated by the fact that legacy data will be merged as well. 
Further, inaccurate matches and incomplete/inaccurate records may also lead to compromised clinical decision making. There may be confusion as to what information has been provided to the participant, what tests an individual has undertaken and the results of those tests. This may jeopardise the participant's journey along the clinical pathway. It may also pose a threat to the quality and availability of information needed to deliver the correct services to the correct individuals.
Migrating data from various sources and involving different jurisdictions and governments poses a risk that there will be confusion as to who is responsible for the above (for example, inaccurate data matches, incomplete records and compromised clinical decision making). 
There is also a risk that States and Territories will have barriers or challenges to migrating their data to the NCSR, though the legal barriers to this migration should be overcome by virtue of section 6 of the C&T Act. 
To address the risks outlined in this section, it is recommended that:
[bookmark: _Hlk435433126]Recommendation 15	Health or Telstra Health (as appropriate) should develop and test data migration and data cleansing strategies prior to undertaking migration. Robust strategies will assist in ensuring a high level of data compatibility between the registers and will decrease the risk of inaccurate matches and duplication of records. 
Recommendation 16	Responsibilities with respect to cleaning and migrating data and the risks associated with it are clearly defined so privacy risks can be managed. This will help with issues around information moving between jurisdictions. 
Recommendation 17	Health and the States/Territories should work together to identify what specific risk mitigation strategies, if any, are necessary for each State/Territory in order to facilitate migration of data. 
[bookmark: _Toc472320011]Scale of the NCSR
Large scale data merging is involved in establishing the NCSR. This will create a much larger repository of personal information than that currently held in the separate registers. 
There are a number of efficiency advantages resulting from consolidating several sources of screening information into one record per individual. However, the significant amount of personal information to be stored centrally on the NCSR carries with it privacy risks from a number of perspectives (for example, in relation to access and security which are addressed in other parts of this PIA). 
The large centralised repository of information presents a risk that people/entities that have access to the NCSR will have access to information which is not necessary for them in performing their respective functions and/or to efficiently and effectively provide services to people recorded in the NCSR.
Further, the large scale of and nature of the information in the NCSR also make it an attractive target for people/entities that do not have access to the NCSR to try to gain access to data through other means. The C&T Act will amend the Freedom of Information Act 1982 (FOI Act) to exempt the NCSR from FOI requests made in respect of information held in the NCSR. This exemption will protect the privacy of individuals whose information is stored in the NCSR and is broadly justifiable on the grounds that there are few circumstances (if any) in which the disclosure of NCSR information could be said to be in the public interest. 
A number of recommendations made in this PIA address these risks. In particular, see Recommendations 8, 9, 20 and 21 which deal with system security for the NCSR and conditions for people with access to the register, as well as Recommendations 22 and 23 which set out matters which the data access and release policy for the NCSR should address. 
[bookmark: _Toc472320012]Handling individuals' Medicare information 
The NCSR will acquire a substantial amount of individuals' Medicare information. In particular, the NCSR will acquire Medicare enrolment and claims data at the data migration stage and then as a regular, ongoing process to identify potential candidates to invite for screening and excluding candidates from receiving invitations or reminders.
We understand that the NCSR system has been designed according to the best practice of collecting, using and disclosing only the minimum amount of Medicare information that is required for the purposes of the NCSR. Relevantly, Medicare enrolment data that is proposed to be collected includes Medicare number, Medicare PIN, HI, name, address, date of birth, sex, Medicare entitlement type, and ATSI status. Medicare claims data proposed to be collected similarly includes HI, claim code, specified claim code item, provider detail, date of service provided, status of the claim and claim type (Medicare or DVA). 
There are a number of privacy positives and privacy risks associated with this approach. On one hand, the minimum amount of Medicare information about an individual is collected, used and disclosed by the NCSR which minimises the privacy impact on those individuals. Without this level of access to Medicare information, the NCSR would not be able to operate efficiently and could impose further privacy risks on individuals if it had to seek separately such information from the relevant entities as relevant. 
However, some privacy risks remain, including that individuals' Medicare enrolment data will be made visible to other individuals, healthcare providers and NCSR staff and will be disclosed to other entities including Health EDW and the States and Territories for ongoing reporting. Health should consider managing individuals' expectations in relation to how these privacy risks will be addressed by including in its privacy policy and/or privacy notices how individuals' Medicare information will be handled by the NCSR. Health should also consider notifying individuals of the specific Medicare information being collected, used and disclosed by the NCSR in relevant public communications. 
Recommendation 18 	The Privacy Policy and Privacy Notices should contain concise information about how and from whom the NCSR collects information. It should also detail disclosure, including that screening information is published to the individual’s My Health record.
Despite these privacy risks, our view is that the NCSR Act authorises the collection, use and disclosure of individuals' Medicare information where such collection, use or disclosure is for the purposes of the NCSR Act and no further privacy recommendation is required. For completeness, we note that section 6.6 above sets out our view why APP 9 (adoption, use and disclosure of government identifiers) does not provide a barrier to the NCSR collecting Medicare information (including Medicare numbers). 
[bookmark: _Ref459323365][bookmark: _Toc472320013]Linkages between the NCSR and other data sources including the My Health Record system
The NCSR will have capacity to access clinically relevant information (e. g. past diagnosis of cervical and bowel cancer) in external databases and link with data to determine whether a person is eligible, including using Medicare information to determine whether an individual will be invited to screen. For example, there will be data linkages between the NCSR and the HPV Register, the Fact of Death register and the My Health Record system (although the NCSR will not collect clinical information from the My Health Record system).
[bookmark: _Hlk435433154]One privacy positive of these data linkages between the NCSR and other databases is that it provides an integrated system, in particular it ensures that individuals are not invited to screen where that would be inappropriate. It also increases the likelihood of data matches and creating a complete record for each individual. However, linkages with other systems raise privacy risks: namely, they could leave the other registers and databases vulnerable to excess access by the NCSR as the NCSR may have access to information that is not relevant for determining eligibility or the clinical pathways. 
Many of these linkages between the NCSR and other entities involve the collection, use and disclosure of healthcare identifiers. Section 5 sets out the authorisations for handling healthcare identifiers in this way. 
There are privacy positives and privacy risks associated with using healthcare identifiers to match data and establish linkages between the NCSR, HPV Register and My Health Record system. Using the healthcare identifier to match data will ease integration and data flow between the systems. The use of healthcare identifiers increases the consistency and accuracy in matching the correct identity and decreases the risk of duplication of records. 
However, using healthcare identifiers for this purpose expands their use, which is a potential privacy risk. However we note that this use is within the object and framework of the HI Act in that it is designed to ensure that healthcare providers can correctly match information about an individual in relation to a health service.
7.4.1 Linkage with My Health Record system
The NCSR is designed to link with, but not duplicate, the My Health Record system. This presents a number of privacy positives and privacy risks, as outlined below. 
We understand that the intended use of data published to the My Health Record is primarily centred on: 
· promoting program uptake through better interaction between healthcare providers (particularly GPs) and eligible Australians; and
· contextualising clinical information within an individual’s My Health Record. 
The information likely to be disclosed by the NCSR to the My Health Record system involves some personal information including healthcare identifiers and screening eligibility and status information. The NCSR will not disclose a participant's clinical information to the My Health Record system, which is consistent with the digital health objective of promoting direct publishing of clinical data to the My Health Record by healthcare providers. 
As noted in the information flows in section 5 and as discussed further in section 6.5, data linkages between the NCSR and My Health Record involve a number of collections, uses and disclosures of information. These collections, uses and disclosures must be in accordance with the APPs and, where applicable, the HI Act and My Health Records Act. 
Most of the legal analysis is set out in these sections above; however, it is worth noting that the NCSR itself will likely be a "healthcare provider" for the purposes of the My Health Records Act and HI Act, as it is an entity that provides healthcare. [footnoteRef:15]  [15:  "Healthcare" is defined in the My Health Records Act and HI Act to mean a "health service" within the meaning of that term in s 6FB of the Privacy Act. Our view is that the activities performed by the NCSR fall within sections 6FB(1)(a), (c) and (e) of the meaning of health service, and therefore within the meaning of healthcare for the purposes of the My Health Records Act and HI Act.] 

As a "registered repository operator" within the meaning of s 5 of the My Health Records Act, the NCSR will be authorised to adopt the healthcare identifier of a healthcare recipient (item 3 s 17 of the HI Act) and that of a healthcare provider (item 2 s 25B of the HI Act) for the purposes of the My Health Record System. 
Recommendation 19	The NCSR should be a participant in the My Health Record system and have the necessary legislative permissions to make changes to an individual's My Health Record. 
[bookmark: _Toc472320014]Access to the NCSR and data held on the NCSR
Various people/entities (such as Telstra Health, healthcare providers, pathology labs, contracted pathologists and individuals) will have access to the NCSR and the personal information of a significant number of individuals contained on it. 
7.5.1 Individuals' access to the NCSR
A significant part of the design of the NCSR is that individuals will have access to view their demographic information but not their clinical records (which will be accessible either through the My Health Records system or the participant's healthcare provider). Providing individuals with access to their own demographic information on the NCSR provides a level of transparency to individuals. It gives them visibility of their information and the ability to interact with the NCSR (for example, by updating contact details or selecting a preferred communication channel). 
However, this presents security and access control issues, the most significant of which is the risk of unauthorised access to an individual's information.
To address this risk, it is recommended that:
[bookmark: _Hlk435433265]Recommendation 20	Health should review the security and access arrangements to ensure that all reasonable risks of unauthorised access are mitigated. 
7.5.2 Other entities' access to the NCSR
Allowing various people and entities to have access to the NCSR will greatly assist in providing an efficient and effective service as it ensures that the necessary people/entities have access to all relevant information. However, there are obvious privacy risks to individuals recorded on the NCSR if access is not well managed. 
There is a risk that people or entities accessing the NCSR will have access to information through the NCSR that they would not otherwise have. Further, there is a risk that people/entities may have access to information on a participant's record which the participant does not want them to see: for example, if a participant sees one GP for their HPV test and a different GP for general consultation, the participant may not want the results from one to be visible to the other. We understand that, as healthcare providers may have access to a participant's entire clinical history on the NCSR (and not just for their patients) so as to maximise a healthcare provider's ability to provide quality healthcare services, this is a possibility and we have included recommendations in section 6.8 to mitigate this privacy risk. 
We understand that Health proposes that healthcare providers will be able to run audits of their patient database against the NCSR and/or look up their patients on the NCSR to see their patients' status and to assist with encouraging their patients to participate in a screening program. Health is further considering whether indigenous healthcare workers will be able to look up their patient cohort in the NCSR to identify eligible patients to offer screening tests as part of an alternative screening pathway pilot. In both instances, prior consent by the eligible person may not have been granted but these actions would be in the context of healthcare providers providing healthcare services to their patients and would be authorised under the NCSR Act. 
To address the risks outlined in this subsection, it is recommended that:
[bookmark: _Hlk435433217]Recommendation 21	The NCSR has role-based accessed controls (which are set by the system, not individuals) which limit the access of people/entities to information in a participant's record that is necessary to provide services to the participant or to serve a justified usage. 
For example, pathologists may not need access to all of an individual's biographical information in order to provide services to that individual as part of the NCSR. In addition, administrative staff that perform functions in relation to the NCSR (whether retained by the Department or Telstra Health) would not ordinarily require access to clinical information stored in the NCSR. These types of role-based restrictions are important in order to avoid privacy risks associated with "browsing" records. 
In addition, as various people/entities are able to access the NCSR, maintaining the security of information held on it is difficult. There is increased risk of misuse, interference and loss of data as well as unauthorised access, modification and disclosure (see APP11). There is also a risk that people/entities with access to the NCSR may not be sufficiently aware of the privacy obligations in the APPs in order to comply with them. We have previously addressed APP 11 and issues of unauthorised access, as well as recommendations in relation to managing those risks, in section 6.8 above. 
b. [bookmark: _Toc472320015]Disclosure of information in the NCSR to the Health EDW and for research purposes
As set out in section 5.6, the NCSR will use healthcare identifiers by  sharing personal information with  Health's EDW. This information is likely to contain healthcare identifiers and Medicare numbers and will be used by Health's EDW for joining data from other systems to provide de-identified statistical and analytical reports. 
Section 6.5 further sets out the use of such personal information and healthcare identifiers will be authorised by a combination of clauses 17(3)(a) and 12(1)(b) and (n) of the NCSR Act, and section 26(3)(b) of the HI Act. The combined effect of these provisions is to authorise disclosures of NCSR information for the purposes of research, or collecting, analysing and publishing statistics and other information relating to screening and diagnoses associated with designated cancers. 
However, even though disclosures for research purposes are authorised by legislation, Health should consider whether information to be disclosed for research purposes can and should be de-identified prior to disclosure. This would mitigate the privacy impacts imposed on individuals from having their identified information disclosed to third parties. 
Recommendation 22	A data access and release policy should be prepared which covers the disclosure of information from the NCSR for research, including whether the information should be de-identified. Where applicable, the disclosure of information will need to be in accordance with any relevant guidelines, including procedures akin to those made under sections 95 or 95A of the Privacy Act. 
[bookmark: _Toc472320016]Reporting to participating States and Territories
As explained in section 4, the NCSR has a reporting functionality. Participating State and Territory Health Departments will have access to identifiable data for individuals residing in their jurisdiction and will be able to run their own reports to enable planning for service delivery. This access is authorised under subsection 17(3)(c) of the NCSR Act. 
Access to identifiable data in the NCSR will be managed through a MoU with participating States and Territories which will address access, use and disclosure of NCSR data, physical and personnel security and secondary disclosure of data reported by the NCSR. 
The flow of information from the NCSR to participating States and Territories is set out in section 5.6 and is discussed in section 6.5. The legislative basis for this disclosure is a combination of clause 17(3)(a) and clause 12(1)(h) and (k) of the NCSR Act. Together, these provide that a person may collect, make a record of, disclose or otherwise protected information for the purposes of the NCSR, which include providing participating States and Territories with access to information relating to individuals about screening and diagnoses associated with designated cancers and advising participating States or Territories when action may need to be taken after a screening test for an individual. Where reporting of information to a State or Territory involves the disclosure of an individual's healthcare identifier, this will be authorised by the above sections in conjunction with section 26(3)(b) of the HI Act. 
This presents a number of privacy positives. Designing the NCSR so that it has a reporting capability has positive flow-on effects: for example, it can inform policy and provide activity statements, benchmarking and forecasting. 
However, identified reports provided to State and Territory Health Departments may involve an unnecessary disclosure of personal information. Further, even where reports are provided on a de-identified basis, those reports may contain values that are so low that it is possible to re-identify the individual.
To address these privacy risks, the disclosure of NCSR information to the States and Territories, and subsequent purposes for which the States and Territories may use the information, should be subject to a data access and release policy. In particular, this policy should set out permitted uses and secondary disclosures of NCSR information from the States and Territories to other entities, including State or Territory agencies or non-governmental organisations responsible for supporting that jurisdiction's involvement in the NCSP.
To address the risks outlined in this subsection, it is recommended that:
Recommendation 23	Further to Recommendation 22, the data access and release policy should address the following matters:
· the permitted uses and secondary disclosures of NCSR information provided to the States and Territories;
· the rules and procedures for when a State, Territory or other third party will receive identified or de-identified information. In particular, identified information should only be disclosed in circumstances where the receiving party requires identified information;
· where identified information is disclosed, it should be appropriately encrypted during transmission to the receiving party and while at rest with the receiving party; and 
· where de-identified information is disclosed, it should not be reasonably possible for the information to be re-identified.
[bookmark: _Toc472320017]Sending invitations to screen 
An important function of the NCSR is communicating with certain Australians to notify them where it may be appropriate for them to consider screening for bowel or cervical cancer. This involves a number of processes including commencing with identifying the cohort of eligible Australians who should receive screening invitation letters and concluding with updating the NCSR with an individual's screening results. These processes are, for the bowel cancer screening pathway, set out in the information flows at section 5.5. 
As the bowel cancer screening pathway involves a number of collections, uses and disclosures of personal information, there are a number of privacy implications. The current National Bowel Cancer Screening Program, operated by DHS on behalf of Health, involves a series of template letters (pre-invitation, invitation, positive and negative results). We understand that these letters will continue to be used for the NCSR, updated to reflect the change in the Department and program. As indicated in sections 6.2 and 6.5, these letters are broadly privacy positive as they play an important role in notifying individuals of the information being collected by the NCSR (APP 5) and any personal information disclosed in them is consistent with APP 6 (as it is for the primary purpose for which the information is collected or is authorised by the NCSR Act). 
We note, however, that given that the NCSR will be using Medicare enrolment and claims data, individuals who have not previously been screened for cervical and/or bowel cancer may be contacted. Collecting a wider range of data and capturing women who have not previously taken an HPV test and individuals who have not yet been screened for bowel cancer, expands the number of individuals who are tested, which will hopefully lead to an increase in the early detection of cancer. However, this can create some privacy risks as there may be some cultural or other sensitivities around inviting women to have an HPV test who have not requested one. Women may not want to receive, or feel comfortable receiving, such information. Similarly, individuals may not want to be contacted regarding bowel cancer and receive a bowel screening test kit. 
To address the risks outlined in this subsection, it is recommended that:
[bookmark: _Hlk435433283]Recommendation 24	That it be possible for individuals to self-select preferred methods of correspondence for information from the NCSR and that this is effectively communicated to individuals. 
For completeness, we note that individuals can also choose to opt out of the NBCSP entirely, which mitigates the privacy risks associated with sending screening invitations. The privacy implications of the opt out provisions in the NCSR Act are considered in further detail in section 7.9 below.
b. [bookmark: _Ref459307182][bookmark: _Toc472320018]Opt out provisions in the NCSR Act
The NCSR Act sets out provisions allowing individuals to opt out of participation in the NCSR at any time. In general terms, opting out:
· means that an individual will receive no further invitations to screen (or test kits or advice that they should undertake particular action post-screening) unless they opt back on;[footnoteRef:16] and [16:  See clause 14(1)(b) of the NCSR Act.] 

· allows, if desired, an individual to request that their information, which was mandatorily provided to the Commonwealth Chief Medical Officer in accordance with clause 13 of the NCSR Act, not be included in the NCSR;[footnoteRef:17] but [17:  See clause 14(1)(c) of the NCSR Act.] 

· does not mean that an individual can request the NCSR to delete information about them which the NCSR already holds. [footnoteRef:18] However, we understand that where a person opts out, the NCSR will hide that person's screening history so that no person other than Telstra Health (or Health) can view that person's information. In this regard, we also note that a person can also request that a pseudonym be used in connection with their record in the NCSR (see section 6. 3 which considers APP 2). [18:  We understand this policy position was taken as retrospective deletion of NCSR data impacts upon other considerations (for example, the use of NCSR data for research purposes). ] 

Individuals will also be able to request deferrals or suspensions of screening.
Two key issues relating to the opt out provisions in the NCSR Act are how the opt out (or screening deferral) mechanism will be implemented in practice and how individuals will be made aware of their rights to opt out. These issues are interrelated and addressed together below.
Individuals should be made aware of their right to opt out or defer screening in a number of ways. First, for the bowel screening program, the pre-invitation and invitation letters sent to eligible participants in the screening pathways should make clear that individuals have the right to opt out of participation or defer screening at any stage of the screening program and should clearly state that a person may opt out by phone, email, online at the NCSR website or via a paper form. Similarly, for those people invited to the cervical screening program, the right to opt out of participation in the screening program or defer screening should be clearly and prominently set out in the invitation communication. Where the NCSR receives notification that a person has opted out in one of these ways, it should consider confirming the participant's intention to opt out via a phone call (seeking the reasons for the opt out, optionally provided) and/or with a letter confirming to the individual that they have opted out and will receive no further communications from the NCSR unless they opt back on. Where an individual has deferred screening, the NCSR should confirm with the person in writing the date to which the screening has been deferred.
Secondly, we understand that healthcare providers which are registered with the NCSR will have the ability to opt out their patients directly through the NCSR portal or software. Healthcare providers should receive training to ensure they can communicate to their patients the purposes of the NCSR, what benefits and privacy impacts the NCSR might have for the individual, and the right to and implications of opting out (including the right not to have mandatorily reported-information included in the NCSR). This is particularly relevant for the cervical screening program where an eligible person attending their healthcare provider for an HPV test may elect to participate in the cervical screening program based on a recommendation from their healthcare provider without receiving an invitation.
Thirdly, the opt out rights and processes should be clearly set out in the NCSR privacy policy.
Recommendation 25	Screening letters sent to individuals should clearly communicate an individual's opt out and deferral rights and how they can elect to opt out of the screening pathway. With respect to the NCSP, this will allow women to choose to opt- out of the NCSR so they do not receive invitations, opt out of receiving certain information or correspondence, indicate that they need to defer their screening for a defined period, request that their information is not disclosed for certain purposes or request that their information is kept anonymous.
Recommendation 26	Healthcare providers should receive basic training relating to the advantages and disadvantages of opting out of the NCSR so they can communicate these to their patients to make informed decisions about whether they wish to opt out.
Recommendation 27	The NCSR privacy policy should clearly and prominently set out a participant's opt out rights and how to exercise them.
[bookmark: _Ref459311432][bookmark: _Toc472320019]Privacy implications of mandatory reporting under the NCSR Act
We have been asked to consider specifically the privacy implications of mandatory reporting under the NCSR Act. 
Clause 13 of the NCSR Act provides that certain individual healthcare providers for certain types of screening tests or diagnoses must notify the Commonwealth Chief Medical Officer within a certain time of particular information relating to the screening test or diagnosis. The individual healthcare providers and the types of information to be reported will be prescribed by rules made under the NCSR Act. A breach of this provision by an individual healthcare provider carries a civil penalty. 
Legislative provisions of this kind subordinate an individual's privacy rights under the Privacy Act and the APPs to other purposes. This is appropriate in certain circumstances, including where there is a policy decision about the relative importance of different matters: in this case, the NCSR Act prioritises an individual's health over an individual's privacy. 
The privacy implications of clause 13 cannot be fully determined at the time of this PIA as the rules prescribing the individual healthcare providers who must report and the information they must disclose have not yet been drafted. However, there are a number of factors mitigating the privacy impacts on individuals imposed by clause 13, including that, as we understand:
· clause 14(1)(c) of the NCSR Act will allow a person to request that their information, which was notified to the Commonwealth Chief Medical Officer in accordance with clause 13, not be included in the NCSR;
· mandatory reporting will likely only apply (at least initially) to cervical cancer screening information and diagnoses, and not bowel cancer screening; and
· mandatory reporting will apply only in respect of individuals residing in participating States or Territories. This means that healthcare providers in jurisdictions that are not participating may still be required to notify the Commonwealth Chief Medical Officer if the person they have provided services to resides in a jurisdiction that is participating. 
In this regard, our view is that the privacy impacts on individuals imposed by mandatory reporting under the NCSR Act are appropriately mitigated to the extent possible without compromising the policy objective of collecting particular health information in connection with cancer screening and diagnoses. 
[bookmark: _Toc472320020]Privacy implications of using ATSI / CALD status information
One of the NCSR's functions is to identify and engage individuals in sections of the community which under screen (that is, individuals in populations which do not screen as often as other sections of the community). Identifying individuals in under-screening populations involves considering a number of demographic details, including, amongst others, ATSI / CALD status information which the NCSR may collect from Medicare data. 
Whilst the collection and use of ATSI / CALD status information is authorised under the NCSR Act and does not appear to raise any novel privacy risks (when compared with using other demographic information to identify potentially eligible persons), we understand that there may be sensitivities regarding how such information regarding status is shared, particularly in circumstances where the information is collected from Medicare. 
In light of this, we recommend that the communication strategy mentioned in Recommendation 3 also include strategies for sensitive communication in relation to collection of information regarding ATSI and CALD status. It may be helpful for the Department to engage a consultant to provide advice to the Department on those issues.
Recommendation 28	Health should consider appointing an indigenous consultant (or other person with relevant expertise) to ensure that the purposes for which the NCSR collects and uses ATSI / CALD status information are communicated with appropriate sensitivity.
[bookmark: _Ref460515459][bookmark: _Toc472320021]Privacy implications of different means of communication 
We understand that the NCSR may, from time to time, contact participants to ensure that their details in the NCSR are correct and to notify or remind participants of upcoming screenings. Such communication may take the form of an SMS, email or letter and are likely to contain personal information and possibly information about the person's previous screening history (namely, clinical outcomes). 
As indicated in section 5, these disclosures of personal information from the NCSR are permitted under APP 6 in accordance with section 17(3) of the NCSR Act. Further, for the purposes of APP 6, the means of communication (SMS, email or letter) does not matter. 
However, from a privacy risk perspective, each means of communication has its own inherent risks and none is entirely secure (for example, letters can be taken out of post boxes, mobile phones can be lost and emails can be hacked). In each of these situations, not only might the participant have his or her personal information revealed to an unauthorised third party, but the individual may not receive or be aware of the communication in the first place, such that they would not know that they should notify the NCSR of the missing correspondence. 
In practice, we do not think the risk of unauthorised access can be fully mitigated. However, to ensure that correspondence reaches the participant in an appropriate way, the correspondence sent to a participant should be of the type(s) self-selected by the participant in line with Recommendation 30. Further, Health should consider making a copy of the correspondence available to the participant upon logging into the NCSR portal.
Recommendation 29	Correspondence sent to participants to notify or remind them of screening should be of the type(s) self-selected by the participant in line with Recommendation 24. Health should consider making a copy of the correspondence available to the participant upon logging into the NCSR portal.
[bookmark: _Ref459038413][bookmark: _Toc472320022] — Glossary
Glossary of Terms
APP	Australian Privacy Principle
APP Guidelines	APP Guidelines (Office of the Australian Information Commissioner, Version 1.1, February 2014)
ATSI	Aboriginal and Torres Strait Islander
C&T Act	National Cancer Screening Register (Consequential and Transitional Provisions) Act 2016 (Cth)
CALD	culturally and linguistically diverse
DHS	Department of Human Services
Health 	Department of Health
HI Act	Healthcare Identifiers Act 2010 (Cth)
HI	"healthcare identifier" within the meaning of the Healthcare Identifiers Act
HI Service	Healthcare Identifiers Service
ISM	The Australian Government Information Security Manual
My Health Records Act	My Health Records Act 2012 (Cth)
NBCSP	National Bowel Cancer Screening Program
NCSP	National Cervical Screening Program
NCSR	National Cancer Screening Register
NCSR Act	National Cancer Screening Register Act 2016 (Cth)
NCSR Acts	Collectively, the NCSR Act and C&T Act
NHPVR	National Human Papillomavirus Vaccination Register
Privacy Act	Privacy Act 1988 (Cth)
Telstra Health 	A standalone business unit of Telstra Corporation and contracted service provider for the operation and management of the NCSR in accordance with a services agreement with Health
[bookmark: _Toc434584072][bookmark: _Toc448841141][bookmark: _Ref369858610][bookmark: _Toc374022586][bookmark: _Toc403062160][bookmark: _Ref456724485][bookmark: _Toc456887993][bookmark: _Ref459038425][bookmark: _Toc472320023]— Definitions
collects: an entity collects personal information only if the entity collects the personal information for inclusion in a record or generally available publication. 
discloses: an entity discloses personal information when it makes it accessible or visible to others outside the entity and releases the subsequent handling of the personal information from its effective control. 
uses: an entity uses personal information when it handles and manages that information within the entity’s effective control.
Medicare claim data includes:
· Healthcare Identifier, 
· Claim Code,
· Specified Claim code item ( the procedure which was undertaken) 
· Provider detail,  
· date service provided,
· Status of the claim,
· Claim Type (DVA or Medicare).
Medicare enrolment data includes:
· Medicare Number, 
· Medicare PIN,
· Healthcare Identifier, 
· Name, 
· Address, 
· DOB, 
· Sex, 
· Medicare Entitlement Type, 
· CALD,
· ATSI,
· Record status,
· Number status,
· Medicare IRN,
· DVA number. 
personal information means information or an opinion about an identified individual, or an individual who is reasonably identifiable:
a) whether the information or opinion is true or not; and
b) whether the information or opinion is recorded in a material form or not. 
sensitive information means: 
a) information or an opinion about an individual's: 
i. [bookmark: _Toc459322679][bookmark: _Toc460593084][bookmark: _Toc472320024]racial or ethnic origin; or 
ii. [bookmark: _Toc459322680][bookmark: _Toc460593085][bookmark: _Toc472320025]political opinions; or 
iii. [bookmark: _Toc459322681][bookmark: _Toc460593086][bookmark: _Toc472320026]membership of a political association; or 
iv. [bookmark: _Toc459322682][bookmark: _Toc460593087][bookmark: _Toc472320027]religious beliefs or affiliations; or 
v. [bookmark: _Toc459322683][bookmark: _Toc460593088][bookmark: _Toc472320028]philosophical beliefs; or 
vi. [bookmark: _Toc459322684][bookmark: _Toc460593089][bookmark: _Toc472320029]membership of a professional or trade association; or 
vii. [bookmark: _Toc459322685][bookmark: _Toc460593090][bookmark: _Toc472320030]membership of a trade union; or 
viii. [bookmark: _Toc459322686][bookmark: _Toc460593091][bookmark: _Toc472320031]sexual orientation or practices; or 
ix. [bookmark: _Toc459322687][bookmark: _Toc460593092][bookmark: _Toc472320032]criminal record;
that is also personal information; or 
b) health information about an individual; or 
c) genetic information about an individual that is not otherwise health information; or 
d) biometric information that is to be used for the purpose of automated biometric verification or biometric identification; or 
e) biometric templates. 
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“Project description
~Broadly describe the project, including the aims and whether any personal
information will be handled

~This stage involves_intemal consutation to fully understand the project.

~Mapping personal information flows and privacy framework
~Describe and map the projects personal information flows and document all
relevant legislative and organisational rules.

“Privacy impact analysis
~Identify and analyse the project's privacy impact

~Undertake a privacy compliance check to ensure that the project complies with the
Australian Privacy Principles

-Privacy Management
~Consider how to manage any privacy impact, particularly options that will improve
privacy outcomes

~Recommendations
~Produce a final PIA report covering the above stages and including
L7 | recommendations
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