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1. Executive Summary

1.1. Background

On 1 August 2016, a sample of de-identified and encrypted Medicare Benefits Scheme
(MBS) and Pharmaceutical Benefits Scheme (PBS) patient level claims data was publicly
released onto the website www.data.gov.au. This followed over a year of work to assembile,
test and confirm the dataset for release. A suite of confidentiality measures had been
applied to the data to protect the identity of patients and providers.

On 8 September 2016, the Australian Bureau of Statistics (ABS) was advised by researchers
from the University of Melbourne that they had been able to decrypt the Service Provider
Number from the 2014 MBS dataset contained within the broader dataset. J@After being
notified, the Department of Health confirmed that the sample data had:<%n fact been
decrypted.

1.2. Overall Assessment

This independent review found that the Department’s initiativesdo publicly release this data
were consistent with the principles of the Government regarding enabling broader access to
information for research, policy-making and decision-making.

Scope Item 1: Understand and Define Risk Exposure to the Department from
the Incident

The likelihood of public re-identification of the data in the dataset is possible given for some
components of the dataset it has been proyén to be possible, and this will likely become
public. There are varying levels of likelihog@depending on attributes of the dataset.

The primary consequence of this public‘ré-identification is reputational, and the reputational
consequence is likely to be high, given the sensitivity of the data and the level of public
expectation. There is also some risk of legislative breach being an outcome if there is public
reidentification; however this is likely to be contested.

Scope Item 2: Define root cause of the unexpected disclosure of sensitive
information to the Department

This independent review has found that there were four primary contributing factors that led
to the unexpected re-identification of sensitive information from the publicly released linkable
10% MBS and PBS Sample dataset:

= The encryption methods utilised for the Service Provider Number had not been tested to
confirp) fithess for purpose given the unique nature of data and the more public release
of the data.

= -Data governance arrangements at Health were in a state of change, to a more controlled
model of management, reducing clarity at the time of requirements and expectations in
data management and release.

= Formalities for approval of release of the dataset were not appropriately robust.

= Project and risk management disciplines associated with the development and release of
the dataset would have benefited from increased rigour.
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1.3. Summary of Findings and Recommendations

Report : Risk
_

Encryption method applied to the MBS
6.1 data in the dataset had not been tested
for its purpose

Data governance arrangements at
Health are in a state of change,

6.2 reducing clarity of requirements and
expectations in data management and
release

Formalities for approval of release of the

5.9 dataset were not appropriately robust
Project and risk management disciplines
6.4 associated with the development and

release of the dataset would have
benefited from increased rigour

Data release policies for the Department should
include a requirement for specific testing of
confidentialisation measures for all public releases of
unit-level or patient level data to confirm that they are
appropriate to meet the Department’s risk appetite for
data release. Such testing should be undertaken by
qualified personnel with relevant skills including (as
required) cryptography and data analysis.
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2. Background, Scope and Approach

2.1. Background

The Department of Health is the custodian of extensive data holdings relating to health care
and health care costs in Australia. This is an important resource to inform decision making
by Governments, providers, pharmaceutical companies and other relevant entities.

The Public Sector Data Management report issued by the Department of the Prime Minister
and Cabinet in July 2015, noted the following:

“Currently, the Commonwealth’s capacity to fully derive value from public sector data is
constrained by competing priorities and the lack of an overarching strategy.

= There is no clear mandate for the Commonwealth to use and release public-sector data.

= There are barriers (perceived and real) to sharing data within the Commonwealth and
with jurisdictions to improve policy and service delivery.

= The APS lacks sufficient incentives, skills and organisational arrangements to capitalise
on its data.

=  The Commonwealth does not have a strong culture of publishing data to foster economic
opportunities.”

As a consequence, a series of recommendations wergzimade, which the Government has
committed to implement. In total, 15 recommendations were made, which can be grouped
as follows:

1. Build confidence and momentum (six recommendations) to be implemented over 1-6
months.

2. Systematise the use and release pf public sector data (nine recommendations) to be
implemented over 1-18 months

On 1 August 2016, a sample ofide-identified and encrypted Medicare Benefits Scheme
(MBS) and Pharmaceutical Benefits Scheme (PBS) patient level claims data was publicly
released onto the website wiww.data.gov.au. This followed over a year of work to assembile,
test and confirm the dataset for release. A suite of confidentiality measures had been
applied to the data to protect the identity of patients and providers.

The dataset compriged linkable MBS and PBS claims data for a random selection of 10% of
the Australian patients, including MBS data from 1984 and PBS data from 2003 up to 2014.
The data release represents approximately 3 billion lines of data relating to approximately
2.5 million AUstralians. The intention of the Department is to update this dataset annually as
additionaldata becomes available.

The release of the data is expected to provide researchers with the opportunity to undertake
research without having to bear the costs and delays associated with requests to
government for unit record linked data. It would facilitate longitudinal analysis of patient
progression through the Australian health system and provide the basis for cohort analysis.

The release of the dataset was an extension of a long-standing arrangement that had been
established by the Department of Human Services (DHS) whereby a 10% sample of de-
identified PBS (only) claims data had been released to a selection of approved research
organisations on a contracted basis, with certain restrictions on how the data could be used
by those approved research organisations. This arrangement had been in place since 2005.
The structure and methodology of the sampling and confidentialisation of the data for the
linkable MBS and PBS claims data that was publicly released was based on the approach
that had been taken for the PBS (only) data.
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On 8 September 2016, the Australian Bureau of Statistics (ABS) was advised by researchers
from the University of Melbourne that they had been able to decrypt the Service Provider
Number from the 2014 MBS dataset contained within the broader dataset. After being
notified, the Department of Health confirmed that the sample data had in fact been
decrypted. The Department immediately requested the suspension of access to the dataset
on www.data.gov.au.

It is understood that approximately 1,500 downloads of all or part of the dataset had been
made prior to the suspension of access.

2.2. Objective

Following the identification of this issue, the Department of Health commissioneéd an
independent review to assess and document the circumstances associated with.the recent
event of decryption and re-identification of certain MBS and PBS data and.assess and
document the controls that were undertaken to manage the risk of privagy breach or
unexpected disclosure of the sensitive information with a view to:

1. Understand and define exposure to the Department;

2. Define root cause of the unexpected disclosure of sensitive information to the
Department; and

3. ldentify recommendations for the future to ensure . the risk is managed consistent
with the Department’s risk appetite.

2.3. Scope

All aspects of the selection, assembly, management (including encryption and perturbation)
and subsequent re-identification of data asspgiated with the reported incident are included
within the scope of the independent review:

Scope Limitations
The independent review does not;
= assess response strategiesconce the incident was identified;

= assess the Department's data management and publication strategy, but rather has
assessed the processes and decision making in the case of the data release in question
(consistent with that strategy);

= test the encryption and perturbation mechanisms;

= provide legal opinion in connection with compliance with legislation, although it did
considerlegal advice sought by the Department;

= makeany judgement on the accuracy or otherwise of the content of the dataset.

Therassessments made during this independent review have been provided in good faith
and in the belief that such statements and opinions are not false or misleading. Due to the
limited duration of the independent review, Protiviti has relied on information that was
provided by Health and other stakeholders. (A full list of officers consulted in the
independent review is included in Appendix 2 to this report.) Protiviti does not express an
opinion as to whether the information supplied is accurate and no warranty of accuracy or
reliability will be given. Furthermore, we have not implied and it should not be construed that
we have verified the information provided to us, or that our enquiries could reveal any matter
that a more extensive examination might disclose.
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2.4. Methodology

The approach to the independent review is defined below.

Through consultation with data owners, stakeholders including DHS and ABS, and
personnel who identified the ability to decrypt the data, and consideration of existing risk
assessment documentation associated with the released data, document the risk
associated with the potential decryption of the released data (considering both likelihood
and consequence of decryption and identification);

o

Through consultation with the University of Melbourne, identify how the decryption wgg

identified and implemented, with a view to assisting in identification of root cause; S

Identify all aspects of the management of the project to select, assemble and, (\age
(including decryption and perturbation) the data, with a focus on identification’of key
controls to manage the risk. Key controls may relate to (but not be Iimi@ by): due
diligence regarding release project, selection of encryption and perturbation techniques,
testing of encryption and perturbation, information authorisation, qua%g( assurance and
risk assurance processes, and decision making and authorisation fopg’é ease;

<
Identify the root causes of the unexpected decryption of infonnal{&t
Through consideration of root cause and controls, identify: (’\\

(%)
o Whether any weakness in control contributed to @occurrence of the event, and
e

whether this is outside the Department’s docun@ d risk appetite.

o What (if any) recommendations should be ‘i&gplemented in the future to manage

the risk to a level consistent with the De%&nent’s risk appetite.

Make comment on records retained to sg{:@\‘t the overall project and management of
risk associated with the data release. osb

N
2.5. Review Team ?‘d\
T S
o . .
SATF s\\é\ Managing Director
e)
&)@
®®
<<\
\\g\@
&
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O
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\Q)@
DEPARTMENT OF HEALTH

INDEPENDENT REVIEW OF 10% SAMPLE MBS AND PBS DATA DECRYPTION

Page 8 of 27



Q-.

FOI 27-3429 - Document 1

t ] ] t []
I Risk & Business Consulting.
Internal Audit.

3. Chronology

%
%

The following table presents a chronology of relevant events leading up to the identification
of decryption of the data

1990's

Mid 2005

16 July 2010
May 2011

19 July 2011

March 2012

25 May 2012
14 June 2012

<
30 August 2012 <

®®
27 Nover&@ﬁr 2012

\}(\
23ay 2013
@%

28 August 2013

11 November 2013

29 July 2014

DEPARTMENT OF HEALTH
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DHS records indicate that the method of scrambling/encryption of data used for the
10% PBS Sample dataset was potentially being used by the then Health Insuranc O
Commission and was later adopted for use in the 10% PBS Sample dataset. (Baged
on advice from DHS.) \i\

N\

DHS was approached by a research organisation requesting a PBS S’ijgf& data.
From this the 10% PBS sample dataset was created and the resea? ganisation
contracted on a fee-for-service basis to provide quarterly 10% sagépl datasets. This
arrangement has continued to operate ever since, with new a ed research

organisations being included in the arrangement. \2@
Minister for Finance makes Declaration of Open GO‘{& ent.

Office of the Australian Information Commission(eé}leases Principles on open public
sector information. &

Enterprise Data Management — High Le@:’rinciples released by the Chief Information

and Knowledge Officer of the Depar&r@lt of Health.

DHS, in consultation with Healt ,’&)posed a review of the existing 10% PBS sample
dataset provision arrangements (at that time, to six private sector organisations),
including review of the cq?zct and the arrangements. It was agreed to utilise the
assistance of an outpe@ officer from ABS in Health. Review was part of a broader
workplan which inc&ded a “review of the 10% PBS dataset in its current form”,
including “is ther&7an ability to identify consumers, providers or pharmacies within a
three month d or over a greater length of time”. The workplan also included
broader in development of guidelines and review of fee-for-service contract.” The
intent {Q’%the work was to be completed within one year.

O
'@s of Reference of Department of Health Data Governance Council is approved.

OEnterprise Data Governance Framework re-released (prior version April 2012), which

Q
O
S

provides guidance on data governance and management. (The framework includes
limited detailed instruction regarding data release procedures.)

Meeting between representatives of Health and ABS to progress ABS review. It was
agreed at this meeting that the project would be split into two phases.

ABS (Methodology and Data Management Division) issued quote for conduct of the
review

Memorandum of Understanding between ABS, Health and DHS in agreeing the Review
of the 10% PBS Sample File, including definition of scope which includes two main
components (summary only): (1) Is there an ability to identify consumers, providers or
pharmacies in the current file?; and (2) Is the 10% PBS sample file fit for purpose?.

Australian Bureau of Statistics issues Review of the 10% PBS Sample File — Phase 1
Report following their review of the previously released 10% PBS Sample dataset.

Health accepts findings of Review of the 10% PBS Sample File — Phase 1 Report and
confirms requirement to continue to Review of the 10% PBS Sample File — Phase 2
Report.

Australian Bureau of Statistics issues Review of the 10% PBS Sample File — Phase 2

INDEPENDENT REVIEW OF 10% SAMPLE MBS AND PBS DATA DECRYPTION 9
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Event

Report following their review of the previously released 10% PBS Sample dataset.

Meeting between Health (s47E(c), s47F ) and ABS
representatives to discuss and scope a potential review of the disclosure risks
associated with the 10% MBS Sample dataset (based on similar review done for 10%
PBS Sample dataset). This review was never commissioned by the Department of

Health. \(\g

Discussion Paper Data — getting it, govemning it, making it available, strategic analytic QQ)
and research issued by s47E(c), s47F Special Adviser proposing new arrangemeri\sjog?~
data governance and management at Health. These new arrangements involve @
centralisation of certain aspects of data governance. \s\\

\\

LSB issues advice (LEX 23633) to Therapeutic Goods Administration Lir@g MBS and
PBS data. Advice responds to the following questions: (1) Can youadvice how the
TGA can link, work with and store MBS and PBS data for the Project?; (2) Is a Public
Interest Certificate required?; (3) can TGA staff or their contr link the data —1s
the Secretary’s approval required for this activity?; (4) For ong can the linked file
be stored on TGA systems”; and (5) How should the separate MBS and PBS files be
stored? X,

Qo
Issue of latest version of Department’s Data ’gﬁg and Release Policy. The policy

defines principles for access and release of “jdentifiable” and “de-identified” data but
does not make statement on what consti&@ de-identified.

Data Governance Council (DGC) m@ﬁg at which the proposed release of the 10%
MBS/PBS Sample dataset. Minutés of the meeting note:

e “Data will be put thv@bh a confidentialisation process that the department is
confident will mé% re-identification of the owner of the data a practical
impossibility. >

. “Healtr%g}onﬁdent the re-identification is near impossible as the information
held is 6f an administrative nature and doesn't include diagnostic data.”

. ‘5[19 DGC agreed to the public release of linkable MBS, PBS and public
spital 10% sample data set, noting the release proposed will be presented
\O\ to the Executive for final approval.”

teral Head Agreement 2015-18 between Secretary of DHS and Secretary of Health
igned. This is an umbrella agreement on broad ranging working arrangements.

Advice from LSB to MBD: “We have reviewed the methods being proposed to ensure
no individual is able to be identified as set out in the Data Governance Council agenda
paper. Based on this review and your statement that you are satisfied that once those
actions are taken no individual will be able to be re-identified, we are of the opinion that
the linkable 10% sample of MBS and PBS data will be de-identified and therefore not
information ‘with respect to the affairs’ of a person. Therefore the secrecy provisions in
5130 of the Health Insurance Act 1972 and s135A of the National Health Act 1953 will
not apply to prohibit disclosure. The information will also not be ‘personal information’
for the purposes of s6 of the Privacy Act 1988."

Draft! Information Brief to Deputy Secretary advising of planned MBS data releases,
including reference to10% linkable sample. Notes that “careful attention to
confidentiality requirements and other data sensitivities”.

Australian Government Solicitor issues advice (15194245) De-identified MBS and PBS
data to the Department of Health (LSB). Advice responds to the following questions:
(1) In what circumstances will a court find that a ‘de-identified” MBS and PBS data is

DEPARTMENT OF HEALTH
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apply?; (2) In what circumstances, will a court find that this data is not information

relating to an individual and therefore not subject to the guidelines made under s135AA

of the National Health Act 19537; (3) If a court finds that the MBS and PBS data is
information relation to the affairs of [a] person ... what sanctions could apply to the
officer in handling the data in breach of the prohibitions in s135A(1) of the National
Health Act 1953 and s130(1) of the Health Insurance Act 1973”; and (4) Is ‘informatio

relating to the affairs of [a] person’ the same as ‘personal information’ for the purposes

C

of the Privacy Act 19887 070
3 December 2015 Department of Prime Minister and Cabinet issue the Public Sector Data Mag %ment
Report advocating better utilisation of data. Report recommendations inglide:
1-6 months: Build confidence and 1-18 months: Systeméﬁ}?the use and
momentum release of public \s;@tor data
1. Secretary of PM&C signals datais | 7. Implemgg%ata policy framework
a priority 8.  Buildand maintain trust
2. Commission several high value 9. blish a trusted-access model
projects for sharing integrated data
3. Build external partnerships zﬁb' Create and publish a searchable
4.  Publish readily available non- ®Q whole-of-government data
sensitive datasets Q catalogue
5. Build data and analytics capability | 11. Develop a Commonwealth
6. PM&C coordinates proj§¥ and Government high-value dataset
progresses data p%@; and framework
governance Oy 12. Publish data management
\'\ standards
?S) 13. Establish a consistent and
X OQ transparent approach to user
(5\\ charging.
K(Q 14. Create a legislative environment
(‘\\O that supports data use while
s\\ maintaining privacy.
((\O 15.  Promote innovation in public
Y administration.
7 December 2015 &Qw Prime Minister issues Australian Government Public Data Policy Statement.
(< (Statement notes that Australian Government entities will “uphold the highest standards
\.\(\@ of security and privacy for the individual’.
15 April @3 Deputy Secretary acknowledges information brief noting pre-launch release of subset
\\}\ of 10% MBS/PBS Sample dataset at PharmHack 2016.
Qb Brief notes: “The design of the datasets has been rigorously tested both within the
,b% Department and vetted by the Australian Bureau of Statistics. The datasets have also
)

undergone extensive internal testing. A suite of confidentiality measures including
encryption, perturbation and exclusion of rare events has been applied to safeguard
personal health information and ensure that patients and providers cannot be
identified.”

16-17 April 2016 Pre-launch release of subset of 10% MBS/PBS Sample dataset at PharmHack 2016.

May 2016 Draft High Level Principles for the Release of Health Information and Data released.
May 2016 Draft Protocol for the External Release of Health Information and Data released.
25 May 2016 Half-day workshop between Health and DHS to establish a “Protocol for the External
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Release of Health Information and Data”. (Draft Protocol at this time was draft with
considerable gaps.).

2 June 2016 Feedback received on a subset of the 10% MBS/PBS Sample dataset, which was
circulated to some contracted recipients of the previous 10% PBS Sample dataset.
Comments focussed on usability, not on security. S
July 2016 Information brief released to Minister Ley, Assistant Minister Wyatt and Assistant Q\Q
Minister Gillespie informing them of the release of linkable de-identified 10% sample o@
Medicare and PBS claims data (MB16-001178). (Cleared by FAS and AS in MBD (@"
PBD on 26 July 2016). >

Brief notes: “A suite of confidentiality measures including encryption, perturtion and
exclusion of rare events has been applied to safeguard personal health Wnation and

ensure that patients and providers cannot be re-identified.” &
July 2016 Department of Prime Minister and Cabinet issues an Implemen e@on Report arising
from the Public Sector Data Governance Report advocating@ r utilisation of data.
1 August 2016 Linkable de-identified 10% sample of MBS and PBS dat@ﬁ}cluding description of

dataset, explanation of confidentiality measures and,Qﬂh adjustments and high level
definition of encryption is published on www.data@.au.

8 September 2016 Draft Terms of Reference of proposed Data Qo%\rnance and Analytics Committee is
issued for comment. @Q(b
8 September 2016 University of Melbourne represental%@draft and deliver a report to the ABS
describing the problem in the eneryption of the Service Provider ID from the MBS 10%
Sample dataset. ‘Q*
8 September 2016 ABS representative pro&)ﬂ&'a copy of the University of Melbourne report to Health.
N
o
v
o)
>
&
<O
O
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%)
<
\\S\Q
&
O
RS
9
{3
DEPARTMENT OF HEALTH
INDEPENDENT REVIEW OF 10% SAMPLE MBS AND PBS DATA DECRYPTION 12

Page 12 of 27



FOI 27-3429 - Document 1

t ] ] t []
I Risk & Business Consulting.
Internal Audit.

4. Risk Analysis

The data set includes two types of personal de-identified data relating to Australian citizens
who have received medical services or pharmaceuticals (patients), and medical service
providers who have received medical benefits under the MBS.

In the context of this review, the primary risk relates to the broader (public) access to
information that can identify either of those types of personal information.

Re-identification can occur broadly through one of two means: (a) decryption of patient or
service provider identifiers that have been encrypted using a variety of means; ©r (b)
identifying one or several known records and using them as identifiers, or oth€r’known
information outside the dataset, to re-identify other records relating to an indiyidual or the
entire population.

Likelihood of Decryption of Service Provider Identifier

The event that triggered this independent review indicates that the re-identification of service
provider identifiers is at least possible. While it requires some Knowledge of encryption,
there is sufficient capability in society to suggest that re-identification is possible. Further,
there are tools and information that can assist people to link@”service provider identifier to
personal or practice information about the service provider.

This possibility is reinforced by the fact that there are approximately 1,500 downloads of the
dataset (in part or in full) that are now in circulation apd*uncontrolled.

Likelihood of Decryption of Patient Identifier

The Department has sought the assistance @f“an Australian Government agency with deep
expertise in cryptography to see if they canre-identify the patient data from the dataset. At
this time of this independent review, that agency has been unable to re-identify patient
information from the encrypted identifier. While not absolute, this suggests that the
likelihood of reidentification of patients through decryption is low.

Likelihood of Re-identification Through Data Linkage with Other Known or
External Data

The Department has sought the assistance of Data 61 to quantify the likelihood of re-
identification from the-dataset. The results of this analysis identified that:

(a) Re-identification likelihood varies from very low (<0.1%) for attributes classified as
commonly available, to significantly higher risks (>10%) (which can be classed as
possible using the Department’'s risk assessment methodology for selected
moderately available data attributes, and then to severe risk for rarely available
attributes.

(bY The combination of attributes does increase the risk of re-identification; and

(c) The impact of high-identification risks is limited to a small population in the dataset
(1.2% of individuals).

Consequence of Reidentification

In the context of the specific event that prompted this independent review, the re-
identification of service providers from the data has a moderate consequence to the
Department. The data set provides the opportunity, for identified service providers, to
observe billing practices (including billing in excess of MBS rates) and to observe services
provided. For some service providers that may provide visibility of provision of sensitive
services which some service providers will not wish to be publicly available.

DEPARTMENT OF HEALTH
INDEPENDENT REVIEW OF 10% SAMPLE MBS AND PBS DATA DECRYPTION 13

Page 13 of 27



FOI 27-3429 - Document 1

t ] ] t []
I Risk & Business Consulting.
Internal Audit.

Alternatively, should it transpire that patients are re-identified from the dataset, this is likely
to have a higher consequence to the Department as the patient confidentiality is the very
reason that structures are in place to protect health record data.

From a legal perspective, reidentification of service provider or patient data raises a risk of
breach of any of the Privacy Act, the National Health Act and the Health Insurance Act. The
organisation has received legal advice that if data was released in a form that the
Department genuinely believed it had been de-identified, and then is subsequently re-
identified, this would not represent a breach. However, this independent review noted that
there is some contention on this matter, as it is untested. It is likely that this legal principle
may be challenged in the event of publication of re-identification of data. It is further noted
that the Department’'s Legal Services Branch is aware of this risk and is preparing
accordingly.

Ultimately the main immediate consequence of re-identification of this data is _reputational
damage for the Department. The Department is tasked to hold this data and iszexpected to
do so carefully. The very re-identification of the data, and some of the circumstances
surrounding the event, are likely to attract considerable criticism.

The independent review has been made aware that other jurisdictions,are (or are planning
to) release similar data for similar purposes. This may mitigate some*of the consequence of
the risk.
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5. Positive Practices

5.1. Consistency with the Government’s espoused principles for
data access

The Department’s initiatives to publicly release this data are consistent with the principles of
the Government regarding enabling broader access to information for research, policy-é}
making and decision-making. These principles are noted in: e

O

= Minister for Finance’s Declaration of Open Government (2010) Q}(\

= Office of the Australian Information Commissioner Principles on open pul&d?.\ sector
information (May 2011) ,(‘}O

9
= Department of the Prime Minister and Cabinet’s Public Sector Data Martagement Report
(2015); and R .
= Australian Government Public Sector Data Policy Statement (201\%,18(z>

Further, feedback from researchers and representatives of the Déartment has noted that
the information is useful and valuable to researchers to inform gbvernment and marketplace

activity in the provision of healthcare. {\S(\
Q’b
)
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6. Findings and Recommendations

6.1. Encryption method applied to the MBS data in the dataset had
not been tested for its purpose

Finding

While the review was advised that reliance on pre-existing methodologies for encryption andé\o
de-identification, and previous reviews of existing methodologies under differ
circumstances was anticipated at the time to be appropriate for the public release é@ e

linkable MBS and PBS dataset, the extent of testing of fitness for purpose was insufficient to
obtain comprehensive assurance given the unique nature of the data release. g\\.

Discussion &0
&

The confidentiality measures applied to patient and provider identifiers is qutlined below:
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. 2
Risk Exposure &((\

The absence of effectiv (&osting and confirmation of the strength of de-identification
measures can be directlyXlinked to the de-cryption by the University of Melbourne. Further,
the absence of such testing and confirmation indicates poor risk management which may be
noted when the ev%QQs analysed by stakeholders.

Recommendation 1

Risk Rating

-

Management Comments

%It is noted that this recommendation was implemented by Health.
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New, more centralised arrangements are being implemented for the management of access to the department’s data. This
is to enable greatest possible use of the data whilst ensuring that privacy and confidentiality of data are preserved, and that
consistent decisions are made with respect to data access requests. The new arrangements mean that all data requests
will be centrally coordinated via a “single front door”. This will ensure that all data requests are assessed using standardised
criteria, and that a record is kept of who has received health data and the uses to which they have put it.

As part of this new process, a centralised data release assessment committee will be established to assess data requests to
ensure that confidentiality is maintained and standards consistently applied across the Department. The assessment
committee will be advised by a group of technical experts — including experts from external agencies with expertise in
cryptography and data analysis — who will advise on data confidentiality and security. The data release assessment <
committee will report to the Department's new centralised Chief Data Steward. The committee will work under policies, Qg
procedures and standards agreed by the Department’s new Data Governance and Analytics Committee which will overg?‘
data management, analytics and release approaches across the Department. fb

Action Officer Estimated Completion Date

The centralised data governance and %&9 framework will
be submitted to the Data Governance and Analytics
Committee and then to Executive Qg&onmderatlon for
endorsement in December agg' lementation from January

2017,
S

6.2. Data governance arrangements at Health are in a state of
change, reducing clarity of requirements @nd expectations in data
management and release

Finding

At the time of the incident, the Department was transitioning to more controlled governance
arrangements for data custody and release’ which are expected to drive improvements in
control and consistency in decision makiilg on data management and release. These were

not in place to inform the management arrangements for the 10% MBS and PBS Sample
data initiative.

Discussion

Over the past four years,\there has been considerable change in the data management
arrangements at Department of Health.

In June 2012, the Department issued its first Enterprise Data Governance Framework, as a
component of the,then Department of Health National Alignment Project. This framework
was designed <o be consistent with the globally recognised Data Management Body of
Knowledge.~4t is a set of data governance principles, responsibilities and structures
designed to ensure data is managed effectively and securely.

In August 2015, the Department issued its latest Data Access and Release Policy which
defined a policy statement on data release and certain guidelines, including guidelines
relating to “low-risk de-identified, confidentialised or non re-identifiable data”. The guidelines
note a focus on public accessibility of data, and that public accessibility and release should
“maintain the security of data holdings and individual and organisational policy”.

However there is no further guidance on Department standards on how to maintain security
and confidentiality.

Since mid-2015, and the release of a discussion paper entitled Data — getting it, governing it,
making it available, strategic analysis and research, there has been consideration of
changes in structure regarding the responsibility for data management in the Department.
These considerations remain ongoing at the time of this independent review.
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This environment requires data custodians to make judgements on how and when to take
action to comply with the Enterprise Data Governance Framework and related policies, in
the absence of clarity on limits and tolerances or expectations on how to apply the policies.
The data custodians for the MBS and PBS data in effect exercised their judgements in that
context in the release of the 10% MBS and PBS Sample dataset.

The following represents a description of the anticipated arrangements (which were not in
place at the time of the release of the 10% MBS and PBS Sample dataset:

= New, more centralised arrangements are being implemented for the management of‘QQ
access to the department’s data. This is to enable the greatest possible use of the data@"
whilst ensuring that privacy and confidentiality of data are preserved, and that consi%
decisions are made with respect to data access requests.

= The new arrangements mean that all data requests will be centrally coordinﬁ\d via a
“single front door”. This will make it easier for researchers and others to@@ how to
apply for access, as well as allow us to monitor progress and ensur quests are
assessed in an appropriate timeframe relative to the complexity of the reé\est.

= The arrangements will also ensure that all data requests a@&' assessed using
standardised criteria, and that a record is kept of who has recei\@@ health data and the
uses to which they have put it. Q)

X
= |n addition, a new senior oversight committee has been fi r@%d, chaired at deputy level,
which advances the work already completed by the department in implementing a data
governance framework and risk management frar@vork to the department’s data
management, including the management of data r@@ésts.

= These arrangements are part of a broade@g‘trategy to continuously improve the
management of the department’s data a nalytics capability. The new “hub and
spoke” model for data and analysis wagbfmplemented at the beginning of September,
following Executive agreement in Augq@)

It is understood that as part of the I?}arrangements, consistent central approaches to
certain elements of data management.and access are being considered. One of these is the
“five safes” framework for access %&z@ensitive data.

Risk Exposure O\(Q

The absence of consisterz{\&ta management disciplines likely contributed to the de-cryption
by the University of Melbourne. Further, the absence of such disciplines indicates poor risk
management which be noted when the event is analysed by stakeholders.

Recommendation 2

Risk Rating

O
The @?ﬁrtment should continue and accelerate its implementation of centralisation of certain aspects of data governance in

ordev fo increase consistency of approach and decision making for data access. Further, the central governance body
\Qﬁould develop a comprehensive set of guidance for line areas that hold data to ensure consistent approaches.

%)
Q‘ Management Comments
Action Officer Estimated Completion Date
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6.3. Formalities for approval of release of the dataset were not
appropriately robust

Finding

No Executive or Deputy Secretary approval was obtained prior to the release of the 10%
MBS and PBS Sample dataset to the public. While this may not have been required in a
formal delegation context, it is not unreasonable to suggest it would have been appropriate
given the unprecedented nature of the data release and the commitments made that such
approval would be sought.

Discussion

The Secretary of the Department of Health issues privacy guidelines for MBS and PBS data,
consistent with the Privacy Guidelines for the Medicare Benefits and Pharmiaceutical
Benefits Programs issued by the Privacy Commissioner under s135AA of.the National
Health Act 1953.

The Secretary’s privacy guidelines (and delegations) do not specifically cater for the use and
release of de-identified linkable data, which therefore provides some lack of clarity on where
approval to release the data should be sought.

The proposal to release to 10% MBS and PBS Sample data was considered by the
Department’'s Data Governance Council in October 2015..<The minutes of that meeting
record the following:

“The DGC agreed to the public release of linkable WIBS, PBS and public hospital 10%
sample data set, noting the release proposed will be presented to the Executive for
final approval.”

Following that consideration, this independenti teview has noted the following briefs regarding
the release of the dataset:

= November 2015: Draft Information,Brief to Deputy Secretary advising of planned MBS
data releases, including referenceto10% linkable sample.

= 15 April 2016: Information bfief noting pre-launch release of subset of 10% MBS/PBS
Sample dataset at PharmHack 2016.

= July 2016: Information" brief released to Minister Ley, Assistant Minister Wyatt and
Assistant Minister Gillespie informing them of the release of linkable de-identified 10%
sample of Medicare and PBS claims data (MB16-001178). (Cleared by FAS and AS in
PBD on 26 July2016).

Each of the Apfil 2016 and July 2016 Briefs note the following: “A suite of confidentiality
measures including encryption, perturbation and exclusion of rare events has been applied
to safeguard personal health information and ensure that patients and providers cannot be
re-identified.”

Thebindependent review has not identified any documented approval from the Deputy
Secretary or the Departmental Executive to release the dataset. Given the guidance from
the Data Governance Council and the fact that this data release was unprecedented, it is
reasonable to expect that such an approval would have been obtained prior to release.

Risk Exposure

While Executive review and sign-off may or may not have identified the weakness in
encryption, the failure to obtain such review and sign-off represents a process failure which
will likely be criticised by stakeholders when this event is analysed.
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Recommendation 3
Risk Rating Medium

Data release policies for the Department should include a requirement for all public releases of unit-level or patient level
data to be reviewed and approved by the responsible Deputy Secretary.

Management Comments O
$
©

S

Action Officer Estimated Completion Date

QM
The centralised data governance and release&\mework will
be submitted to the Data Governance anc%ﬁa ytics
Committee and then to Executive for c@ eration for

endorsement in December and im@mentation from January
>

2017. \2\0

N
6.4. Project and risk management disciplines@gsociated with the
development and release of the dataset wo@&' have benefited from
increased rigour Qfé
&

Finding \Q@Q
<
The 10% MBS and PBS Sample dataset devel ent and release was not conducted as a

formal project with associated disciplines regarding business cases, approvals, budget and
schedule management and formal testing aF clearance processes.

Further, although there was clearly aég’e\ep consideration of the risks associated with the
development and release of the dataset, no formal risk assessment was prepared, reviewed

o

and approved by a project owner %égenior executive.
Discussion O&\

The independent review\\fv\gs advised that the 10% MBS and PBS Sample dataset
development and releasé>was not run as a formal project, but rather was “fitted in with other
obligations”.  This ans that many of the disciplines associated with good project
management (bus@ss cases, approvals, budget and schedule management and formal
testing and clea{ﬁ@lce processes) were not applied.

This is not t&@hggest it was not well-accepted and known that the initiative was underway at
Senior Exécutive and broader Departmental contexts. There was reasonable visibility of the
initiativ@nd relevant staff were keeping their Branch and Divisional leaders informed.

rtunity for consideration and guidance on issues such as confidentialising of the data in
\Yhe dataset. It is impossible to know if such disciplines would have resulted in a different
<= course of action; however the opportunity was not available.

%gg)@ever, the absence of business case and certain gate approvals likely missed an
o}
i

In the context of data integration processes, the Department has a comprehensive risk
assessment method and model which is applied to ensure risks are identified and mitigations
approved. As this initiative was not a data integration process (it is a data linkage process),
such a risk assessment was not undertaken.

It is clear that the officers responsible were highly attuned to the risks to be managed and
were using their judgement and best endeavours to manage the risks accordingly. However,
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the absence of a documented and rigorous assessment missed an opportunity for assurance
of completeness of the identification of risks, and the confirmation that approaches being
taken to manage risks were appropriate and within the risk appetite of the Department.

Risk Exposure

The absence of effective project and risk management disciplines likely contributed to the
de-cryption by the University of Melbourne. Further, the absence of such disciplines
indicates poor risk management which may be noted when the event is analysed by
stakeholders. . \(\Q

Recommendation 4

Risk Rating Medium @
S
Data release policies for the Department should include a requirement for all public releases of unit-level.depatient level
data to apply Departmental project management disciplines and risk assessment and management ‘ins‘Sélines consistent

with those applied for data integration projects. é\

Management Comments
\J

Agree @6\
The new centralised data governance and release framework will include a foerés\k assessment framework which will be
applied to all releases of data external to the department. This framework wilk¢ategorise data releases into low, medium
and high risk releases, with standardised assessment, risk mitigation an roval processes to deal with each. This
framework will be consistent with that used for data linkage projects, ell as any new whole-of-government processes
introduced to deal with unit record data releases. The framework wilNbe designed such that the release approval process
will be auditable, reportable and consistently applied across the Bgpartment. Project management disciplines consistent
with those applied to data integration projects will be applie&@ ata releases generally.

Action Officer Estimated Completion Date

. O(\ The centralised data governance and release framework will
ré\'\ be submitted to the Data Governance and Analytics
\(0 Committee and then to Executive for consideration for
\(‘\\O endorsement in December and implementation from January
& 2017.
(o)
60(0
)
°
\\9@
&
\§\
Qp
9
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7. Observations

The independent review identified the following area for improvement in knowledge
management. This does not relate to a specific control weakness and therefore is not
presented as a finding. However, it is suggested that this represents an opportunity for more
effective and efficient practices.

O
7.1. Consistency of standards and testing in central data releas%b@\o
forums 6?“

O

It is understood by the Department that there is limited central guidance on de-iden{[ii{(?ation,
or data structures, from the administrators of www.data.gov.au. In order t “achieve a
centralised consistency around the nature, structure and confidentiality of data?@éing loaded
on that central release site, there is an opportunity to impose certain s{a\dards and/or
undertaken certain pre-loading checks to ensure only data that meet%the Government’s
data release standards are released. @fb

X

o
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Appendix 1: Personnel Consulted

The following personnel were consulted as part of this independent review. We appreciate
their assistance and candour throughout:

Title/Role
DewySeeayreamBensts o

/
)
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Appendix 2: Documents Reviewed

The following documents were considered as part of this independent review:

Documentation Title

Question Time Brief “10% MBS/PBS Sample Decryption”, 12 September 2016
File 2013/017801, Pharmaceutical Benefits & Access: Agreements — Review of 10 percent PBS Sample @\Qg
File 2015/000477, Pharmaceutical Benefits & Access: Agreements — Review of 10 percent PBS Sample — Part 2 6?9

Talking Points for Minister’s Office “Public Release of Linkable 10% sample of Medicare Benefits Scheme (Medi afb?and

Pharmaceutical Benefits Scheme (PBS) Date, clearance by FAS PBD \\‘\\
Information Brief, “Release of linkable de-identified 10% sample of Medicare and PBS claims data”, var,iqgﬁrafts, including
comments from PBD Executive. Q\
Various emails relating to release of the data, from PBD staff. é\ \

Q

Protocol for the External Release of Health Information and Data (Draft v 0.9), May 2016 ;\‘2‘
High Level Principles for the Release of Health Information and Data (various draftsé@‘a?ZOm

Information Management and Release Protocol, November 2012 (extract) (b{\@

Bilateral Head Agreement 2015-2018 between The Secretary of the De@@%nt of Human Services and the Secretary of the
Department of Health (signed, October 2015) \\g@

Department of Health Data Access and Release Policy (Augu%@ 5)

Frequently asked questions: further information about trgf\tﬁggAccess and Release Policy
Australian Government Public Data Policy Statemg@ﬂecember 2015)

Minute to Deputy Secretary Andrew Stuart, @%unch release of five years of linkable, line-by-line Medicare (MBS) and
Pharmaceutical Benefits (PBS) data (April ) (final and various drafts)

Administrator of the National Health ing Pool, “Data Linkage: Governance Framework Considerations” (October 2015)
(including request for comment) ;\\

Undated document “MBS, Po®gpen Source Data Release 2016”

Email exchange FebrKl@QOw “MI5073 - Linking MBS & PBS data to CHeReL dataset”

Email February ?@% “Notes from ABS/Health meeting on the 10% PBS and MBS samples”

Email ex%@\g\ganuary 2016 “10% MBS/PBS Sample”

Min&tsﬁ Deputy Secretary Andrew Stuart “For Information: MBS Data Release Plans” (November 2015) (draft)

%)
nute to Deputy Secretary Andrew Stuart “Approval to Link MBS and PBS Data to Analyse Whether Drugs Used to Treat

@\@ Multiple Sclerosis are Related to the Incidence of Melanoma” (3 November 2015)

Email exchange November 2015 “MBS data release — update”

Email exchange November 2015 “Response from legals re release of linkable 10% sample of MBS, PBS”
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Q\
R

Email exchange September 2015 “For comment: draft papers for DGC - release of 10% MBS, PBS and hosp&a&@a”
RN
~0\
Minute from David Cullen, Strategic Policy Unit “Providing the Strategic Policy Unit with Access to PBgl)ata” 1 April 2015

Minute from Paul Creech, Pharmaceutical Policy Branch “Providing the Strategic Policy Unit chass to PBS Data”, 20
February 2015 A

Minute from David Cullen, Strategic Policy Unit “Providing the Strategic Policy Unit w%&%cess to PBS Data”, 2 February

2015 <
&
(o>

Email 6 February 2015 “rules for creating 10% sample”
“Review of the 10% PBS Sample File — Phase 1 Report”, Australian B%@?of Statistics, 28 August 2013
“Review of the 10% PBS Sample File — Phase 2 Report”, Australg{rﬁureau of Statistics, 29 July 2014

Paper “Key events in preparation of 10% sample for releaqsqu/

Australian Government Solicitor advice “De-identifie%&% and PBS data” (Ref: 15194245), 1 December 2015

Australian Government Solicitor “Executive Suaﬁmry De-identified MBS and PBS data” (Draft 7 December 2015)
Email exchange March 2016 “AnaIyticsK gy some question to assist the development of the strategy”

Title: Linkable De-identified 10% S@% of Medicare Benefits Scheme (Medicare) and Pharmaceutical Benefits Scheme
(PBS) (undated) O

“Deanonymizing the Med enefits Schedule (MBS) and Pharmaceutical Benefits Schedule (PBS) dataset”, University of
Melbourne, 8 Septemb 16

Email exchange MS(% 2016 “Request for PBS data for PharmHack”
List of PBS {&\ Sample Licensees (including addresses)

Letter. Paul Storey “PBS/MBS 10% Data Sample” dated 11 May 2016 (advised that sent to PBS 10% Sample Licensees

Wé)tbdata release)

’M?’ nute to Deputy Secretary Andrew Stuart (draft) “To seek your in-principal agreement to publicly release de-identified,
@\ linkable 10% sample of the MBS and PBS via data.gov.au” (October 2015)

“Confidentiality practices in DHS”, undated paper.

Legal Services Branch Advice 24 July 2015 “Linking MBS and PBS data”.
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Documentation Title

Deputy Secretaries Meeting Discussion Paper “Data — getting it, governing it, making it available, strategic analytics and
research”, July 2015

Download from www.data.gov.au (dated 14 September 2016) “Linkable de-identified 10% sample of MBS and PBS".

“Public Sector Data Management Report”, Department of Prime Minister and Cabinet, December 2015

“Public Sector Data Management Implementation Report”, Department of Prime Minister and Cabinet, July 2016 . \QQ
Data Governance Council Terms of Reference, version 1.0 ?9@
“Enterprise Data Management High Level Principles”, version 1.0 ,b(\é
Database Alignment Project Enterprise Data Governance Framework, Version 1.01 \Qg\&
Commonwealth Health Data Integration Risk Assessment Tool O’\éb

Data Governance and Analytics Committee Terms of Reference (0{\9
Five Safes: designing data access for research, University of the West of England, 2016 Q\Q
Data Access and Release Plan — Pharmaceutical Benefits Division v0.3, 31 July 201Q\
Pharmaceutical Benefits Division 10% MBS and PBS Sample Data Release Cl(@logy

“How to confidentialise data: the basic principles:, National Statistical S@Qe

“Principles on open public sector information”, Office of the Austrah@gﬁformanon Commissioner, May 2011
“Declaration of Open Government”, Minister for Finance, Julylgﬂ\é

Quantitative analysis of re-identification risk from MBQ\P& data, Data 61, September 2016

MBS/PBS re-identification scenarios, Data 61, Ssg%mber 2016
\30

(Q\

&

)
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Terms of Reference: Audit of the 10% MBS/PBS Data Encryption

Objective: To assess and document the circumstances associated with the recent event of
decryption and re-identification of certain MBS/PBS data and then assess and document the
controls that were undertaken to manage the risk of privacy breach or unexpected disclosure
of the sensitive information with a view to:
(a) Understand and define exposure to the Department
(b) Define root cause of the unexpected disclosure of sensitive information to the e
Department Q)\Q
(c) Identify recommendations for the future to ensure the risk is managed consistent vgﬂag
the Department’s risk appetite. Q}Q

Scope: All aspects of the selection, assembly, management (including encryption, %
perturbation) and subsequent re-identification of data associated with the rep(ge@lncident.

Scope exclusions: R

e The audit is not assessing response strategies once the incident g8'identified.

e The audit is not assessing the Department’s data managemelg\and publication
strategy, but rather will assess the processes and decision@a]dng in the case of the
data release in question (consistent with that strategy).

e The audit will assess the appropriateness of the encryption and perturbation
mechanisms applied, but will not test the encryptién and perturbation mechanisms.

Z
Process: )

e Through consultation with data owners; meholders in DHS, ABS and the Privacy
Commissioner, and personnel who identified the ability to decrypt the data, and
consideration of existing risk ass hent documentation associated with the released
data, document the risk associated with the potential decryption of the released data
(considering both likelihoock&d consequence of decryption and identification).

e Through consultation wi&ﬁe University of Melbourne, identify and document how
the decryption was id@i ied and implemented, with a view to assisting in
identification of rqot'cause.

e Document all aspéets of the management of the project to select, assemble and,
manage (including decryption and perturbation) the data, with a focus on
identificatign of key controls to manage the risk. Key controls may relate to (but not
be limité& y): due diligence regarding release project, selection of encryption and
per tion techniques, testing of encryption and perturbation, information

orisation, quality assurance and risk assurance processes, and decision making
d authorisation for release.
», " Identify the root causes of the unexpected decryption of information.
‘b(O@. Through consideration of root cause and controls, identify:
@\Q) o Whether any weakness in control contributed to the occurrence of the event,
<& and whether this is outside the Department’s documented risk appetite.
o What (if any) recommendations should be implemented in the future to
manage the risk to a level consistent with the Department’s risk appetite.
e Make comment on records retained to support the overall project and management of
risk associated with the data release.
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