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Logging in to the Aged Care Systems

This guide covers how to log into the:
e My Aged Care Assessor Portal
e My Aged Care Hospital Portal
e My Aged Care Service and Support Portal
e Government Provider Management System Approved Provider Portal
e Government Provider Management System Registered Provider Portal.

e mylD and Relationship Authorisation Manager (RAM)
e VANguard Federated Authentication Service (FAS).

The term Aged Care Systems will be used in this guide to encompass the Portals mentioned
above.
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mylID and RAM

Each user individually downloads
the myID app on a compatible
device and registers for an
account. Their authorisation must
be set up by a principal authority
or authorisation administrator in
RAM. A user must accept their
authorisation in RAM before they
can use their myID to log in to
Aged Care Systems.

If the password is forgotten, the
user must re-install the myID app
on their device and set up their
myID using the same email and
identity documents used when
they first set up their account.

If the user leaves the
organisation, their RAM
authorisation must be cancelled
manually.

Feature or function
Obtaining credentials

Passwords

Cancelling authorisation

Access to Aged Care
Systems

Each user has a myID credential
tied to their Aged Care System
account. Users select the myID
option on the portal login page
and authenticate with their myID
app every time they access the
portals.

Effective for organisations with
one or multiple networks.
Effective for organisations with
one or multiple Active Directories.
Access via any internet
connection, however staff can
only access the portals if they
have access to a device used to
register their myID. (A myID can
be set up on multiple devices for
increased flexibility.)

Users download the myID on a
compatible smart device.

RAM can be accessed on any
device, including a desktop, using
a compatible browser.

IT network
Active Directory

Remote access

IT set up

For further information call our contact centre | 1800 836 799

Key differences between the authentication methods

VANguard FAS

Automatically given to all users on
the corporate network, and
accessible any time the user is
logged in to the corporate network.

Forgotten corporate network
passwords are managed by the
organisation. No additional
password required.

If the user leaves the organisation,
their access to the portals will be
automatically removed when their
corporate network access is
removed.

Users do not require additional
usernames or passwords for the
portals. User selects their
organisation during the first time
they login. Subsequent log-ins are
transparent to the user.

Effective when all users are on one
network.

Effective when all users are on one
Active Directory.

Users logged into their corporate
network remotely (on any
computer) will be able to access
the portals using FAS.

Depending on your organisation’s
IT capability, may require IT set-up
and additional costs. In most cases
connecting with VANguard should
be straight forward without
significant or costly changes.



https://www.mygovid.gov.au/how-do-i-get-set-up
https://info.authorisationmanager.gov.au/get-started

mylID and Relationship Authorisation Manager (RAM)
To access online services on behalf of a business or entity you need to use:

e mylD - an app you download to your smart device that lets you prove who you are when
using government online services. mylD is an authentication service that sits within the
government’s Digital ID system.

e Relationship Authorisation Manager - an authorisation service that allows you to act on
behalf of a business or entity online when linked with your myID. You'll use your myID to
log in.

Delivered by the Australian Taxation Office, mylD and RAM provide a flexible and secure way to
access selected government online services. No additional IT set-up is required by organisations,
and connections can be created in a few simple steps by users on their own device.

Key benefits of using mylD and RAM
Organisations may wish to consider using mylD and RAM because of the following benefits:

e Free whole of government solution, used to access many other government online
services.

e Provides staff with greater flexibility to conduct business anytime, anywhere without
accessing their organisational network.

e Connections can be created in a few simple steps by users on their own device.
e Convenient login option with no IT support required to set up or maintain user credentials.

User roles

The following table summarises service-specific roles, including what each person needs to do
during this transition period. These roles are referenced throughout this user guide.

Role Who is this? Responsible for
Principal A business owner or eligible o Setting up their organisation in
authority associate listed on an ABN in the RAM

Australian Business Register.

In smaller organisations, this
person may also be an
Organisation Administrator, a My

Aged Care or GPMS portal user. - UEhEGing Aulensaens i
ensure users’ details and

agency access are up to date

e Creating authorisation requests
for new users, including
authorisation administrators

Authorisation | A person who has administrator o Creating authorisation requests
administrator | privileges in RAM on behalf of

| s for new users, including other
their delegated organisation.

authorisation administrators

e Managing authorisations to
ensure users’ details and
agency permissions are up to
date

Authorised A person who has accepted an « Representing their organisation
user authorisation request to act on

== when transacting with
behalf of an organisation.

government online services

New user A person who has not yet o Setting up their myID digital

registered with myID and/or RAM. identity

® For further information call our contact centre | 1800 836 799
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Role Who is this? Responsible for ‘

e Accepting their authorisation

request
Organisation The person who sets up and o Ensuring Aged Care System
Administrator = manages an organisation in Aged users in their organisation have
Care Systems including portal continued access to Aged Care
user accounts for individuals Systems
connected to the organisation.
Aged Care An individual who needs to o Accepting their authorisation
System user access Aged Care Systems (e.g. request and linking their myID to

the provider or assessor portal). their Aged Care System count

Setting up your myID

! Before you can log in to your Aged Care System for the first time, you’ll need to activate
your myID by completing the following steps.

1. Download the free mylD app from the Apple App Store or Google Play Store, compatible
with most smart devices.

2. Set up your myID with a unique email address using at least two of the following Australian
identity documents to achieve a Standard identity strength (your name must match in all
documents).

e Passport (not more than three years expired)
e Driver’s license (including learner permit)

e Birth certificate

e Medicare card

! Individuals should use a personal email address when registering their myID to assure
continued access to their digital identity. This should not be the same email address that is
used by your organisation to issue your RAM authorisation or Aged Care System account.

! If you are linking your business, check your personal details as listed on the Australian
Business Register are up to date and other nominated individuals within your organisation
are still current.

! If you cannot achieve a Standard identity strength, you can set up your myID with a Basic
identity strength. A Basic myID only requires a unique email address and grants access to
all Aged Care Systems.

! Aged Care System users do not need to use the same email address for registering their
myID, linking to RAM or being registered for portal access. Organisations may prefer to
issue RAM authorisations and Aged Care System registration requests to the individuals’
professional email address.

! The app is used only to authenticate with the Aged Care Systems and users can continue
to use their preferred device to undertake their business activities.

For further information call our contact centre | 1800 836 799
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https://www.abr.gov.au/
https://www.abr.gov.au/

3. Contact your organisation administrator to create a RAM authorisation for your myID. This
authorisation will allow you to act on behalf of your organisation when interacting with online
government services.

! The email address which is used for your RAM authorisation must be the same email
address which is used as your user account for the Aged Care System. This should be a
professional email address personally assigned to you and linked to your organisation. The
email should not be a personal email address or a group/shared email address.

! Only Principal authorities and RAM authorisation administrators can create RAM
authorisations. Your Organisation Administrator may be a RAM authorisation administrator
or know someone who is.

4. Accept the RAM authorisation request emailed to your nominated email address. You
should receive an ‘Authorisation request’ email from the Australian Taxation Office (ATO)
with an authorisation code.

Relationship Authorisation Manager

Authorisation request

Felstacrnbup Authormaton Manager (RAM]

To: Melissa Smith

You have Deen apO0iNted 10 ACCESS BNd IrANSACT with Online COvErnMent services on beha of
ALPINE HEALTH [ABN 14 484 712 285).

What you need to do

Review the suthorisation request by following these steps
1. GO to authorisationmanager. gov.ou

2 Login with your myGoviD.

You will need o myGowiD to login to RAM. By logging in, you will be given the option to register
Jor a myGowiD or use your existing myGoviD.

3. Once logped in to RAM, enter your suthorisation code exactly as shown below and select
“Submin’

VgmbD77

Important: this code will expire on Tuesday, 21 January 2020.
f'fr"leﬂmlfw,{WM!‘!MM’PLR“MMNWIM"mdw“l

4. Select "ALCept of Decing”

Regards
Relationship Authorisation Manager (RAM) Team

Find out more Oon the RAM webdite info authorisatonmanager gov.au

D0 A0t reply 10 Ehas el THs encal wl S62 from o uamOnitonnd moibos.

5. Log in to RAM using your myID and enter your authorisation code.

Australian Government Relationship Authorisation Manager

Melissa Smith
View or manage relationships and authorisations, machine credentials and cloud software notifications. The actions you can complate will vary
depanding on the type of authorisation you have for a pamicular business. Fing out more
Link your business @ 2
View or manage authorisations, machine credentials and cloud software notifications @ 5

Enter an authorisation code e

Enter the code as shown in the authofisation email you received.

You have now successfully linked your myID to your organisation.

For further information call our contact centre | 1800 836 799
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! Your RAM authorisation code is only valid for seven days. If you require a new
authorisation code, please contact your RAM Organisation Administrator.

Linking your business

If you are linking your business, follow these additional steps:

1. Once you have logged in to RAM, select link my business to find your businesses.

2. Add in your address details.

3. Select your businesses, enter your email address, and click send email to receive a
verification code.

4. Enter the code, click verify and continue.

5. View the summary of the selected businesses and select the checkbox to declare you
understand and accept. Click Submit.

6. A message will display confirming your business is successfully linked. Click Continue.

Setting up RAM by Nominating a Principal Authority

To set up RAM, your organisation must first nominate the Principal Authority. The Principal
Authority needs to be the first link to the business in RAM, and must have a Standard myID.
Once linked, the Principal Authority is responsible for setting up authorised users and RAM
authorisation administrators. Visit the RAM Get Started website to find out who are eligible.

Nominating an Organisation Administrator in Aged Care Systems

In order to gain initial access to a portal, your organisation will need to nominate an Organisation
Administrator.

The Organisation Administrator is the initial user to gain access to the portal for your
organisation. This may or may not be Principal Authority for RAM. The Department is responsible
for setting up this user for each organisation.

The Organisation Administrator will be responsible for setting up the structure of your
organisation in the My Aged Care portal and creating staff user accounts in all portals, including
additional administrator accounts as required. The administrator details provided for your
organisation should be the person who is most suitable to set-up these details.

To nominate the Organisation Administrator for your organisation, you will need to contact the My
Aged Care service provider and assessor helpline on 1800 836 799 with your contact details,
organisation name, ABN and PRV ID (if applicable). Please note, your PRV ID is sent to the
Responsible Person (listed in your contract and/or agreement) when your service organisation is
added to the Aged Care System.

For further information call our contact centre | 1800 836 799



https://info.authorisationmanager.gov.au/get-started

6]

New Users

Users added by their Organisation Administrators will receive an email notification inviting them to
join their organisation on the Aged Care System.

Dear

You have been invited o join an organisation on the Government Provider
Management System portal
Pilease use the link below to register and enter the portal

https://provider_health.gov.au

Sincerely,
Govemmenl Provider Management System portal team

W acinowiedon he Tradbonal Cusiodans of B lands we Ive 0N Ve Day our meapects 1o af
Eigers, past and pregent, of all Aborgnal and Tomes Stral isancer nalong

THIS IS AN AUTOMATED MESSAGE - PLEASE DO NOT REPLY DNMRECTLY TO THIS EMAR

Dear {Contact. FirstName},

You have been invited to join an organisation on the Government Provider Management
System (GPMS) portal. Use the link below to register and access the portal to:

* manage your organisation and personnel details
« view your residential care homes, branches and associated provider arrangements

* submit 24/7 registered nurse (RN) reporting.

Register and access the GPMS portal.

Government Provider Management System portal team

Authorising new users in RAM

| Before you can authorise a user to act on behalf of your organisation, they must also have
an active mylID.

Ensuring staff who require access to the Aged Care System are connected to their organisation
using the myID and Relationship Authorisation Manager (RAM) can be the responsibility of
anyone within an organisation. However, it is particularly relevant to principal authorities and
authorisation administrators in RAM to note the following:

e You can create Standard or Basic authorisation requests in RAM. Administrators must
be set up with a Standard authorisation.

e An authorisation administrator is a business representative who can manage (add, edit
or remove) authorisations for one or more organisations in RAM. By default, this person
is granted full access to all participating government online services for the organisation.

e Arepresentative’s authorisation strength must match their myID identity strength:

o To accept a Standard authorisation request, a representative needs to upgrade their
myID to Standard by verifying at least 2 supported Australian identity documents.

o If a representative can only achieve a Basic mylID, you will need to set up a Basic
authorisation for them. Basic authorisations may not be accepted by all
government online services and are valid for a maximum of 12 months.

e A representative’s full name must match the name on their myID before they can accept
their authorisation request.

For further information call our contact centre | 1800 836 799
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¢ Nominate an email address the representative can access to retrieve their authorisation
code. The email address which is used for your RAM authorisation must be the same
email address which is used as your user account for the Aged Care System. This should
be a professional email address personally assigned to you and linked to your
organisation. The email should not be a personal email address or a group/shared email
address.

e No error will display for an incorrect name or email address. If you’'ve made a mistake or
the representative’s details need to be updated, you'll need to edit the pending
authorisation and resend the request.

e Representatives need to log in to RAM within seven (7) days to accept their authorisation
request. After seven days, the principal authority or authorisation administrator will need
to re-issue the request.

Setting up a new RAM authorisation

! To use the RAM you will need to use a compatible browser. The following browsers are
compatible with RAM:

- Google Chrome version 39+

- Mozilla Firefox version 30+

- Apple Safari version 5+

1. Log in to Relationship Authorisation Manager and select View or manage authorisations,
machine credentials and cloud software notifications to view all the entities you can act
for.

Relationship Authorisation Manager

Will Rounsewvell

Wb O Mg Mebmsoreshups. and sthorestons, mascheras credentials and cloud soffesns noOSoaions. Tha JOtkoere Yoo Can coempletn will vary
PG O B Byps Of AUTOfSAtoN you Fave 1oF & pariculle Business

Link your business i >

View of MEnage authorsations, maching credentials and Soud sofwane nobificaton a »

Enter &n authonsation code G

ol S0H T BT I Tl SOt STARE VeoU Fienir

Subimil

2. Select the organisation you would like to add an authorisation to.

e You can search for organisation by name or by ABN if needed.

For further information call our contact centre | 1800 836 799
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https://authorisationmanager.gov.au/

Relationship Authorisation Mar

lkan Government

Home  Manage suihorisations

Will Rounsevell

Detaile of your authorisations are listed below.
To display your aulhorsation details select "View'. To manage authorisations, maching crecentiats or cloud software natifications, select the business
hyperlink. i@

I can act for

* n Add another business:

Entity name ABN = Status & Authorisation type ~

Augharisation

aiding adrministrator % View I

: Autharisation .
» Active sy a View
administrator

For further information call our contact centre | 1800 836 799
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The Manage authorisations page will display with a list of all the authorisations for your
organisation.

3. Click Add new user.

Anstralisn Government Relationship Authorisation Manager

Representative

a e

Representative name = Status & Authorisation type =

Ioelle Simon & Actve Principal authority - Vi
w Actroa Authorisation adminsiralor o Wi
» Acteve - Virw R
® Actre - Vg Famave

You will be taken to the Add authorisation web form.
4. Select the representative type — Standard or Basic.

e Choose the representative type you wish to grant from the dropdown:

e Standard — select this option for a business representative who has a Standard myID
identity strength.

e Basic — select this option if the business representative can only achieve a Basic myID
identity strength.

5. Select Continue.

“ Australian Government Relationship Authorisation Mz

Representative type

Create an authorigation for a Standard user or Basic user. Find out more &

Select the reprasentalve type

Standard user

» Has tha required Australian identity documants to accept the authorisation
+ Can be authonsed for all paricipating government onfing services

» Gan be an administrator for the business

Sork ‘ m

The Representative details page will display.

6. Enter the representative’s details on the Representative details page.

e Complete the business representative’s details including their full name and email
address.

e The representative’s full name must match the name they used to set up their myID.

® For further information call our contact centre | 1800 836 799 11



e The email address does not need to match the representative’s mylD email. The email
address which is used for your RAM authorisation must be the same email address which
is used as your user account for the Aged Care System. This should be a professional
email address personally assigned to you and linked to your organisation. The email
should not be a personal email address or a group/shared email address.

7. Click Continue.

Australian Government

Add authorisation

Representative details Authorisation details Agency access Summary Customise access

@ ® . 4 :

Provide the representative’s full legal name (including any middle names):

s The name provided in this authorisation must match the representative’s digital identity to accept the authorisation
= Ifthe represantative is known by one name, use the Family name fisld
+ Use an email address that only the representative can access = do nol use a group email addmss

Fialds marked with an * are mandatory

Given name(s) Family name*

Kate Williams

kate willlams@

i |

8. Set the representative’s authorisation strength and duration on the Authorisation details
page.
9. Indicate if you'd like the representative to become:

e An authorisation administrator — a person who can manage (add, edit or remove)
authorisations for one or more organisations in RAM.

¢ A machine credential administrator — a person who can manage (add, edit or remove)
machine credentials on behalf of the organisation.

You can set an expiry date for a representative’s authorisation using the End date field (optional
for Standard authorisations)

10. Click Continue.

Add authorisation

Representative details Authorization details Agency access Summary Customise access

O @ @ E

Fralds marked with an * are mandadony

Do you want the: representative 10 be an Authonsation administrator? 9

Do you want the represantative 1o be a Machine credential adm 'nistral::'?'e

b

Saart date g End date i@
26/03/2020 Sdimmiyy B[] noenddae

The Agency access page will display.

11. Set agency access for your Organisation to Full or Custom (for Standard
authorisations) and select other agencies as needed.

® For further information call our contact centre | 1800 836 799




e You can grant access to multiple agencies at once (optional)
12. Click Continue.

Add authorisation

Reprecantative details Authorization details w Summary Customise access

Finlds marked with an * ane mandatory

Choose the agancies you want the selected business representative/s lo access. Levels of access available for selection may vary depending on the
typa of authorisation you are creating/moditying. @

NB: Al least one agency must have a level of access of gither Full or Cusiom 1o conlinug.

Agency Level of access®

® ACT Revenue Office Full Custom ®) Nong

& Australian Gommunications and Media Authority Full Custom ) None

() AUSTRALIAN FINANGIAL SECURITY AUTHORITY Full Custom ) None

& Australian Prudential Reguiation Authority Ful Custom ®) None

(® AUSTRALIAN TAXATION OFFICE Full Custom ® None

() DEPARTMENT OF HEALTH . Fu Custom Mone I
() DEPARTMENT OF HOME AFFAIRS Full Custom &) Mone

@ Depanment of Industry. Innovation and Science Full Custom o Mone

The Summary page will display.

If custom access is selected, you will be redirected to the Australian Taxation Offices Access
Manager to set permissions.

13. Review details on the Summary page.

Add authorisation

Represantative details Authorisation details Agency access m Customise access

Representative details

Name: Kate Williams
Authorisation code emall address: kate williams{
Authorisation details

Start dare: 26/03.2020 End date: Not specifiad
Authorisation type: Authorisad user Machine credential adminisirator: No

Agency access details

Agency Level of access
(3 ACT Revenue Office None

Australian Communications and Media Authority Nona

(2 AUSTRALIAN FINANGIAL SECURITY AUTHORITY Mana

@ Australian Prudential Regulation Authosiy Mo

3 AUSTRALIAN TAXATION OFFICE e

() DEPARTMENT OFHEALTH Full

(®) DEPARTMENT OFHOME AFFAIRS hone

® Department of Indistry, Innovation and Science None

14. Accept the Declaration.
e Select the checkbox to declare you understand and accept the declaration.
15. Click Submit

For further information call our contact centre | 1800 836 799
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Declaration

| declare that:

* | have used my own identity credential to access this service.

» | am authorised to create thig relationghip on behalf of the business identified above.

* | am creating a relationship between the individual named above and the business.

+ lunderstand that by creating this relationship, the individual named above will be authorised to transact on behalf of the business with the government
agencies and services | have selected, and all decisions and actions taken by the named individual with these agencies and services will be treated as
approved by the business.

» | have reviewed the agencies and services | have gelected for the individual named above to transact with on behalf of the business and these correctly
reflect my intent.

s | understand that | will not be notified when the person whom | have authorised chooses to exercise this authorisation by accessing a Government
service on behalf of the business | have authorised them to act for.

» | understand that the email address used to create thig authorisation may be shared with agencies included in thie request, on behalf of the individual
named above.

* | understand that the individual | am authorising may be required to complete further proof of identity (POI) for particular government services and they
will not be able to transact with that government service until the POI requirements have been met.

| understand and accept this declaration

m

An authorisation request will be emailed to each representative with a 6-digit authorisation
code, which is used to accept or decline the request.

Authorisations will remain as pending until they are accepted by the representative. You will
receive a notification for each representative who has accepted their authorisation request.

16. Click Continue to return to the Manage authorisations page.
17. To resend a code (for Pending authorisations):

e Loginto RAM

e Select View or manage authorisations, machine credentials and cloud software
notifications

e Select the business name associated with the user

e Click View next to the user's name

e Click Re-issue a code under Authorisation code details

e Confirm the code re-issue by selecting Continue in the confirmation page.

Logging in to your Aged Care System using myID

Before you can log in, you must activate your Aged Care System user account. Follow the steps
below to activate your account and link it to your myID.

1. Navigate to your portal by clicking the relevant link below:
e My Aged Care Assessor Portal

e My Aged Care Hospital Portal
e My Aged Care Service and Support Portal

e Government Provider Management System Approved Provider Portal

e Government Provider Management System Reqistered Provider Portal

The following steps show the process of logging into the My Aged Care Service and Support
Portal for the first time as an example, these steps can be used for all Aged Care Systems,
detailed in this user guide, as they follow the same basic steps.

2. Visit the My Aged Care Service and Support Portal on the Department's website.

® For further information call our contact centre | 1800 836 799
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Orgamizaton [Lngls bgn 0= Dégital 1D Is & safe, secure and
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3. Select the Continue with Digital ID tile.

.
T T ee—
“TBgert™ [eparterst ol Heakth

Login

Flakis srlect b St bl Bad g ging =

Digltal 1D Is & safe, secure and

cacamnipnt wiy Ba prave and
reuse your ldentity anline.

4. Choose Digital ID Authentication as the authentication method, and then select Next.

® For further information call our contact centre | 1800 836 799




a

Australian Government

Department of Health,
Disability and Ageing

Please select authentication method
Digital ID Authentication

Mext

5. You will be taken to the Digital ID System page where you will be choosing your identity
provider. Click Select MyID.

Australia's

Digital ID

ment | System

Select your identity provider

o You may need to increase the strength of your Digital ID for Department of Health and Aged Care - Test.

Department of Health and Aged Care - Test needs you to prove who you are using a Digital ID.

Read about what is an identity provider and your privacy and security.

74 mylD Exchange Test Harness IDP-2
[l Managed by Australian Government Managed by myGov Identity Hub
You'll need these to get started You'll need these to get started
O i0S or Android device O i0S or Android device
Remember my choice Remember my choice
(Mot recommended for shared devices) (Not recommended for shared devices)

Select mylD > Select Exchange Test Hamess IDP-2 >

6. The mylID login will appear. Enter the email address associated with your myID and select
Get code.

For further information call our contact centre | 1800 836 799
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i mylD

Log in with mylD

mylD email

|
I:‘ Remember me

Don't have a mylD? Setone up_Ef

Visit my@[’:'to find out more.

7. The mylID login page will display an authorisation code. Log in to your myID app on your
device and enter this code.
8. You will be redirected to a Department account activation screen.

Enter the email address linked to your Service and Support Portal user account, then select

Continue.

T

1
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Request activation code for Service and Support Portal

[y

9. You will receive an email with an activation code. This activation code is only required for
logging into the portal for the first time. If you do not receive an email with your activation
code, call the My Aged Care service provider and assessor helpline on 1800 836 799.

10. Enter the activation code you were provided in the email and select Confirm.

! Your activation code is valid for 5 days. If you require a new authorisation code, please
select Resend Activation Code.

For further information call our contact centre | 1800 836 799
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Confirm activation code for Service and Support Portal
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Your account has now been successfully activated and linked with your myID.

11. Select the Go to Aged Care Service and Support Portal link to be directed to the portal.

Finish

What can you do nowe ?

Welcome Charles

! myID is linked to a unique Aged Care Organisation which will allow you to log into the My

Aged Care and GPMS Portals. If you require access to multiple Aged Care Organisations, a
unique mylD is required per Organisation.

Logging in after Account Activation

After you've activated your Aged Care System user account, you can continue to log in to your
desired portal using your myID by following steps 1 through to 7 in the ‘Logging in to your Aged
Care System using myID’ section of this guide.

For further information call our contact centre | 1800 836 799
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Selecting for multiple organisations

Some users may work for multiple organisations. When this is the case, RAM will provide a list of
organisations at the end of the myID login process.

To select the organisation you want to login to, complete the following steps:

1. In the Relationship Authorisation Manager screen, select the radio button of the authorised
organisation you want to access.
2. Select the Continue button.

Businesses | can act for

Select a business from the fist 10 continue. If your business is not listed, you can add 3 business

B

Entity name = ABN =

Managing Authorisations in RAM

To edit or remove an existing authorisation, a Principal Authority or RAM authorisation
administrator can follow the steps below.

Log in to RAM

Select Manage authorisations.

Select the business name associated with the user.

Click Edit or Remove (to permanently end the user’s authorisation).

robdb=

The edits you can make to an authorisation will depend on the status of their authorisation.

Authorisation Status What can be edited

Pending Authorised users name and email address
Authorisation start and finish dates
Authorisation administrator status
Agency access level

Accepted or Active Authorisation start and finish dates
Authorisation administrator status
Agency access level

Inactive None

VANguard Federated Authentication Service

VANguard Federated Authentication Service (VANguard) is a login option supported by Aged
Care Systems. The service integrates with an organisation’s local network, allowing individuals to
reuse their username and password to log in to systems owned by external agencies without
sharing the user’s credentials.

VANguard is delivered by the Department of Industry, Science, and Resources and is suitable for
any organisation with corporate network infrastructure that supports Single Sign-On (SSO) or

For further information call our contact centre | 1800 836 799



https://info.authorisationmanager.gov.au/
https://www.industry.gov.au/government-government/vanguard
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includes an Identity Management System (for example, Active Directory Federation Server). This
is more common in larger organisations.

VANguard FAS is suitable for government and non-government organisations wanting to use the
Aged Care Systems.

VANguard users authenticate once with an Aged Care System and subsequent logins are
seamless, not needing additional credentials (such as mylID) or additional software on their
computer.

There are no fees payable to VANguard for using FAS.

Key benefits of using VANguard FAS

Benefits for Aged Care System users:

e Improved user experience through federated access, allowing users to single sign on
using their organisational network.

e Staff do not need to set up or remember an additional credential to login.
e Increased flexibility as users can log in using their desktop and their credentials are not
tied to a single device.
Benefits for organisations:

e Seamless access to the Aged Care Systems, allowing Assessor Portal, Service and
Support Portal, Hospital Portal and GPMS Portal users to perform key tasks that support
clients and help to manage their workload.

e Outlets will no longer have an administrative load to manage authorisations in RAM for
staff accessing the Aged Care Systems.

e Simple set-up without significant changes, providing minimal disruption to an outlet’s
activities (assuming appropriate IT infrastructure exists).

e Access to Aged Care System is managed through the outlet's existing administrative
processes as staff are employed or leave.

e Implementing FAS may enable access to other Government online services with little or
no additional effort.

Setting up VANguard FAS

Once you have discussed with VANguard the suitability of FAS for your organisation and
determined that you would like to progress, set-up will include:

e [nstallation of an Identity Management System (if one does not exist already)
e Provision of support documentation by VANguard

e Configuration of access by VANguard including troubleshooting advice to assist your
integration.

VANguard can provide access to FAS within 15 working days, subject to the organisation’s
readiness to integrate.

During the establishing stage, users will be able to use their myID to access the Aged Care
Systems.

Logging in for the first time using VANguard FAS

After your organisation administrator has set up your Aged Care System user account, follow the
steps below to link your portal account to the VANguard FAS authentication service.

1. Access your portal by selecting one of the links below:

For further information call our contact centre | 1800 836 799




e My Aged Care Assessor Portal
e My Aged Care Hospital Portal

e My Aged Care Service and Support Portal

e Government Provider Management System Approved Provider Portal

e Government Provider Management System Reqistered Provider Portal

2. On the portal login page, select the Organisation (Single Sign On) option.

Login

Flabirish s b ot buiiall ot e giag o4

4
]

Cwpanisaton [3ngla Sign Os)

e

Dégital 1D Is & safe, secure and

coorenient way Ba prave and
reuse your identity online,

3. Depending on your organisation’s setup, you may be presented with a Security Warning
Trusted Site pop-up. Click Yes to this pop-up each time it appears.

pe

Security Wamning

you want to allow this?

Trusted site: https://auth.sahealth.sa.gov.au

The current webpage is trying to open a site in your Trusted sites list. Do

Current site: https://thirdparty.authentication.business.gov.au

-)'(-‘

o)

Yes

[ No

don'ttrustthe currentwebpage. choose No.

Warning: allowing this can expose your computer to security risks. If you

—

You will be taken to an Australian Government Authentication Service page.

4. Select your organisation from the drop-down menu.

Which organisation do you represent?

For further information call our contact centre | 1800 836 799



https://myagedcare-assessorportal.health.gov.au/
https://myagedcare-hospitalportal.health.gov.au/
https://www.health.gov.au/resources/apps-and-tools/my-aged-care-service-and-support-portal
https://www.health.gov.au/resources/apps-and-tools/my-aged-care-service-and-support-portal
https://www.health.gov.au/resources/apps-and-tools/government-provider-management-system
https://www.health.gov.au/resources/apps-and-tools/government-provider-management-system
https://www.health.gov.au/resources/apps-and-tools/government-provider-management-system
https://www.health.gov.au/resources/apps-and-tools/government-provider-management-system

You will be redirected to the relevant Aged Care System and asked to activate your portal
account. (If you select the wrong organisation, you will be redirected back to the organisation
selection page to try again.)

5. Enter the email address linked to your Aged Care System user account and select
Continue.
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Request activation code for My Aged Care Hospital Portal
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6. You will receive an email with an activation code. This activation code is only required for
logging into an Aged Care System for the first time.

T you do not receive an email with your activation code, call the My Aged Care service provider
and assessor helpline on 1800 836 799.

7. Enter the activation code you were provided via email and select Confirm.
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Confirm activation code for My Aged Care Hospital Portal
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Your account has now been activated and linked to your organisation via the VANguard FAS
service.

For further information call our contact centre | 1800 836 799




8. Select the link directing you to the relevant portal you have been provided access to
(Assessor, Service and Support portal, Hospital portal or GPMS portal):

——
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Finish

What can you die now T

Jseto the My Azed care Hospital Portal|

Your relevant Aged Care System homepage will be displayed.

Logging in after account activation

After you've activated your Aged Care System user account, you can continue to log in to your
desired portal using your Vanguard FAS by following the first 4 steps you used to log in for the
first time.

I Bookmark the relevant portal link for easy access to your portal in the future.

Using both myID/RAM and VANguard FAS
myID/RAM and FAS are separate methods for accessing Aged Care Systems.

Organisations may choose to use both mylID/RAM and FAS authentication based on their portal
needs.

If users require access to two or more of the My Aged Care Assessor Portal, Service and
Support Portals, GPMS Portal, and/or the Hospital Portal simultaneously, both mylID/RAM and
FAS are required. In this scenario, it is recommended that FAS is linked to each user’s primary
portal for an improved login experience.

Further Information, Enquiries and Technical Support

Visit the myID and RAM websites for more information relating to these services, and for
technical support, check:

e mylD —Help or
e Relationship Authorisation Manager - Help

If you are unable to find what you are looking for on the mylD or RAM websites, please refer to
the Online services help | Australian Taxation Office (ato.gov.au) for assistance.

Visit VANguard website for more information relating to this service or email the VANguard
service desk with your question and contact details.

The My Aged Care service provider and accessor helpline is available on 1800 836 799. The
helpline provides technical support and general information to registered provider, assessors, and
hospital staff using our reporting systems and portals. The helpline is available from 8am to 8pm
Monday to Friday, or 10am to 2pm Saturday (local time).

For further information call our contact centre | 1800 836 799
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