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' (t) 
Why has the 
government 
developed 
COVIDSafe? 

The Australian Government has developed 
COVIDSafe to help State and Territory 
Public Health Officials identify and contact 
people who have been in close contact with 
a positive COVI D-19 case 
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What are the benefits of the app? 

----__ ..,. __ _ ___ .,. __ .. _ 
-·-···----.. __ ,,... _ __ 
-----.... -................ 

~. ;;. ..• 

--------

- --

---------

---- ---C OVI DSa f e App users benefif by knowing that they can easily be 
contacted, if they are a close contact of a confirmed case 

COVIDSafe provides additional data to State and Territory Public/ 
I 

Health Officials who are seeking to identify 'close contacts' of a 
/ 

positive case // 
/ 

/ 

// 

It is particularly beneficial in understanding the inter~ctions of 
/ 

I 
I 

I 

individuals in social or workplace settings, wher~,.,crose contacts are 
unknown _,,, ---
The App wil l provfde basic contact details of people who have 
been in close proximity to a positive case and the date, time, and ----

--- - approximate duration and distance of their contact 

OFFICIAL 
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Why is privacy so important? 

COVIDSafe has been built with user privacy at the core: 

The App only collects the minimal personal datarreeded to identify and contact someone 
Name or pseudonym, age range, phone number and postcode are collected and registered in the 
National COVIDSafe Data Store --

The App is voluntary to download, and requires 
Use 

THIS DOCUMENT HAS BEEN RELEASED UNDER 

multiple stages of informed 

ACT 1982 INFORMATION 

request 

HEALTH AND AGED CARE 

consent 
of app is voluntary, users can opt out at any time and deletion of their data 

Upload of close contact data after confirmed positive is always voluntary 

Data is encrypted, secure and local 
Only anonymous user IDs are exchanged between 

THE FREEDOM OF 
BY THE DEPARTMENT OF 

phones when close contact occurs 
Data collected is encrypted, and stored locally on the phone until a positive diagnosis 
If an individual is never diagnosed positive, the data collected by their phone will never be seen by 
anyone 

_,
Data is not retained beyond when it is needed / 

All close contact data stored on the phone is automatically deleted after a-r-olling -pertod of 21 days 

Data is only accessible by approved public health officials in the state/territory of residence 
See slide 30 for further clarification --- --

--
It is imperative we main~ain-public trust and individual privacy. 
Your role is critiea-1 in -this process. 

OFFICIAL 
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Overview of COVIDSafe app functionality and data flow 
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Generates 
unique Id 
Number 
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: unique hash : : : 
: '-----' : : : 
: : 
: D : ! : : : 
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l - oo Phone j , ................... , 

------

State process for 
testing, informing 
patient and 
recording case 

-

: ,-------. ,-------. ~ 

.! in~~s l 
• Pathology f-+ user of ;-:--,-
: test positive : 

l .............................. :~~'.: ... ..J 

Feels 
unwell, 
visits GP 

Provides 
phone 

number 
provided to 

app 

0 
Web POrtal 

'~ 

PHO enters 
case 

Web portal 

Generate 
PIN 

User 
Consents, 
Enters PIN 

/ 

I '"Jf:;;· _:~~ ~ ,.I .. -_-_---__ -_-_-___ ---____ -__ -_-_-_-_-__ -_______ -___ .. 

J ~- --- D 
l 21 days rolling storage on Phone j : . 
........................ f •~;~•;;;:;•~;::~es 

Contact 
with 

another app 
user 

--
- --

Decodes ID 
to recover -contact 

data 

~ 

-
' \ 

\ ~o 

/ 

Web portal I ' ~ 
I 

I 
I 

I 
.......... 1. ............................. . 

I 
I 

PHO views 
data in web 

portal 
--+ Contact 

tracing 

.......... ..,,.t. ................................. . 
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• 

How does 
COVI DSafe work 
for app users? 

o 0 e 
0 • 

0 • 

• • ••• 

n 

Once downloaded, the COVIDSafe App must continue to 
run in the background on the user's device with Bluetooth 
enabled 

The App records Bluetooth handshakes with other apps 
users in close proximity, including: 
• Date and time 
• Signal strength and transmission power, to calculate 

proximity 
• An anonymous user ID for each app user 
• Phone model 
• No location data is ever recorded or stored 

The information captured is: 
• Encrypted 
• Only stored on the user's phone 
• Uploaded to the National COVIDSafe Data Store by the 

user after a positive diagnosis, which requires a PIN 
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~ 
~ 

How does 
it work for 
contact tracers? 

Once an individual receives a positive diagnosis for 
COVID-19, the Public Health Official can ask if the person 
has the App, and with their consent: 

• Log into the COVIDSafe Health Portal 
• Search for the individual using their phone number 

Generate a PIN and send it to the individual's phone 
• Review the 'close contacts' of the individual 
• Produce a final list of close contacts 
• Contact, or pass onto contact tracing team 

More information on how to use the Health Portal and 
access the case data is provided in the later sections 

9 
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'Close contact' within COVIDSafe 
The Health Portal will only show contacts for whom there is: 
• a sequence of Bluetooth handshakes lasting longer than 15 

minutes from the first to last handshake AND 
• Where there is a medium to high probability that at least ONE 

of the handshakes is within 1. 5 metres 

THIS DOCUMENT HAS BEEN RELEASED UNDER 

If a person 

HEALTH AND AGED CARE 

meets the close contact rules once, all Bluetooth 
handshakes are displayed for the close contact 

'Encounter' 
An 

ACT 1982 INFORMATION 

encounter is a one or more Bluetooth handshakes between two 
devices running the COVIDSafe App. A new encounter starts when there is 

BY THE DEPARTMENT OF 

more than 15 minutes gap from the previous Bluetooth handshake. 

THE FREEDOM OF 

Bluetooth handshake 
A handshake is a Bluetooth interaction between two devices with 
COVIDSafe active. The probability of the devices to be within 1.5m of 
each other is calculated using RSSI (Received Signal Strength Indicator) 
and Tx Power (Transmission Power). 

• It's an estimation of the proximity between individuals, presented as 
a probability that the encounter was within 1.5 meters 

• A Bluetooth handshake can occur at up to 10 meters, when free of 
disturbance 

• A Bluetooth handshake may not successfully occur, for several 
reasons 

Page 11 of 45
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Example 

V 

V 

Encounters 

V 

OFFICIAL 
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r& Samantha e 
m m 

rro:-\ Encounter1 
Lo--~o 8 - 8:30am 

~ Encounter 2 
H3:E' 6 - 6:15pm 

~ Ha~dshakes -~ Handshakes 
--

OFFICIAL 

Daniel 

Adam 
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What can data be used for, and what can it NOT be used for? 

It is very important to remember that the COVIDSafe app is 

Not about compliance or enforcing self-isolation: / 
I 

• If an individual tests positive and their App interactions show they have not been following social distancing rules, no 1 

action can be taken against them on the basis of App data 

ACT 1982 

/ 
I 

I 

• If when looking through the contacts of a positive case, you see they have been in contact with an individual w~o' was 
supposed to be following a public health used 

order 

THIS DOCUMENT HAS BEEN RELEASED UNDER

HEALTH AND AGED CARE BY THE DEPARTMENT OF 

order, the 

INFORMATION 

App data cannot be to prosecute the individual breacJling a public 
health 

THE FREEDOM OF 

/ 
/ 

// 

• Once an individual tests positive, App data can never be used to check they are following stay-at-home
/ 

"orders 
,,/ 

• Jurisdictions may apply public health orders to close contacts who were identified as a result 9f the 
/ 

App, but only by using 
information generated through contact tracing (i.e. not using App data) _ _ _ / 

---
13 
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What can data be used for, and what can it NOT be used for? 

It is very important to remember that the COVIDSafe app is 

Not a definitive assessment of who is at-risk or not at-risk 
• The App is designed to provide additional data to help state and territory health officials make 

I 
assessments / 

I 
I 

I 

I 

It is important that public health officials continue to use their discretion and public health tratr<ing when 
assessing whether someone is a close contact // 

/ 

// ,, 

Not meant to replace existing contact tracing processes ,,, 
,,/// 

As not everyone will download and use the App, public health officials must continue to perform their 
standard contact tracing interviews and processes, an_rj_ cannot rely wholly on the information provided in 
the App __ / -

App data cannot be userrlor any purpose other than identifying and contacting people who may 
have been infected by close contact with a positive case 

OFFICIAL 
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As per the Privacy Act 

Contact Tracing 
Contact tracing is the process of identifying persons who have been in 
contact with a person who has tested positive for the coronavirus known 
as COVID-19, and includes: 
• Notifying a person that the person has been in contact with a person 

NT HAS BEEN RELEASED UNDER 

who has tested positive for COVID-19 
• Notifying another 

tested 

HEALTH AND AGED CARE 

a person who is a parent, guardian or carer of 
person that the other person has been in contact with a person who 
has positive 

• 

ACT 1982 

for COVID-19 
Providing 

INFORMATION 

information and advice to that person 

EPARTMENT OF 

It is acknowledged that jurisdictions have multiple other roles in 
providing public health advice, support and orders, when managing 

OM OF 

positive and close contacts. 

COVID App Data 
Data relating to an individual that has been collected or generated 
through the App 
• It does not include information obtained from another source, in the course of 

undertaking contact tracing 
• Once App Data is verified, augmented or modified - even if it is identical to App 

data - it is no longer App data 
• States are not precluded from normal compliance procedures associated with 

maintaining self-isolation protocols, provided that only information gathered by 
the jurisdiction, that is not App data, is used for that purpose 

• Information collected by a state/ territory is subject to that jurisdiction's laws 

15 
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Use and Disclosure of COVIDSafe information - Key Principles 

The Privacy Act allows for the disclosure of App data in limited scenarios. Firstly, for the \ 
purpose of (and only to the extent required) contact tracing by PHOs and secondly for the 1 

purpose of maintaining 

THIS DOCUMENT HAS BEEN RELEASED UNDER 

system integrity data 
Agency). 

HEALTH AND AGED CARE 

by the store administrator (Digital 
Transformation I 

public 

ACT 1982 

I 
• However - in order to maintain 

INFORMATION 

trust and individual privacy, patient confidentiality 
must be maintained consistent with current processes: /

1 

/ 

THE FREEDOM OF 
BY THE DEPARTMENT OF 

/ 
• Take all possible steps to avoid revealing personally identifying informatiov/on: 

/ 

• A positive case to a possible close contact ,, ,,/ 
/ 

• A close contact to a positive case ,,,/✓ 
/ 

• Phone number and name are personally identifyiQg~ __ ___ _,,, 
• Date, time and estimated Bluetooth_ proxim-ity are not considered personally 

identifying on their own (but .may indirectly identify) 
--

---
• The App does net""f>rovide location information and this should be clear in contact 

---
t r~ci ng-d i sc ussi ons -

OFFICIAL 
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What am I required to do during the contact tracing process? 

I 
• Identifying themselves to a patient 
• Disclosing any conditions of the interaction or interview-such 

ACT 19

as recording a phone call, patient confidentiality, etc./
• Seeking the consent of a parent, guardian or carer 
• Informing an individual of a positive diagnosis 
• Providing public health advice, or public health orders, 

AS BEEN RELEASE
FORMATION 

F HEALTH AND AGE

/ 
I 

/ 
/ to an individual / 

/ 

I 
 

/ 
/ 

/ 

Use the script provided when asking people to upload their-clata from the App 
Ensure you are speaking to the guardian or p~_r:eAt of a minor-and record the name of the parent or guardian in your 
case I contact management system --

• Ensure you don't disclose the n.ameof a positive contact to a close contact, or a close contact to a positive contact 
---

-
17 
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Key steps - things to note and remember 

Kl ..., 
0 z 

0. 
0. 
<t 
Q/ I.. 

'iii QI 
V"I "' c=> 

~ 
u 

If the user is under 16, 
ensure you have consent 
from parent or guardian 

and make a record of 

Thiswill remind ~u of 
your obligations when 

using the data 

For support with 
technical issues using 

-- the portal, 

their name and contact 
details 

For support with 
account creation and 
Q!!.Ssword reset email 
s47F 

PHO informs 
patient of 
result and 
proodes 
advice 

PHO 
confirms if 

app user and 
seeks 

consent 

PHO logs 
into health 

portal 

call 4z..,_ __ _ 

Actions and events 
within the Portal are 

logged, in case 
compliance actions 

are taken 

...... , ....................................... .................. [ ................ . 

OOVIOSafe 
web portal 

■ 
OFFICIAL 
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If talking to a positive If talking to a close 
case about App data be identified through the 

careful not to App, be careful not to 
personally identify personally identify 

\ 
If person is under 16, 

These business rules 
were updated in 

people positive contacts and 

\ 

when referring to 
All enco~t~rs wil.l have locations 

a prox1m1ty rating. 
Discretion will be 

required to assess risk 
of close contact 

ensure ~ have 
consent from parent 

or guardian and make 
a record of t~ir name 

and contac; details 
Release 7 rarly July) 

··· ·-·V.··- ···· ·••·••· ••••••• · ··••·• .. ······- ......................... ·-··7 .......... .......... .. 

;' 

I 

/I 

I 
I 

............................................. ····· ............ -..... / ............................ . 

records prior 
to date of 

onset 

Public health nurse assesses 
risk of close contacts 

identified through the App 

User may 
provide 

clarificatio 

/ 

Excludes 
records where 

proximity 
rating does 
not indicate 

high or 
medium risk 

Proodes 
Contact 

final use of 
tracing team 

close 
follov,s up 

certificate close 
contacts 

to contact 
team 
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The Collection Notice 

You will need to read and agree to the Collection Notice 

The Collection Notice: 

• Will be delivered to you via email before you log in for the first time 

• All users of the Health Portal will have to read the Collection Notice 
before they can access the portal. No response is required, unless there 
is an objection. 

• The Collection Notice: 
Reminds you that the COVIDSafe Data can only be used for contact 

INF

tracing purposes, under the Privacy Act. 

Informs you that by using the web portal your 
be 

and 

THIS DOCUMENT HAS BE

'personal 
information' will collected: email address, phone 
state / territory, entry into the portal, that 
the portal will be logged. 

THE FREEDOM OF 

your 

BY THE DEPARTMEN

number, 
actions within 

- Advises who your personal information may be disclosed to (i.e. 
where required by law, to other organisations to investiga!e a -
privacy breach, or prosecute an offence) -- -

- Who you can contact 

-
if you have que-stions, or wish to make a 

--complaint 

__ 

OFFICIAL 

~-----------------~/ 

Austral ian GO\'Crnment 

" Department of Health 

• Notice of Collection -Access to 
COVI DSafe Application data 
What is the purpose for which you can access and use COVIDSafe 
App data? 
COVIDSafe Application (Aw) data can only be used lor contact tracing purposes aid crust not be disclosed 
lo anyone except for the p..1rpose of, and only to the extent required for the purpose of. contact tracing. 

I 

I 
I 

I 
I 

20 
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Logging 
in to the 
Health Portal \ 

OFFICIAL 

------

OFFICIAL 

Only nominated public health officials 
are able to access the COVIDSafe Health Portal. 
You will be provided login cr~dentials by 
the Digital Transformation Agency (DTA) 

ND AGED CARE 

Access 

NDER 

is limited to State and Territory / 

1982 

networks. You should be able to access it f fbm 
home if using a VPN, but will not be able 1to 
access it on a public computer / 

I 
/ 

/ 
/ 

/ 

/ 
Ensure that when you are accessif(g the portal, 
you are not in a location wher:e- unauthorised 

/ 

people can see the data ,,/,,,, 

--
_,, 

You will be provided login credentials by the 
DTA. 

21 
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Terms and Conditions 

The Terms and Conditions lay out important requirements around 
rivacy and security, and will be presented to you upon your first 

ogin to the web portal. 
p
l

COVIDSAFE 

Administration console 

Welcome to COVIDtrace administration. 

Sign into your account 

Need an account? Please reach out to your 
state and torriorty contact tracing team 

- --

Sign in with your email and 
password 

Email 

Password 

Sign in 

----

OFFICIAL 

-----

OFFICIAL 

I 
I 

I 

Terms and Conditions of Use for COVIDSafe Application data 

I 
I 

I 
I 

As a condition of access to the National COVIDSafe Data Store (NCDS) you must 
acknowledge and accept your responsibilities to ensure the privacy and security of 
COVIDSafe Application (App) data. 

You may only access App data for the purpose of contact tracing. 

You must not disclose App data to anyone. except for the purpose of contact tracing. 

For monitoring and audit purposes, details of your access to the NCDS are recorded 
_ and retained. 

Unauthorised use of the NCDS may result in disciplinary action or prosecution. 

ACCEPT DECLINE 

23 
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Seek consent from user and input their
phone number into portal 

 

Script ----
. Have you downloaded and registered with COVIDSafe, a 

---
mobile phoa~ 

application sponsored by the Australian Government? ---
✓ If YES: Navigate to, or Log into the Web Portal 
O If NO: Follow normal Standard Operation Procedures 

2. Would you consider uploading the information your COVIDSafe app has 
collected? We ask this so that we can notify people who have potentially 
been exposed to COVID-19 and take appropriate action. You do not have to 
consent to upload this data. 
✓ If YES: Proceed (Q ~« 
O If NO: Inform they can read the Consent notice again on the App, and "" 

there is publicly available information on the Privacy of the App and they 
can change their mind later. Do not force the person to upload the data 

3 May I confirm the number of the mobile phone you registered with in the App? 
✓ If CONFIRMED: Proceed 
O If NOT-CONFIRMED: Repeat Phone Number. If no correct phone number 

can be found, abandon process (and/or contact technical support). 

4 May I confirm the name that is registered against the App (if not the ___ --
person's name as you know it)? ---- --
../ If CONFIRMED: Proceed 

• If NOT CONFIRMED: Can you please confirm_your~ gistered postcode 
../ If CONFIRMED: Proceed ---
O If NOT-CONFIRMED:-Abanaon-=advise if they remember the process can 

begin again i f they remember the name they registered with. 

~,er 
iJ 
~ 

OFFICIAL 
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Search Phone Numbers 

Mobile numbe, 

[ iHfM 

CO VIDSAFE • .,,.,.,. ""P"'.,""'9 .,,..,.. pie,,. eat1547F 

Search Phone Numbers 

:~s4=7=F=:!.._ ____ _j, ••• 

Results 

Phone number F-ul ~me St.aNi Regii1ered last upload 

Uplolded infQl"ll'lltiClf'I 

R9(1tlitt""t<I 30 Mlf 202'0, 19~:z5 -

CD Why am I seeing multiple results fOt the Jlmt phone number? 

~r,:no ~ r"IW/ h...-ci nl1Jl'itClf~ rnii ~ ('°A,Vle;P-'i u~,nv lhs;:< '"'.,,. motMkl pN)n" ~J"l"!C4>r 1()'" lhcl'T!!>lll'III$ or tamd~ fT'l~,Q8f"\, I ,,e pl"H)II .... 

't)mt,er n·..)y al.o ao~r molt p e tl,-:iet I ~ uM!r t1.a, oe ..-ttd clhO re"'6-1~1led lhE ,.pp on tf'le urne d.-w.c. 

CD Status de-fltl.tk>M 

Reginwod \J'CM C"01ttpfrt41(j tfloe ,.gr,;tt;,tc,n poc,oss bul lln no1 up!Oiad~ infor"'-lt'°'1 

U~ fltl-ed: V!iE"f vpload,;,t(t !ntornaoon bvl there N<li .in ~nor ciurlng lhP i:wocesi 
Ul)k)ad nol vettf~: li9ff trleid to ul)'Oiod 1nr«ma~1 IA!t ..-di '10t t11bll' to t;Nlfy PIN. 

Uploaded lnform.1ttlon:: Rt-l}t~tt!1td ~t,, ~f(f lr,ta,~'idl~ ll't~ rk@lvlng .:I C•II I O'I' d hell!III 0-ffieial 
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Seek consent from user to upload data 

---------

-----
5 If you consent to uploading your information, please click on the COVIDSaf

App on your phone. Scroll down to the bottom of the screen. You should se
the following question: "Has a health official asked you to upload your 
information?" If you consent, please click, "Upload my information". 
✓ If YES: Proceed 
0 If NO: Clarify steps 

6 On the next page, you should see a consent notice. Please read it and scrol
to the bottom. When you have done this, please let me know 

INFO

✓ If YES: Proceed 
0 If NO: Clarify steps 

7 Now you should see the question, "Do you agree to upload your 
information". If you consent, please click, "I agree"

THIS DOCUMENT HAS BE

. When you have done 
this, please let me know 
✓ If YES: Proceed 

THE FREEDOM OF 

0 

BY THE DEPARTMEN

If NO: Clarify steps 

e 
e 

l 

-
OFFICIAL 

~ 

Upload oonsent ____ ... 
CXJ'\,0.1$ 

ltP,CO"lllfll. ,,o,,~,c:t ...,,__ ..... _ ..... 
lfw'll!d ... Sbda Df :r...-myha• 
Clff<askltCO'IUIC'thaftlfl -_,.,. _ _ -5~ ,.,,,, __ 
□,..,,_ .. .__.., -

t-

UPload consent 

If 'IOU oc..ent. yo.JI aftlCI 
l~O'I wll be- ~oec, and 
lhlll'.o ·.-"rtri St.ii. or lfJIT"IOtY hN,ia, 

off,c:~to,Ql;lf'1rac:I-~ -RHd tbt' CO'W>'5.re ~ 
torf"'1htr0i'~ 

m,.-... ,._.,, 
infor~tlQn 
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Guide user through PIN process 
Whilst t his i ndicates 

age, PHOs will be 
presented with an age 
range as opposed 

definitive numb

----
8 Now you should be presented with a screen asking you for --- a Personal 

Identification Number. Do you see this? -- -----
✓ If YES: Proceed 
0 If NO: Clarify steps 

9. Thanks very much for your help. The government has received your conse
and I can now provide your PIN. I will text it to your mobile, but I can also
read it out to you for you to enter into your phone. Are you ready? 
✓ If YES: Send Text, and slowly read PIN 
0 «;<v«

If NO: Clarify steps 

0. Thanks again. Please let me know when you've entered your PIN, or if 
you've had any issues ~v 

✓ If YES: Proceed 0v QO~ ~ 
0 If NO: Clarify steps Q~<?:-<v«) ~"?! 

~ 0 « 
~ ~~'<' 

{v<;j 

Please note: A PIN will be valid for 5 minutes. A PIN can be re-sent if not 
actioned by the user. 

to a 
er 

0 
nt, 
 
~✓~ 

~ -\,o 
) ~~ ~ 

O~{(~ 

~ O 

---

-
OFFICIAL 

~,.-...i 

30 Mar '2020, 9:25am 

SendP1N 

1.o .. 1d .... ,,pl.,.d 

Not Ul)loaded 

S4~ 1h t!GC\),O/\l iPN IOWllf>t lll9'1 i>l'<OO.n..tnbilr 
,.hefl1hc)uG1»4t!lelf ~ . 

·Registered 

© $'\MUJOflln-1 

ti(ll;;,~, .. 11, u,;1,,,,1~n .. ,..u,i,.t~i,-.u.c~•M.1.1$.t.W1.0 ,...,...,'1'1110111 

~==.:~~= .. ~::7::.:;~~1::::-::..~.:::.t:~.1.:~:~-: 
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L~ 

PIN number 

123441 

(Sc-l~C( toproc«G) 

s 47F -.~
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[!Z£J --~-
s47F ... ~
s 47F. -.~--

Q e.·, .. ct1,-.c, 

Po•-111•-••-•·(~•.-..<r.l')IIO--
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tl ff".,,,,_ 1,..,,,,..,-r,,,,,o,.,,,i,,_,..,,.,,~ ,,,1 .... 1,(,.,- ,;~ "'" ...,,.,..,, ., ~., I ....... ,~--, K,bl 
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Data upload 

----- -----
• Once a user uploads their data, the Status is changed 

to 'Health ease Open' 

• There will be a delay between a user uploading their 
data, and it being available for use 

• This may take up to 15 minutes 

---

---

--

OFFICIAL 

COVI0SAFE ij yoll•• ""P""•nclng iss••• ~• 547F 

S•arc:t,_phone numbers > Search rMotts > ca-s.e detail.s 

Case details 

Ph<>ne """mber Futf'lem,e 
s47F 

s 47F ___ _ 

l!ogi,10,0(f L•$t on•• uplo•d 

Ag<, 

39 

Stalu$ 

2000 

12 Apr 2,020, 09:41 29 Jun 2020, 09:00 Uploaded information 

Close contacts 
~•otol•~•••'""ots 47F 

WhM ilacJgsooontKd 

6resuttsol 150 totalccntacts I ~.J!II.,... 

D r ~ narM • Photte num.bef 

D s47F s47F 

D s47 s47F 

D s47F s47F 

D s47 S'J7F 

D s47F 

(D Contact typet 

St atuS G) 

1«-Q•~ertd 

R,;r,gii1ar,;,d 

A1?•"1•tt"d 

'-)l•1•flld 

~ ister«t 

1119~,.Nlsl 

Potonti:al c~i• con1.c.1: (Qnt;t(;t rl,N(I$ 10 N ais.-~~oo 

PolEfthil dt1,e CO"llbet f) 

Enoounte«• • 

n 

167 

N o more GO'\tKfl lO '""°"" 

Known ck>M con.tKll Dow contact ¥lat ,dent t '8d tNOugh tht lltel'VIIW ~Ith CIW 

contloned c:ICIH: contact.: CIO!tl OOl'lt.ael -..h Ceoflf!Wleid 41t~r tHesmo ttt@ddU: Arte/Or U'IOUOf'il furthef .:.alls 

■:i:H i:lil&i+iiil91-I V] 

Lu.t fonCOUflter date • Conta,et 1YPt • 

27Jvi~.1S 30 <roen:,iou coc...cr " 

24 ....... 2020, Olt"li Contl.,.,..11 CIO~I '°".t.CI v 

2, »I 2020, 1,8..A] 

15 M'l 2020.09D 
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Please note 
• Ensure 

per existing 

 BEEN RELEASED UNDER 

you have 

EALTH AND AGED CARE 

voluntary consent 
• As jurisdictional 

correct 

ACT 1982 

processes, ensure that you are speaking to the 
individual. This means asking them to confirm the name they registered 

with first, before 
assured of this, 
released from 

MATION 

beginning the consent and upload process. If you cannot be 
the process should not progress and no COVIDSafe data can be 

the App 

The following slides give more information on the data 
release process that you as a contact tracer will go 
through with an app user after they test positive 

Note for minors 
• Following age verification, if the positive case is under 16, as per existing 

jurisdictional processes, ensure that you are speaking to the minor's parent, 
guardian or carer 

• If you are assured of this, you must make a note of the parent, guardian or 
carer's name and contact details in your contact/case management system, in 
case consent is questioned at a later date 

• If you cannot be assured of this, the process should not progress and no 
COVIDSafe data can be released from the App 

• See the end of the slide deck for the adjusted Script for Minors-Release of Data 

28 
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/ 
/ 

I 

/ 

I 
I 

/ 
/ 

I 
I 

I 
I 

I 
I 

How do I review and interpr/et/i:he 
d at a? __ __ -- - --- -- -- -- -

------

OFFICIAL 
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Case details page 

---------
What you will see: ------

• The phone number, name (or pseudonym), age range and 
postcode of the positive Case 

• A view of the close contacts of the positive case - aggregated 
by the close contacts phone number 

• The Web Portal will only show contacts for whom there is a 
sequence of Bluetooth handshakes lasting longer than 15 0 
minutes from the first to last handshake AND 

• Where there is a medium to high probability that at least 
ONE of the handshakes is equivalent to 1.5 metres 

t is important to note that this system does not replace the 
nformed risk assessment of a trained health professional. 
I
i

-
OFFICIAL 

COVIDSAFE 11 vol.l'r• •- • nclng lss.,.,, can f 7F7 

Case details 

Fuflname 

s47 

Registered L .. t data upload 

Age 

39 

Status 

FOi 2G~... s 47F 

Postcode 

2000 

12 Apr 2020, 09:41 29 Jun 2020, 09:00 Uploaded information 

Close-contacts 
llit Of ~O<ou'II•"' 0 1 S 4 7F Mlh o ttie, CO\IIDStfe u.s~, . 

\v,...). ·-contKt7 

...('('Cloic cor1t.:Kts d1:,:plrt ....+ion <.NAM[> ha-s c:o"lllt .-.1.0 cortac:t wtlh :.omt:OllCt, w,lh :ht COVll>Safc- App running,. i1Ni: 

~' • tht:re ·~ ,11<e-q11J11ce°' Rluttootl"t- h.'w\d!:h;a,l,t.-s l.t,;lwt.g "°"9e'f tl'l'11"11! M·l'l\,1C$ from f'"I to IM la$1 h.:inchha..• AN;) 

~ • ,1\ IN~ Ol'le of ltlo5-9 hiVld!U'l.;!l~f'S hes.• ~m or h.gl\ P,OOilbO t'/ of conttct ""'""" 1 S ,,,..,~!I 

H 3 S)6f"i00 meets. the (iOS. Cot'IUCI fU~ OAC@, all ~lOOtf'!• NU\O!,f\a-k.Uar~ ecee-S.'S1ble t G Heatth Ott1cw s. 

What Is .on oncountcw? 

OaU> 11,omJ Date (IOI COOU!Ct type (!) 

[ El) 29 J.., mo, 0900 El J C0t1Urrned elo:i.e cc,i!.sct 0 ■:hlil:IHE IIHF-1 ., l 
1SO tolal contacts 

0 ~ulNme: • 

O s 47F 

0 s 47F 

0 s 47F 

Phone number S!atu!: 0 

O s47 ~ -=====:::::. 

0 s 47F 

0 s47F 

0 s 47F 

£noounttft • LHt encounter date • Cont&c:l type • 

••• 28 Jun ?02409 .11 

200 

200 

258 ISAU'llO.l0.0913 

I .IU'l 2000. 15·4.3 l>t'Ae11t• cla&P COl'lt~I V 
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COVIDSA~E 
s47F 

If !fOl,J
1
n::! cr.p • ricing i irnu~ i;.;i ll 

Searc·h phone n.umtJ.ers > Searer results > Cas.e details > 

Encounter details with 
547

F 
s47F 

Lt!st or erx:ou111ers. bel'-'-ee-n 

Cate- (trom► Date Lto,J 

s47F 
enct 

1. 1!:, Jun :'..!020. 09-(XJ-==-====-t:J_. [ 29 Jun 2020, O&•OO ~ 

60 results of 167 total~ , Reset filter9 

!Eficou1He1i di'.ite .... Duration T Prob-ability within. 1.fim 
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S
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~ ... IE-:-i 

"" c 01mlt bl,. "11 cy .. 1?1.1ti1 ;ilg0rithm thr,c."$11,::dd • 

Sli1~ ND 

St;u,~dit -... ~ 

54llor.;Jj l1: "VC!io 
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s 47F 

Search pfl.one ll.Jmbers , Search re!:'Ult-s > Ca~ de.a·ls > Eri c□unter!: 'hith 

Blueiooth® Handshakes 
s47F 

1st 01 gporai'.!llc Blu.ewott.,e l)andshe ,es be-t-,.~en 
s47F 

and 

s47F 

> Brueioc:h~ hand ghakes. 

ot"J 117 Jun 2 020, ,l'Ofl'I 12.159 

r,. 

':'v<v 

A hsndshe ,e s ts Bl Jel004h Interaction 00-""een lwo dt!'\1lc-es with co• DSa't!o ectiv-e. T~ ~billty ot Ute de•1ice--s co I.le ,·,ithh, • .51 ) or ea.ch 
ocher ·~ c:.alc:wat~.J u~ing RSSI 1~cei~d Sig,~1 Slumglh lndit:~Lo.t} ;:.;nd Tx PiN.-er (1~n~111i~~ P1:w,er). 

<o ~ 

Prob&bili'i.:,' wi'ihin 1.5111 

[mi1 
Proba~lt,V 1r1111hln ,.&111 • 

17 Jut' :2-02(1. !il 12:5{1:0'1 •2iJ dam 

17 Jun 2DZ-d, -ill 2!!5i:J!12 12 dBm 

~2tl CIBm 
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From To Probability within 1.Sm 

[ 8 May 2020 3:41 PM el 1 1 29 May 2020 3:41 PM el I - if@jjljg♦j - .. 
71 results of 71 total encounters 

21:00 

18:00 

15:00 

>, .. ,, 
I 
0 12:00 

~ 
F 

09:00 

06:00 

03:00 

00:00 

Meets algorithm threshold 

-- --
1111 --- -- -- --- -- ----
-- -
--
-

View as 

.. Graph .. 

Bars indicate 
duration of 
encounter. 

Sat 9 May Sun 10 May Mon 11 May Tue 12 May Wed 13 May Thu 14 May Fri 15 May Sat 16 May Sun 17 May Mon 18 May Tue 19 May Wed 20 May Thu 21 May Fri 22 May Sat 23 May Sun 24 May Mon 25 May Tue 26 May Wed 27 May Thu 28 May Fn 29 May 

Days 

The 'Probability within 1.5m' shows the highest probability found in that encounter. For example: if one Bluetooth handshake is high in an encounter and all the others are low, it displays as high probability. 
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Data will be presented with distance and duration criteria to help you make a 
decision about whether further contact tracing will need to occur 

-
In accordance with health guidelines ancfb~st practice knowledge of Blueto~th® technology, data will be 
presented according to two main criteria: distance---and duratj_pn of contact. Health officials can use these 
criteria when making assessments in the contact tracing process. 

DER 

RE 

Distance 
signal two 

HEALTH AND AGED

users 

ACT 198

I 
Bluetooth® strength indicates that of COVIDSafe have a high or ,... chance di--
having been within 1. Sm of each other. 

INFORMATION 

This is to account for environmental factors that may 
I 
af fect 

signal such as variation in phone models, interference from barriers (e.g. bags, laptops or in ~itback 
pocket) or whether the phones are in an outdoor or indoor environment. // 

/ 
/ 

AND 
/ 

,, // 

_,/// 

Duration _,/ 
The Web Portal will only show 

THIS DOCUMENT HAS BEEN RELEASED 
THE FREEDOM OF 
BY THE DEPARTMENT OF 

contacts for whom there is a sequence of Bluetooth handshakes lasting 
longer than 15 minutes from the first to last handsh_ake.-Withln a 1-5 minute encounter period there --
could be as few as two pings or as many a~J 5 -pfngs. As the current app settings are designed to initiate 
a ping every minute, these param~ters provide the highest level of confidence of the contacts having 
been together for 15 minutes or more. 

I 

-----
However, the option to acce~s additional contact data which meet the distance and duration criteria will be 
possible upon clicking through into user profiles (see detailed steps earlier in slide deck for more 
information) 

OFFICIAL 
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There are a handful of edge cases that you may encounter when using the 
health portal 

Post Codes - Cross Border and Close Contacts 
• Postcode is not always a reliable indicator of 

State of residence 
• A State Public Health Official will only be able 

to search the record of a positive case, if the 
post code falls within that State 

• For postcodes that straddle multiple state 
borders, both or all of those States will be 
able to search the record of the positive case 

• All close contacts of the positive case will be 
shown to a public health official, regardless of
their State of Residence 

• States should follow their usual process of 
passing information and responsibility for 
contact tracing to another jurisdiction, as 
necessary 

 

---

---------

------

 

OFFICIAL 

I 

© I 
I 

Person can't remember their pseudor,ym or 
person has used a false name / 

/ 
/ 

• If it is clear that the name is,not the same as 
the client you are speakin~fo (eg. they have 
used a pseudonym), you,should prompt the 
user to inform you ot the name registered. 

• Do not provide them with the registered name 
before verifying the pseudonym. 

• If they ~re unable to confirm the name, ask to 
confirm postcode. If this cannot be done, the 
release of the data must be abandoned. 
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/ 
/ 

/ 

How will this work with exis/tir(g 
internal process~s?-- --- -- -- ---

------

OFFICIAL 

/ 
/ 

I 

I 
I 

I 
I 

I 

I 
I 

I 
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How does the health portal fit in with existing processes? 

Depending on how your ]urisdiction has decided to use the Web Portal, you may use the Web Portal either sequenti~Hy 
or concurrently1 _____ 

EEN RELEASED UNDER 

_ -

• This will depend on how many public health officers have 

ALTH AND AGED CARE 

6een nominated to access the portal to begin with, and 
your current processes 

might 

ACT 1982 

/ 
• This also change over time, as the Web Portal and processes are refined / 

I 

ATION 

I 

Department of Health is available to help jurisdictions embed the use of the Web Portal into their current pro9~sses ,, 

Sequential Use of the Web Portal 

A public health officer will perform their standard 
contact tracing interview process with a positive 
case, and then prompt the user to release their 
data. After the initial interview, they can use the,,, 

--
data in the web portal to see if any additionar 
close contacts can be identified. ___ - -- _-

-
1 More detail on these processes can be found i n the appendix 

OFFICIAL 

,, 
/ 

/ 

Concurrent use of the Web Portal 

/ 

A public health officer wilLpr6mpt a positive case 
to ~pload thetr data at lhe beginning of the --

- contact tracing interview, and then view and use 
the data when discussing the positive case to 
assess whether any additional close contacts can 
be identified. 
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Sequential workflow 

COVI DSaf e App 

State systems 
and data points u Case (and or Contact) 

Management System 

---------

OFFICIAL 

------ [E] 
=--= 

COVI0Safe 
Web Portal 

' 
\ 

Case(and/ or Contact) 
Management sy5tem 

Initial List of ______ __. ___ Supplementary List+ ~ - Final List of + ~ _ 
Close Contacts of Close Contact Ea Close Contacts Ea 

/ 
/ I 

·················································11····················································································································•··········································································································•·······························································•·······················•·················································································•··········-/' ............................ , .. . 

Contact 
tracing team 

Public 
health unit 

User a 
-

Public Health 
llurse 

Confi rms 
Whether App , 

User 1 

-----,.-------:: ,_ 
..--,..= - ~ _I 
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Script for interacting with people who are under the age of 16 
As per existing jurisdictional processes, following age verification ensure that you are speaking to the minor's parent, guardian or carer. 

If you cannot be assured of this, the process should not progress and no COVIDSafe data can be released from the App 

---- -Has (name of minor) downloaded and registered with COVIDSafe, a mobile phone application sponsored by the Australian Governme nt? -
-t If YES: Proceed 
0 If NO: Follow normal Standard Operation Procedures 

The COVIDSafe app on (name of minor's) phone has collected information 
uploaded. Would you consider uploading the information your COVIDSafe 
minor's) close contacts that they may have been exposed to COVID-19 

✓ If YES: Proceed 
0 If NO: Inform they can read the Consent notice again on the App, 

May I confirm the number of the mobile phone (name of minor) registe
✓ If CONFIRMED: Proceed 
O If NOT-CONFIRMED: Repeat, if still not confirmed then disengage. 

If you consent to uploading (name of minor) information, please click 
"Has a health official asked you to upload your information?" If you consent

THIS DOCUMENT HAS BEEN RELEASED UNDER 

---- ---

on people t hey may have come in contact with. We will need your express permission for the information on the app to be / 
app has collected on people (name of minor) may have come into close contact with? We ask this so that we can notify (name of 

and take appropriate actions. / 
/ 

and there is publicly available information 

ACT 1982 

on the Privacy of the App. Do not force the person to upload the data / 
red with in the App? W it? 

/ 
/ 

on COVIDSafe App 

INFORMATION 

hat is / 

the on (name 

HEALTH AND AGED CARE 

of minor's) phone. Scroll down to the bottom of the screen. You should see the follo~ ing question: 

BY THE DEPARTMENT OF 

, please click, " Upload my information". When you have done t his, please let me know / 
0 If YES: Proceed / 
0 If NO: Clarify steps / 

On the next page, you should see a consent notice. Please read it and scro

THE FREEDOM OF 

ll to the bottom. When you have done this, please let me know // 
~ If YES: Proceed / 
0 If NO: Clarify steps /,, 

Now you should see the question, "Do you agree to upload your information". If you consent on behalf of (name of minor), please click, "I agree". When you have done thjs-, please let me know 
✓ If YES: Proceed ,,✓ 
0 

,, 

If NO: Clarify steps / 

Now you should be presented with a screen asking you for a Personal Identification Number. Do you see this? 
..; If YES: Proceed 
0 If NO: Clarify steps _ __ 

Thanks very much for your help. The government has received your consent, and I can now provide your PJ_tt I am-going to read it out to you for you to enter into your phone. Are you ready? 
\;!,,,. If YES: Slowly read PIN __ 
V If NO: Clarify steps 

Thanks again. Please let me know when you've entered your PIN, or if you've had a.ny issues 
v If YES: Proceed --
0 If NO: Clarify steps _--

Thank you • we have recorded your consent. --
------

If calling a Close Contact who is under 16:--
l' m calling because you have registered on the COVIDSafe App. I note that you are under the age of 16, could I please speak to your parent, guardian or carer? 
If t hey're not available, could you ask them to call me on xx. 

Page 42 of 45

41 



THIS D
OCUMENT H

AS BEEN R
ELE

ASED U
NDER 

THE FREEDOM O
F IN

FORMATIO
N ACT 19

82
 

BY THE D
EPARTMENT O

F H
EALT

H AND AGED C
ARE 

FOI 2016IR - Document 1

Page 43 of 45

OFFICIAL 

I 
I 

How do I get suppo-rt?-
------

OFFICIAL 

I 
I 

I 

I 
I 

I 

42 



Web Portal password reset 

Web Portal technical 
support 

If the COVIDSafe app user 
has any questions, feedback 
or needs technical supper! _ 

OFFICIAL 

FOi 20161R - Document 1 

You have many options for support should you need it 

-There is a team at DTA responsible for creating new accounts and managing reguests from weo portal users 
For password reset, ·you 'v_Yill need to provide via an email to: 547

F the following details: \ 
Full Name 
Email ------
Mobile number 

Your request will be actioned within 24 hours of being requested-involves SMS authentication 
Operating hours: 8am to 7pm (AEST), 7 days a week 

/ 

DTA is responsible for the technical matntenance and development of the COVIDSafe system and will be li~(sing directly 
with States/ Territories to handle svstem inte2rity and maintenance 

47
Contact dedicated phone line: s F 

This team will be able to answer questions and assign more technical requests to 
developers i f necessary 
Operating hours: 8am to 7pm (AEST), 7 days a week 

-<.._'< 

If COVIDSafe app users have questions or _are experiencing issues with the app, you can refer them to 
For general questions or concerns: The COVIDSafe website Help Topics (general FAQs including addressing privacy 
concerns) -- - --
For technicaUssues, app users can email 7

s.J F 

- For_gpp feedback, app users can send that tli-r-oug- ---rn· e rn-app form " report an issue" link under FAQs page 
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