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Open co-design activities by phase
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Findings and Next Steps
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Overview

1 Strategic context and background

• Providers of care and support services currently navigate a complex 
landscape to access services and meet their obligations to 
government, reducing time spent on providing care to the 
community, increasing security risk and cost to both government 
and provider organisations. 

• The Department of Health and Aged Care (the department) 
undertook a discovery activity to engage with the care and support 
sector to identify existing, and preferred authentication methods, 
gather use cases, and develop a recommended solution for the 
sector.

2 Stakeholder engagement and preferences

• Leveraging a combination of existing forums such as the Sector 
Partners, and Tech Talks, along with one-on-one engagements, 
surveys, and workshops, we engaged broadly across the provider, 
peak body and the vendor community to understand preferences 
for authentication methods to access B2G APIs.

• Providers indicated a strong preference for a simplified ecosystem 
across the breadth of their government interactions, with fewer 
credentials being a critical priority, while vendors expressed a 
strong interest for standardisation of systems and processes, and 
greater adoption of industry standards.  

3 Target state options and assessment

• We developed a high-level target state ecosystem to identify 
options, inform recommendations, and articulate how options will 
address provider needs and interoperate more broadly across 
government. 

• Three options were developed leveraging insights gathered from 
stakeholder engagement and understanding of the current state to 
address authentication options for: 

• accessing online portals; and
• accessing B2G APIs

4 Recommendations and next steps

• The recommended authentication solution option is being 
socialised and endorsed internally within the Department of 
Health and Aged Care prior to broader socialisation across the 
sector. 

• The care and support sector, including providers, software 
vendors, and peak bodies will be engaged as part of next steps, 
alongside further design of the proposed solution architecture, 
strategic planning, and whole of government co-ordination and 
alignment.



Ensure sector has an 
opportunity to communicate 

pain points and solution 
preferences

Approach
To identify preferred options and a recommended solution we adopted the department’s Co-Create, Co-Design, Co-Deliver approach, 
targeting the provider experience and their priorities while considering existing solutions and whole-of-government capability

Workshop
Facilitated a co-design 
workshop with the broader 
care and support sector

Surveys
Distributed a tailored 
questionnaire to understand 
current sentiment across the 
care and support sector 

Available solutions
Explored viable options in the 
market, considering how 
options can be informed by 
global leading practice 
examples

Existing 
investments
Considered existing 
authentication solutions, 
strategic roadmaps, and 
program requirements

Stakeholder 
preferences
Considered how available 
solutions align with sector 
preferences

Weighting
Weighted criteria based on 
stakeholder preferences and 
priority, as well as program 
requirements

Criteria
Created a framework for 
assessing available solutions

Options and 
Recommendations+ + + =Engage Scan

Identify suitable options which 
meet the department’s needs

Analyse

Explore sector preferences 
against available options

Assess

Develop framework to critically 
analyse options against 

preferences and requirements

Targeted 
engagements
Engaged stakeholders 
individually to understand 
their preferences in detail

Solution Options

Options Assessment

Recommended Solution



A day in the life of a provider
Disparate authentication and identity access management across government systems has resulted in significant administrative 
overhead for providers

As a senior business staff 
member in an aged care 
provider organisation, I help 
individuals to become registered 
providers and undertake their 
role as a carer. In addition to my 
own workload, such as 
completing ongoing reporting to 
government, I support our 
providers to navigate the 
onboarding and offboarding 
process when they join and/or 
leave our organisation. 
We have a new starter joining 
our aged care provider 
organisation and I am helping 
them through the onboarding 
process.1

When a provider leaves our 
organisation, I need to log into RAM to 
revoke their access, otherwise they 
may still be able to access confidential 
information after they’ve left the 
organisation. 

I need to revoke access to 
other systems and 
government portals too. 
To do this, I have to know all 
the responsibilities and 
access rights the individual 
had in their role. 
This can be a very manual 
process if they had access 
to multiple portals and 
systems.

I then enable user 
access in each system 
that they will need to 
use in their role as a 
provider which adds 
additional 
administrative burden 
on my role.

I also have ongoing reporting 
responsibilities. It can be difficult to meet 
reporting timeframes while I’m supporting staff 
in onboarding and access activities. 
I need to complete the authentication 
process for reporting, which can be quite 
cumbersome. It would be easier if I only 
needed to authenticate once into government 
systems to complete reporting.

I wish that we had a 
streamlined and easier 

way of authenticating into 
government systems. This 
would allow me to focus on 

delivering my role, as 
opposed to completing 

manual activities.

I support providers with any issues 
they may encounter in this process. 
It isn’t easy to register for a myGovID. 
Many providers have basic IT skills and 
need a lot of help, so I am usually very 
hands-on which takes up a lot of my 
time.

Using their new PRODA
account, I then link it back 
to their myGovID. 

By this point, I’ve gone back 
and forth between multiple 
systems. It would save a lot 
of time and effort if this was 
streamlined.

ISM compliance risk

myGovID is tied to the provider’s individual identity and their 
personal device. They are expected to use their own device to 
authenticate to our systems, however they are completing an 

organisational role. 

Provider organisations are required to ensure they have security 
measures in place. However there is no way for to ensure staff 
personal devices are secure, which could present perceived ISM 

compliance issues.

Manual process completion

Existing authentication mechanisms are highly manual and 
time-consuming. Providers see value in automatic provisioning to 

save time and enable Business executive, staff and providers to 
focus on their core role.

It is especially hard to bring on new staff (such as a casual 
worker) or have staff go on leave as administrators need to go into 

multiples portals and manually provide access repeatedly. 

Limited support

There are limited government resources that Business staff 
and providers can refer to and rely on for help.

This means that it takes a lot of time out of day-to-day 
operations to provide support to providers resulting in 
additional backlog of workload and delays in completion.

Role-based delegation

During the provider onboarding and offboarding process, Business 
staff require Directors (usually senior executive) to delegate 
authority for staff to act on behalf of the organisation as an 

administrator. 

Directors are often senior executives, or voluntary board members. 
Depending on the size of the organisation, it can be incredibly 

difficult to ask them to find the time in their already busy 
schedule to complete the delegation process.

As I am now a delegate in 
RAM, I log in using myGovID
and link the provider’s 
myGovID to the 
organisation in RAM.

myGovID is linked to the 
individual provider’s identity 
and personal device, which 
means that we don’t have 
control of the device’s 
security. 

I then ask our Director to log into RAM 
and authorise me to act on behalf of the 
organisation. Depending on their 
availability, this might take weeks.

As they are time poor, it is incredibly 
challenging to get them to come in and 
complete this process. If I could do this 
step myself, it would save our Directors, 
providers and me a lot of time.

I then support the 
provider in setting up a 
PRODA account. 

There is limited support 
available to help me use 
PRODA. So if the 
provider has any trouble 
in registering, they come 
to me for help. This can 
consume a lot of my time.

Note: Only an authorised officer (e.g., 
Director of the organisation) is 
permitted to allocate authorisation 
through RAM. Directors are often 
board members that work outside of 
the organisation and have limited 
availability.

Note: Some of my reporting responsibilities 
include, but are not limited to:
• DEX reporting
• ACQSC reporting
• DSS grant acquittal reporting 
• Centrelink claiming.

Note: Providers must set up 
and use myGovID via their 
personal device, posing risk 
to ISM compliance due to 
limited control over a device 
that providers use to access 
government services. 2

Note: As I am already an administrator in 
RAM, I log in using myGovID and unlink 
the provider’s myGovID from the 
organisation in RAM. 

Note: Providers download the 
myGovID app, create their 
digital identity and use it on an
going basis via their personal 
device. 

Current Provider Experience

• Complexity: Business administrators are required to use multiple authentication 
credentials (e.g., enterprise credentials, myGovID, PRODA) to access various 
portals and systems when completing reporting and accessing government 
services online. Additional complexity is added when managing authorisation 
and access for other staff members (e.g., RAM).

• Delegation & Access: To establish access, senior staff members and business 
administrators require an authorised officer (usually a Director) to delegate 
authority to act on behalf of the organisation, who are often time poor and have 
limited availability to complete the process.  

• Manual Processes: Establishing access is a manual and duplicative process 
across all authentication and authorisation services used (e.g., RAM, PRODA). 
This is particularly time-intensive in provider organisations with a casual 
workforce, requiring repetitive access provisioning and revocations.

• Limited Support: With variability in provider IT skills and limited support 
available from Government authentication services, business administrators 
dedicate significant time and effort in guiding and supporting staff members 
when establishing their authentication accounts and on an ongoing basis when 
authenticating to access government services, particularly with PRODA.

Key Observations

See appendix

Provider organisations are required to navigate a complex authentication and identity access management ecosystem to interact digitally with Government. This is in addition to 
their administrative and reporting workload, additional onboarding and offboarding activities for staff members, and managing the provision of care to members of the public.

Care and support sector current state ecosystem

Provider day in the life of (DILO)



Stakeholder engagement activities What matters most for stakeholders

Distributed a survey across the care and support sector, receiving 50+
responses

Connected with 10+ stakeholders1 for tailored 1:1 discussions to further 
understand specific pain points

Engaged 80+ attendees1 at the B2G co-design workshop through a 
series of interactive activities

Presented to 75+ stakeholders at Sector Partners forum to raise 
awareness of discovery activities Seamless experience when accessing and interacting with B2G services1

Easily established and built on common industry standards (e.g. OIDC, OAuth)2

Minimises the number of credentials needed to interact with government3

Reliable and available to provide confidence in the solution4

Follows a recommended security configuration that organisations can adhere to5

Leverages existing solutions used to interact with government6

Cost-effective for development and sustainment7
Engaged with 50+ stakeholders1 across the Department of Health and 

Aged Care and broader Commonwealth

Stakeholder engagement
Seven priorities were identified across survey results, collaborative co-design, and targeted 1:1 engagement with the care and support sector

1 See Appendix H in final report for list of stakeholders

200+ stakeholders were engaged across 25+ activities over 10 weeks across the care 
and support sector and government landscape 

Authentication can’t be assessed in isolation; addressing stakeholder priorities 
requires consideration of the end-to-end provider experience



Care and support providers

Stakeholder engagement
Significant stakeholder engagement has been undertaken across the aged care ecosystem to understand the identity and access needs 
and priorities for the provider and vendor community 

Care and support providers have identified a range of pain points:
• Accessing government services and meeting their reporting obligations
• The myriad of credentials required across different government systems 
• The insufficient support provided across current authentication systems 
• The inefficiency created across the sector using many credentials
Providers want to: 
• Focus on their core business of providing care and support to the community 
Their key driver: 
• Simple and efficient access to services

In considering these perspectives from 
providers, vendors and peak bodies, there 
are only a subset of options that can be 
considered.

myGovID1

RAM2

PRODA3

Enterprise 
credentials 4

These options need to be considered 
against the explicit pain points such as 
the provider experience, cost 
implications for software vendors, and 
technical complexity

Software vendors & peak bodies

Software vendors and peak bodies have indicated they are: 
• Open to further investment in their platforms, particularly where it will drive increased value 

for their customers.
Software vendors want to: 
• Adopt industry standards versus bespoke solutions
• Standardise the way they need to interact with government agencies
From a financial perspective, they want to be able to: 
• Leverage and capitalise on investments to date (e.g. conformance with PRODA)
Any solutions that require significant additional investment should be carefully considered. 

“I find the reporting poor and, while 
fully understanding the data 
safety considerations, think it's difficult 
to reconcile with core systems”

“The biggest piece of feedback we 
hear is that [providers and 
software customers] are big on 
SSO and MFA. It has become more 
a need than a want.”

“Working across multiple funding 
types is a struggle to ensure 
compliance with all required security 
standards”

“Can we homogenise these things? So many government systems, each 
with different identities and different identity methods.”

“Inconsistency in integration and 
authentication methods make it 
difficult for SME's to know where to commit 
limited funds to build into the product”

“The process to onboard a new user into multiple 
systems is lengthy, manual and error prone. This 
means we cannot effectively leverage a highly fluid 
workforce as we cannot automate large sections of 
our onboarding process”



CARE AND SUPPORT SECTOR REALM

Managing additional services and 
systems for care and support 
sector providers
Services Australia | DVA | NDIA | ADHA*

Care and support providers 
responsible for delivering care 
services to members of the public Other government service support

(myGovID | MHR* | Medicare | NDIS | DVA)
Provides support for triaged service support requests 

from the Single Provider Hub 

Consumers, their carers and 
nominees who are the controller 
of consent and access to services 
and data for an individual

Members of the public 

Providers

Organisational users
Administrative members of service 
provision organisations responsible for the 
management of service offerings. 
Manages access and authorisation rights for 
providers and other staff interacting with government 
on behalf of the provider organisation

Native systems used by providers as part of 
their role. 
• Enables seamless transfer of information across 

provider and government systems via direct B2G 
API connections

• Owns and manages enterprise credentials, 
enabling SSO into Single Provider Hub and access 
to B2G APIs

• Manages granular, role based access and 
authorisation, enabling providers and Org Users to 
share information and interact with government on 
behalf of the provider organisation

Provider software

Software developers

Vendors responsible for system implementation, 
integration, technical operations and management of 
systems
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Online channel for software vendors to register, test, 
integrate and maintain B2G APIs 
• Includes pre-productive test environments for the suite of open 

API’s available for care and support government services

Enterprise 
Credentials 

Sector 
connectivity 

support 
services

Primary online channel for providers accessing government services 
and/or information as part of their role in the care and support sector 
• Alternative channel for provider organisations with limited B2G connectivity
• Primary channels for sensitive information sharing above the security threshold for 

B2G APIs
• Includes tell-us-once capability across connected provider services 

GPMS

• Enterprise Credentials (SSO) | myGovID
• Self-service authorisation and access 

control centre
Includes the 

administrative 
access and 

technical support 
for providers and 
software vendors 
accessing online 

government 
provider services

Systems owned and operated by other government agencies to 
enable effective delivery of care and support services 
My Health Record (MHR) *| Medicare | Electronic Prescribing | Secure Messaging 

Other government agencies 

Agency systems 

Regulatory function(s)

• myGovID | Access to dummy 
credentials

Registered assessors and 
auditors conducting 
provider quality and 
compliance checks etc. on 
behalf of the ACQSC

Forms | QFR | QI | Care 
Minutes | SIRS | Star Ratings 
| Claims | Referrals |  
Provider Information etc. 

WofG POLICY & REGULATION REALM

Commonwealth legislation 
and regulation bodies
Core care and support 
sector policy and regulatory 
agencies responsible for 
compliance and quality 
assurance 

ACQSC | NDIS Quality and 
Safeguards Commission | Office of 
the National Data Commissioner

Whole-of-government 
strategy

Regulatory Agencies 
responsible for driving a 
secure, efficient, and co-
ordinated approach to digital 
service delivery across 
government

Digital Transformation Agency 
(DTA) WofG Architecture Re-use | 
Home Affairs Cyber Security 
Strategy 2023-2030

DEPARTMENT OF HEALTH AND AGED CARE REALM

Critical infrastructure storing and transferring information across provider software, 
Hub, and other government systems, supporting seamless capture, use and 
transfer information to and from government in a secure and efficient manner.
• Includes Core Customer Relationship Management system, system integration, and identity and authorisation 

management

Data management (Core Platform)

Delivery and operations
Dedicated business and technology teams operating out 
of the Department of Health and Aged Care, responsible 
for ongoing operations and core business activities

Provider engagement 
Includes a dedicated business function delivering proactive and ongoing 
engagement with provider organisations and their software vendors on 
GPMS and B2G capability & provider-government services

Data quality and 
performance 
monitoring

Provider services

Enterprise identity and access management  
Solution enables intuitive, business oriented, industrialised and simplified processes for managing access 
and authorisation, performing delegation and administrative tasks

Business 
operations

Platform delivery 
& operations

Acts as the conduit and broker across 
the provider to government landscape, 
facilitating access and management of 
identifies, and transfer of information 

Developer portal

Data standards
Solution has established data standards to ensure the promotion of interoperability, data consistency and 
effective data management across the ecosystem

Care and support sector provider target state ecosystem
The target state ecosystem outlines the core components and their interactions to deliver a simplified, omni-channel provider 
authentication and identity access management experience, while delivering robust support as B2G API capability scales

Target Provider Experience Key Components

Care and support sector target state ecosystem

The target state ecosystem extends beyond authentication and 
identity access management to outline broader strategic intent for 

the end-to-end provider experience 
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• GPMS acts as the primary online channel to access government services for care and support 
providers, and an alternative channel for provider organisations without B2G API capability. 

• Provider software is the primary channel for information sharing to, and from, government 
services, enabled by seamless B2G API connectivity.

• A developer portal providers software vendors and/or in-house developers with online access 
to register, test and integrate B2G APIs with provider software

• Support services provide a standard channel for access to administrative access and technical 
support for providers and software vendors, triaged to other government service support 
channels where required 

• Data is transferred and centrally managed across provider software, single provider hub, and 
other agency systems through the core platform

• Enterprise identity and access management houses the identity federation hub, linking various 
authentication credentials and managing access and delegations across B2G APIs and online 
services

• Provider services wrap around provider-to-government services, acting as the conduit and 
broker across the provider to government landscape, facilitating access and management of 
identities, and transfer of information

• Whole of Government policy and regulation drives strategic direction of digital service delivery 
while overseeing compliance and quality assurance across the care and support sector. 
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Delivering an authentication approach that puts the experience of providers first 
required consideration beyond just authentication for B2G APIs

Authentication solutions that support access to B2G APIs are a critical component of the target state for providers to access services and meet 
their obligations. However, authentication in B2G does not exist in isolation. 

To deliver a provider-centric future state, it is important to consider the identity and access needs across the entire care and 
support sector.

Focusing questions

What authentication options should be available for accessing online portals? 

What authentication options should be available for accessing B2G APIs? 

What options should be available to enable providers to self-service their identity 
and access management needs when interacting with government?

To address the critical in scope question of what 
authentication options should be available for 
accessing B2G APIs, we needed to consider the 
end-to-end identity and access lifecycle including 
provision, usage, management and 
deprovisioning.

However, consideration needs to be given to the 
broader experience and common functions and 
processes required across different government 
interactions, in particular self service such as 
authorisation management.

Note: Some analysis and consideration has been given to self management, particularly 
for authorisations, however, further work is needed beyond the scope of this report to 

best understand the solution options and inform longer term recommendations.

Note: Solution options have been developed to consider 
both focusing questions 1 and 2, and evaluated against 
the criteria defined through stakeholder engagement.

1

2

3



Immediate next steps
The recommendation is being socialised and endorsed internally within the Department of Health and Aged Care before proceeding 
with broader engagement across the care and support sector. 

Socialise proposed approach across government landscape (e.g., via 
cross-government forums and 1:1 engagement)

1

2

3

Socialise options internally within the department for 
endorsement of the preferred approach (in progress) 

Engage with the care and support sector to test and validate the preferred 
approach and ‘Day 1 Solution’, and identify candidates to support detailed 
design activities (e.g., 1-2 vendors, 1-2 providers) 



B2G- Onboarding & Conformance 
Findings discussion

LAUNCH
Design Thinking

Fay Flevaras

Digital Transformation and Delivery Division
Corporate Group | Department of Health and Aged Care



Sector Partner 
Collaboration Site Uplift

Jessica Holmick

Senior Engagement Lead
Reform Implementation Division
Ageing and Aged Care Group

LAUNCH and PLAYBACK
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Sector Partner Collaboration Site - New

Upcoming Events

Upcoming Co-Design Activities



Sector Partner Collaboration Site - New

Co-Design products

Video demonstrations

Links to key information



Sector Partner Collaboration Site – Coming Soon



Q&A

Have a question?
Put your virtual hand up to ask your 

question directly our presenters or use 
the Webex chat space



THANK YOU
NEXT MEETING:
11am, Friday 14 July

DTSectorPartners.health.gov.au
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